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Perspective on Al History
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Learning patterns
from data

Statistical methods,
early neural nets

Feature engineering;
one task per model

Multi-layer
neural networks

Auto feature
learning

Single-task;
data-hungry

Transformers
at scale

Generation,
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Hallucination;
specialist trade-off
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Traditional Circuit Breaker

Detects overload. Trips to protect what's downstream.

1. Power surge
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3. Safe shutdown
protects your
devices

DOWNSTREAM DEVICES
STAY SAFE

Different systems. Same goal: Stop the bad stuff. Keep the good stuff working. @ HGHTER
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Notional Process

Excellent_——»

CAUTION

Slightly off—»
efyo Flag for review

Al System How good

is the match?

makes a prediction

HALT
Suspend Al decisions

LOCKDOWN

Human takes over
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Underlying Math

 Based on general systems theory

— Homomorphism: mathematical
characterization of equivalence between to
models (typically many-to-one)

— Isomorphism: a homomorphism with one-to-
one equivalence
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High Db (wrong)

Low Db (correct)

Two-Axis Morphism Quality

BAD - Halt or Lockdown
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Demo: Electrocardiogram (ECG shown below) and Water Treatment

VOCABULARY LENS
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SWaT - Water Treatment ECG - Cardiac Monitoring Domain | Systems Engineering = DoD / Acquisition

SENSOR RESOLUTION (RULE OF TEN) TOLERANCE T

SCENARIO : : SPEED

VF with lead artifact (electromechanical dissociation) ¥ g 915 pr T/res = 16.7 meets Rule of Ten T = 0.25 PI 2x Vv

ELAPSED

Bedside monitor, lead Il and arterial line

Blue: the electrical trace the classifier reads. Red: arterial pressure, an independent mechanical measure of whether the heart is actually perfusing. Electrical activity without perfusion is the failure the
classifier cannot see.

= ECG lead Il (Al input) Arterial pressure (reality)
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fault injected

Performance-based monitoring Mission assurance gate
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Thank you. Questions?
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