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Background

Challenges  with Frontier AI Vendors
• Control over authorized us es
• Reliability and hallucinations
• Clas s ified/ s ens itive data
• Vendor dependence
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The DoD is  rapidly integrating AI capabilities

Platforms  like GenAI.mil expand 
capabilities , but mis s ion owners  may s till 
need greater control over AI behavior

Source: https :/ /www.wsj.com/politics /national-security/anthropic-claude-
defense-department-update-b17544d9

Source: https :/ / openai.com/ index/bringing-chatgpt-to-genaimil/
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Miss ion-Alignment Gap
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Can locally deployed open-weight LLMs , combined with 
externally managed guardrails , provide mis s ion-specific 
operational flexibility while maintaining organizational 

control?
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Methodology
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Define Operational Need
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Functional Hierarchy: 



Unclassified

Unclassified

Model Sys tem Architecture
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Operational Context: Sys tem Structure: 
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Model Sys tem Architecture

8

Component Interactions : 
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Model Sys tem Architecture
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Runtime Behavior: 
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Proof-of-Concept Implementation
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Fully local deployment us ing 
Open WebUI and Ollama

Unres tricted open-weight LLM 
for content generation 

Separate models  for policy 
clas s ification and retrieval 

External guardrails  enforce 
policy before and after 
generation
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Evaluation and Results
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Dogs  were des ignated as  a llowed and cats  
as  denied in a  proof-of-concept proxy policy

Dog-rela ted prompts  were approved and 
ans wered normally

Cat-rela ted prompts  were identified as  
prohibited and refus ed

Reques ts  outs ide the policy s cope were 
a llowed through without unneces s ary 
res triction
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Evaluation and Results
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Demons trating Mis s ion Alignment

• Similar reques ts  produced different 
outcomes  bas ed on policy 

• Allowed reques ts  pas s ed through 
external guardrails  

• Organization-defined policy governed 
s ys tem behavior

Governance can res ide in the architecture—
not jus t the model weights
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Limitations  and Future Work

Limitations : 

Simplified proxy policy 

Limited functional tes ting

Single generation and clas s ification 
model

No large-s cale advers aria l evaluation

Future Work:

Quantita tive benchmarking 

More complex operational policies  

Advers aria l and robus tnes s  tes ting 

Formal verification and audit logging 

Human-in-the-loop overs ight
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Conclus ion
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Key Takeaways

Miss ion a lignment can be externalized 

Open-weight models  provide operational flexibility

Layered guardrails  provide architectural control 

The proof of concept demons tra tes  feas ibility

Future Work

Expand tes ting with more complex policies , divers e models , 
advers aria l s cenarios , and quantitative performance metrics



Ques tions ?
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The authors  us ed ChatGPT to create figures  bas ed on model diagrams  built in MagicDraw 2024x. 
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