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System Engineering and System Safety Artifacts
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System Engineering and System Safety Artifacts
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Motivation

* Al-enabled systems are increasingly autonomous and
distributec

e Traditional SSA assumes largely deterministic behavior

e Al introduces probabilistic, adaptive, and data-
dependent behavior

* Need explicit treatment of uncertainty




Sources of Uncertainty

1. Training data limitations and bias

2. Model generalization errors

3. Distribution shifts and changing environments
4.Sensor inaccuracies and human-Al interaction
5. Emergent behaviors not observed during

development



Types of Uncertainty

e Aleatory: inherent variability in operations
e Epistemic: lack of knowledge about system
behavior

e Both affect safety and reliability estimates
* Must be represented explicitly in assurance
activities



Uncertainty Quantification (UQ)

* Quantifies confidence in safety assessments

 Evaluates uncertainty in data, assumptions, and
predictions

e Supports transparent risk-informed decisions

e Especially valuable in early design phases




Methods for UQ

* Probabilistic Risk Assessment (PRA)
 Bayesian inference and Bayesian networks
e Monte Carlo simulation

e Sensitivity analysis

 Confidence interval estimation



Fault Tree Analysis for Al Systems
e Traditional FTA uses fixed failure probabilities

e Al behavior violates deterministic
assumptions

 Represent basic events with distributions
rather than point estimates
* Propagate uncertainty to top-event risk



Fault Tree Uncertainty Analysis
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Potential Sources of Uncertainty

* Rare-event data: E.g., if 1 event is observed out of N operations,
upper bound for true probability is 5.57 / N (95% confidence interval)

* Unquantified: Events with no supporting data
* Expert judgment
* Non-representative data: E.g., drift of Al model

 Measurement error: Errors in collecting data (e.g., LLM analysis of
textual incident reports)

. 4\



Replace Point Estimates with Distributions

* Suppose 1 failure is observed in 1,000

hours of testing for primary flight i

controller -

o The point estimate for the failure rate is 1E-3 | ‘

o Based on the point estimate, the uncertainty . sndottaten Contalrs
distribution for the failure rate is a gamma Point
distribution with parameters o = 1.5, 3 = estimate
17000 | ( FIightIC‘ontrol- > Flight Control-

* General method: If k failures observed
from n trials, assign uncertainty
distribution for failure probability as a

amma distribution with parameters o =
S+k,B=n

* Approach based on Bayesian updating of
Poisson distribution

GAMMA Uncertainty distribution
for failure rate

0 0.001 0.002 0.003 0.004 0.005 0.006 ‘
Nikdel, S., J. Shortle. 2023. A framework for uncertainty assessment in event tree safety
.. . . . 12
models. Integrated Communications, Navigation, and Surveillance Conference, Herndon, VA. .




Calculating Top-Level Uncertainty

Loss of
Control
Standard approach T /\

* Measure failure probability of each base event (e.g., k failures

out of n trials) — T
« Quantify each base event with its point estimate (e.g., k/n) Surtaces Fals Contrgls fa
* Quantify fault tree from bottom-up using AND/OR gate logic
Uncertainty approach

* Measure failure probability of each base event (e.g., k failures
out of n trials)

* Assign each base event an uncertainty distribution (gamma
distribution with a = 0.5 + k, 3 = n)

* Monte Carlo simulation loop:
* For each base event, take a random draw its uncertainty

distribution
* Quantify the fault tree from bottom-up with AND/OR logic \
* Assemble distribution of top-level event and any e |

other events of interest | ‘

Both
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Fail
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and Arbitration
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\ \
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Implementation in SysML

bdd [Package] Constraints & Patterns[ Distributed Fault Tree Pattern ]/J

«block»
FaultTreePattern
«block»

Distributed_FTP

* Leaf node probability is defined a
gamma random variable

constraints
: GammaVar

[Package] Constraints & Patterns[ Gamma Formula ],J

values
alphaPlusK : Real = 1.7
beta : Real = 9.001

«constraint» £
GammaVar

/leadNodeFailureProbability : Real [1] = @.801{redefines leafNodeFailureProbability}

s

constraints
{from random import gammavariate

result = round(gammavariate(alpha, beta), 16)}

par [Block] Distributed_FTP[ Gamma Distributed Base Failure ],J

beta : Real bEta:I «constraint»
:GammaVar

parameters
alpha : Rea
beta : Real
result : Real

result

1ph
alphaPlusk : Real a_pna ::]

/leadNodeFailureProbability : Real [1]




Uncertainty Implementation in SysVIL

Monte-Carlo Simulation Initial Values

# Name beta alphaPlusK leadNodeFailur... failureProbability APl orSubs [?l andSubs
=) controlSub : Struc
=l = flightControlSystem 1.0E-12 1 4.0E-12 0.0035 -
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controlSub.failureProbability

controlsub.failureprobability
N 1000

0.007 0.008 0.009 001 0011

0.005 0.006
controlSub.failureProbability

FCS Failure Probability

N

failureProbability

1000

Mean 0.0047

0.0014

SsD
Qut0fSpec 0.0000

failureProbability
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Interval Analysis

Design Challenge:
* What is risk budget assigned to

Loss of
Control

0 O

(new) function to meet top-level risk

o What are implications for ranges of Actuate Control
other nodes in the tree? Surfaces Fails

Flight
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Both
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Interval Analysis, Theory

* Each node is quantified by a lower bound and upper bound on the event

probability

* If the event probability is known exactly, lower bound = upper bound
* If the event probability is unknown, its probability interval is [O, 1]

* Intervals can be narrowed based on constraints between children and

Constraints on
interval bounds

})1 2 AIBICI
1)2 S AZBZCZ
f

4>
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[Pla P2]
()
zZ
<
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[A17A2] [Bla Bz]

2
Node C P,

AICI
[C1, G

[Pla PZ]
Node A Node B
[AlaAZ] [Bla B2]
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[C1, G5

Constraints on
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Pl 2 1_(1_A1)(1_B1)(1_C1)
Pz S1_(1_142)(1_32)(1_Cz)
- 1-h
(1—32)(1—C2)
1-P,
(1-B)1-C)
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Interval Analysis Algorithm

* |nitialization intervals:
* Quantified nodes: [p;,p;] (interval with zero width)
* Unquantified nodes: [O, 1]
* Expert judgment: [a;, b;], where a; < b,
* [terative step: Cycle through each node of the tree
* Forward pass: Parent nodes updated based on children
* Backward pass: Child nodes updated based on parent and siblings
* Intervals remain the same or tighten

* Stop when no change in intervals

. 4



Interval Analysis

* |dentifies which nodes can
be quantified or calculated
from point estimates

* For other nodes, shows
feasible range of values

# Node Probabilities Analysis

Usllbl
USllbl.1
Uslibl.2
Us1lbl.3
Usllbl.4

Us11b1.1.1
Usllbl.l.2
Us1lbl.2.1
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sonwewews |
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511b1.1.1.1.2.2.2

Node Probabilities Analysis

Node Probabilities: Point Values and Ranges

Feasible ranges

0.0
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® .
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_° | __with data
0.2 0.4 0.6 0.8

Probability



Uncertainty Distributions

* Generate and display uncertainty distributions for each node

f Fault Tree Viewer

I Uncertainty Distribution Plots

[~ Coefficient of Variation

- o X
Show Probability Plot Clear All Plots Show All Plots

Quantification Status
Il Point Quantified

Il Foint Calculated

I Boundary Quantified
[ Unquantified

AuD

§=0.091
Qoo aos 1 1 a0 a2

axe ais
Probability

Dmb mvty

I:wb sbability

ao

p=0.272

az a4
Probability
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Benefits of UQ-Enhanced FTA

e Distribution of possible top-event probabilities
 Confidence bounds on risk estimates

e |[dentification of dominant uncertainty drivers

e Supports certification and assurance arguments



Assurance for Al-enabled Systems

 Assurance cases and claims-based evidence
 Formal verification and robustness testing
 Adversarial evaluation

* Operational monitoring and human oversight
* Focus on acceptable residual risk



Key Takeaways

 Deterministic certification is evolving to evidence-
based assurance

* Uncertainty must be quantified and bounded

e UQ strengthens SSA for Al-enabled systems

e Critical for transportation, healthcare, defense, and
automation



Summary

* Integration of methods for uncertainty analysis in system safety
(interval analysis, stochastic uncertainty, expert judgment, ...)

* Implementation of methods in SysML and other tools

e Potential use cases

* Flow of safety requirements to components, accounting for uncertainty
* Quantify value of data in demonstrating system meets target level of safety

- 4
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System Safety Uncertainty Analysis

* Motivation: In safety-critical applications, where events are rare
and data are limited or missing, it is important to quantify both a
predicted value and its associated uncertainty




Target Level of Safety with Uncertainty

Question Methodology Without Uncertainty With Uncertainty
What will further data Node is initially quantified with Observe change in top-level Observe change in 95% upper
collection reveal about limited data (e.g., 5 out of 100); probability (likely a small bound of top-level probability -
system safety? more observations are obtained change) may change significantly

(e.g., 47 out of 1,000). Re-quantify
tree with new data set

With Uncertainty Quantification

With additional data
on base node

Using Point Estimates

Top-level
probability

95% confidence

95% confidence

i Initial quantification: 0.05 = 5/100
With additional data: 0.047 = 47/1000

27



Rare-Event Data: Confidence Intervals

Confidence interval for mean of Poisson
distribution:

[Hix(a/2)/2, Hy,,(1- a/2)/2]

* H,(x) = CDF of a y distribution with k
degrees of freedom.

e X = observation of a Poisson random
variable (a count of events)

 1-o = confidence level (oo = 0.05 — 95%
confidence interval)

# Observations Lower Bound Upper Bound

0 0.00
1 0.03
2 0.24
3 0.62
4 1.09
5 1.62
6 2.20
7 2.81
8 3.45
9 412
10 4.80
15 8.40
20 12.22
25 16.18
30 20.24
35 24.38
40 28.58
45 32.82
50 37.11

3.69
5.57
7.22
8.77
10.24
11.67
13.06
14.42
15.76
17.08
18.39
24.74
30.89
36.90
42.83
48.68
54.47
60.21
65.92

- 4\



Bayesian Updating for Poisson Data

Data Posterior
Prior (Pgson gamma distribution
gamma distribution (a., ) distributed) (a+ky+...+k,B+n)
Poisson
+ observations: =
kl, k2, kn
Mean value of Poisson distribution Mean value of Poisson distribution

Bayesian approach provides 95% credible intervals [a, b], similar to classical 95% ‘
confidence intervals, but also provides a full description of the uncertainty distribution P
29 ‘ .



Example: All Nodes Quantified

Loss of
Control
Actuate Con'FroI ConFtIriirl]stFail
27 Out Of 9’000 Surfaces Fails
Gamma (o, = 27.5, B = 9,000) - o
Monitoring Bo‘th
and Arbitra’Fion Contrgllers
1 out Of 1’000 Module Fails Fail
Gamma(a=1.5pB=
1,000) | |
Flight Control- Flight Control-
3 out of 200 Primary Backup 1 out of 57
Gamma (o = 3.5, B = 200) Gamma (o = 1.5, § = 57)

Test data used to quantified failure probability
Uncertainty distribution for failure probability




Interval Constraints, Example

=)

Node A Node B Node C
[.1,.8] [.3, .4] [.1,.2]

Node A Node B Node C
[.1,.6825] [.3, .4] [.1,.2]

Pl 21_(1_141)(1_31)(1_Cl)
Pz = 1_(1_A2)(1_Bz)(1_cz)

. 1-p Ax1-— 1705 a7
1-P 1-0.8
<l- 2 A <1- ~ (.6825
’ (1-B)d-C) ? (1-0.3)1-0.1)

B >




Interval Constraints, Example

* Top probability
required <= .01

* NodesBandC
quantified as
intervals

* Requirements on
A?

Initially known intervals

AND

Node A

[0, 1]

Derived intervals

AND

[0, .01]

Node C

1, .2]




Interval Analysis

Nodes Band C
known exactly

Initially known intervals

AND

10, 1]

Derived intervals

Node A Node B Node C

@ [4, 4] [.1,.1]

()]
zZ
[0, .04] <
Node A Node B Node C
[0, 1] [.4, 4] [.1,.1]

P>A4BC < Calculate

P, < AB,C, IF?zt]ervaI for [P1,

4>
B2C2

P,

2

\
ZEENY |\

4, <




Example, Infeasible Tree

[.1,.5] % [.559, .5] %
Node A Node B Node C Node A Node B Node C
[.3, .6] [.3, .4] [.1,.2] [.3,.206] [.3,.206] [.1,-.020]
Pl 21_(1_A1)(1_Bl)(1_cl)
A, <1- =5
(I_Bl)(l_cl)
If lower bound > upper bound for any node, _p

tree is infeasible based on initial quantification B, <1
(can occur from observed data if events are not
independent) G, <1

C(1-4)(1-C)
1P
(I_AI)(I_BI)




Uncertainty Quantification Tool

* Retrieves tree structure in a variety of formats

* Displays nodes with color-coded quantification
status

 Computes uncertainty distributions, interval
ranges, and uncertainty metrics for each node

Fault Tree




Quantification Status

Quantification Status

Bl FPoint Quantified
Bl Point Calculated
Bl Boundary Quantified
B Unquantified
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Uncertainty
+«— Lower Higher ——»

Coef_ Of Va ri at i 0 n Coefficient of Variation Analysis Highest levels

Quantification

Category Coefficient of Variation for Of uncertainty

. . Usllbl - 2
. o standard deviation Ue11p1 1 S\,\
Coefficient of variation = ( ;

puantification Categories

mean Bl Foint Quantified usiipl.2 - ]
Hl Foint Calculated US11M] 3 |
Bl Boundary Quantified US11bl.4 l/

Bl Unquantified US11b1.1.1 4 |
US11b1.1.2 -
US11b1.2.1 4
US11bl2.2 4
US11b1.1.1.1 - |
US11b1.1.1.2 4
11611111 - |
11b1.1.1.1.2 4 |

11611113
11611114 4
1161.1.1.2.1 4
11611122 4
161.1.1.1.1.1 4 U
1b1.1.1.1.1.2 -

1b1 1-11{: | | Lowest levdls
16111102 - ] I

o |

p=0.272

Standard deviation

— o e ey - —

CV Categories
Bl Very Low (<0.1)
Il Low (0.1-0.25)
Medium (0.25-0.4)
High (0.4-0.577})
1 T B Uniform or Higher (=0.577)

a0 a2 a4 ae 08
Probability

: : 1 | of uncertaint
Measures level of uncertainty relative to . ' g
...... -1 [

the size of the estimated value, Useful e

L)
0 01 02 03 04 05088 07

single metric for “degree of uncertainty” (Uniform CV)

Coefficient of Variation (Cv) 37
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