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Abstract. The term “system resilience’ by itself incites debate about its inherent
concept and its computation. To clarify this concept, recent studies have proposed
metrics to understand and to quantify the ability of systems to recover from an
external disruptive event. Unfortunately, most of this research is focused on
deterministic metrics. This presentation will introduce recent advances in the analysis
of network resilience- via description of corresponding stochastic time dependent
formulae for addressing the problem of quantifying network resilience. In specific the
presentation will discuss: Time to Total Network Restoration, Time to Full Network
Service Resilience and, Time to a%-Resilience. The presentation will unveil and
discuss two optimization problems of stochastic order inherent to the resilience
process when considering recovery activities: 1) minimize the time to full network
service resilience and 2) minimum expected total cost of disruptive event. The
presentation will highlight different issues regarding data collection and analysis for
implementing a systems resilience framework in practice.

Keywords. Resilience, Network Analysis, Vulnerability, Stochastic Optimization.

1 Introduction

As discussed in (Henry and Ramirez-Marquez, 2012), Figure 1 illustrates the general
description of the process for understanding and analyzing system resilience.
Accordingly, resilience of a system at time ¢, is exhibited if an only if there is an
external disruptive event, ¢;, that affects the original system state (depicted in Figure 1
as Sy). Once the system is disrupted at time ¢,, a period of degradation, of length (¢, -
t,), shifts the system from its original state, S, (with corresponding F(z,)), to a
disrupted state, S, (with the corresponding F(¢,)). That is, the disruptive effect of such
an event is quantified via the analysis of a function F(7) describing the behavior of the
system as a function of time. Examples of this function, henceforward called figure-
of-merit (FOM), include system: delay, flow and, uptime, to name a few. After a
period of time, of length (¢, — ¢,), the system restoration commences until it reaches a
stable system state, S;, with corresponding F(z).
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BIDIRECTIONAL INTERACTIONS DURING DISRUPTIONS
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KEY TAKEAWAY

Resilience amerges from continuous,
two-way interactions and adaptive
feedback across all system layers.




Current Efforts - Citizens as Sensors g
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Leveraging NLP for Skill Identification and Talent Management in the Department of Defense, AIRC WRT-1080, 2023
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Acquisition Reform Text Analysis Portal, AIRC WRT-1097.18.1, 2024
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Figure I: Sectionalized NLP-based document traceability workflow.

6. CLUSTERING &

COMMUNITY DETECTION

» Clustering (e.g.,
Leiden, Louvain, K-means)

o Community detaction
» Thematic grouping

» Strongly vs. weakly
related communities

Sectionalized NLP-Based Document Traceability Framework

An Integrated Workflow for Extracting, Analyzing, and Tracing Relationships Across Policy Documents

7. SUMMARIZATION &
INTERPRETATION

+ Extractve & abstractive |
summarization

« Theme & topic labeling
-« Key insight extraction

* Analyst interpretation
& validation




STEVENS

INSTITUTE of TECHNOLOGY

— NNINC) Y

An Al Based Sectionalized Semantic Traceability Framework for Policy
Documents with Applications to Department of Defense Problems

Jose Emmanuel Ramirez-Marquez, Ph.D.
Stevens Institute of Technology

The proposed framework begins by ingesting a collechion of acyuisiton-related documents such as NDAAs, DFARS
soctions, GAO rcports, J-Books, stratcgic memoranda, or acquisition reform studics. Rather than treating cach document as a
singlc analytical unit, the framework decomposes cach document inte scctions or subscctions that become individual scmantic
components. Each component retains metadata associated with the original document. including document identifiers, section
numbers, Gles, and hemalic labels. Tigure [[]summarizes the proposed analytical workflow.

Let the collection of uploaded documents be represented as:

D- {d1_-d£.---tdu}

where each document is decommposed into sections] components:

d\ - {SA‘ v ey 3';"1.5}

Fach section s Irnsformed into an cihedding representation using NLP veclonzation lechmigues. Similanly belwoeen
scctions is then computed using cosine similarity mcasurcs:

where v, and v, represent cmbedding vectors associated with scctional components s,,. and 3,7,

Unlike traditional fully connected similarity networks, the proposed framework organizes semantic relationships around a
central docurment node (Le. a seclivn). The central node represents (he primery documenl section under analysis, while related
documents and sections are spatially organized according to similarity strength. Strongly related sections and documents are
positionad an the Teft side of the central document, while weakly nelated seetions and decuments are posilioned on the nght
side. This creates a polarized scmantic topology capabk of distinguishing direct policy rclationships from indircct thematic
associations. Figurc [ illustrates the conceptual structurc of the proposcd framework.

Strong similarity relationships are defined as:

Sstrong - {(S,‘,SJ-:I : Slm(si, Sjj > T,}

while weak similaricy relationships are definad as:

- [ s 3
Sincnis = {4, 8y) 2 Ton = Sion(sg, 8] < 75}

where 7, und 7, represent strong and weak similarily (hresholds respectively.

The resulting structure produces a document-centered semantic network capable of supporting multiple forms of acquisi-
ton analysis. Strongly related policy seetions may reveal direct Tegislalive traccability, recarming sequisilion neform concepls,
or rcgulatory dependencics. Weakly related scctions may reveal indircet thematic relationships, emerging policy trends, or
latent concoptual associations that would be difficult to identify manually. The framework supports multiple acquisition-
related analytical applications, including NDAA © DFARS traceability, acquisition reform analysis. technology moderniza
tion tracking, and longitudinal policy evolution studies. More importantly, the [ramework provides a scaluble methodology
for representing acquisition ecosystems as interpretable semantic structures rather than isolated document collections.
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Figure 2: Conceptual representation of the proposed document-centric semantic network in which
strongly related sections are organized separately from weakly related sections to support traceability
and thematic interpretation.




