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Abstract. The term “system resilience’ by itself incites debate about its inherent 
concept and its computation. To clarify this concept, recent studies have proposed 
metrics to understand and to quantify the ability of systems to recover from an 
external disruptive event. Unfortunately, most of this research is focused on 
deterministic metrics. This presentation will introduce recent advances in the analysis 
of network resilience- via description of corresponding stochastic time dependent 
formulae for addressing the problem of quantifying network resilience. In specific the 
presentation will discuss: Time to Total Network Restoration, Time to Full Network 
Service Resilience and, Time to α%-Resilience. The presentation will unveil and 
discuss two optimization problems of stochastic order inherent to the resilience 
process when considering recovery activities: 1) minimize the time to full network 
service resilience and 2) minimum expected total cost of disruptive event. The 
presentation will highlight different issues regarding data collection and analysis for 
implementing a systems resilience framework in practice.  
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1   Introduction 
As discussed in (Henry and Ramirez-Marquez, 2012), Figure 1 illustrates the general 
description of the process for understanding and analyzing system resilience. 
Accordingly, resilience of a system at time t, is exhibited if an only if there is an 
external disruptive event, ej, that affects the original system state (depicted in Figure 1 
as S0). Once the system is disrupted at time te, a period of degradation, of length (td - 
te), shifts the system from its original state, S0 (with corresponding F(t0)), to a 
disrupted state, Sd (with the corresponding F(td)). That is, the disruptive effect of such 
an event is quantified via the analysis of a function F(t) describing the behavior of the 
system as a function of time. Examples of this function, henceforward called figure-
of-merit (FOM), include system: delay, flow and, uptime, to name a few. After a 
period of time, of length (ts – td), the system restoration commences until it reaches a 
stable system state, Sf, with corresponding F(tf).  
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Current Efforts - Citizens as Sensors



Leveraging NLP for Skill Identification and Talent Management in the Department of Defense, AIRC WRT-1080, 2023

Demonstrating a J-Book Key Word Search Association Proof-of-Concept, AIRC, WRT-1079, 2023



Acquisition Reform Text Analysis Portal, AIRC WRT-1097.18.1, 2024 AI-based DPCAP FAR/DFARS Change Support Tool, WRT-1097, 2025






