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The Research Problem

Integration of LLMs into Multiagent Systems

. . N _ Problem
e Support communication, reasoning, decision making,

interaction with humans Systematic Test and
Evaluation method to evaluate

- LLM ithin MA
LLM Agent Behavior agir;tt%;/]v; in MAS

* Nondeterministic, prompt sensitive, context-
dependent, and emergent from agent interactions

Test & Evaluation Challenges

 Failures not attributed to a single software

e Sequence of LLM calls, messages, decisions, local % DennState
actions, global interactions Q




Test and Evaluation Model

Prior Work
@ Metadata-driven T&E approach for MAS
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@ Metadata included: agent type, agent
name, action, log type, resource,
timestamp, message

This Research

Extend Metadata T&E model for LLM-
@) -
specific metadata.

Testing LLM agent requires observing both
external input-outputs as well as
intermediate artifacts involved in LLM
reasoning

@ Trace globalfailure back to specific LLM
invocations, prompts, contextual inputs,
actions, and execution outcomes
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Proposed Approach: Metadata T&E for LLM Agents
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Result: Local and global T&E of LLM agents within MAS settings
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Extension of the Metadata Model

= |LLM-specific metadata

/ImCallld: Unique identifier for each LLM
invocation

promptld: |dentifier of the prompt template used

promptVersion: \Version of the prompt or
Instruction set

modelld:\dentifier of the LLM used

modelParameters: temperature, maximum
tokens, related parameters

context/nput: summarized sensor data, received
r?]esl?a\%les, memory items, feedback provided to
the

generatedArtifact: generated controller, plan,
rule, message, explanation, or adaptation
strategy

constraintStatus.: whether generated artifact
satisfies syntactic, semantic, safety, or scenario
constraints

selectedAction: executable action derived from
the LLM output

executionOutcome: result of executing the
selected action or generated artifact in the MAS

= Local and global T&E levels
* Local tests
* Interaction tests
* Adaptation tests
e Constraint tests
* Global tests
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lllustrative Scenario: Smart Streetlights

/ LLM-Enabled Smart \ / Implementation \
Original self-organizing version

Streetlight .
Autonomous streetlights agents « NN controllers evolve using GA
* Ambient light sensors e LLM-enabled version
° MQtiOF\ Sensors o * |f-else controllers based on problem
. W|reless communication statement and feedback from
° nght actuators ' previous simulation results
* Objective: reduce energy consumption « Controller evaluated in MAS simulation
while maintaining sufficient illumination « Resulting feedback used to request an
improved controller

Monitor
F




Preliminary LLM Enabled Smart Street Light

Solution Energy  People Trip Fitness
LLM I[eration 1 4.03 66,66 509.25 20.49
LLM leration 2 15.02 100,00 54.62 61.20
LLM Deration 3 11.92 100,00 54.62 62.44
Best Neuroevolution 8.10 100000 62,03 59.53

Best Human Solution 0.45 1O, ON 55.55 6l 88

= Need for systematic test of LLM agents

* Traceability among LLM prompt, generated controller, local agent actions, and
global outcomes

* Final fithness value not sufficient
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Meta-data Driven Tests for LLM Agents

Level Funchion Frocedure Expected Result Metadata Evidence
IImCallld. promptld.
Local Prompt execution Agent sends contex tual LLM call is identified, omptVersion, modelld,
mpuis to the LM versioned, and associated mode] Parameters, tmestamp.
with model parameters. Caill d
. . - . lImi_allld, contextinput,
Local Artifact generation  LLM gencrates a controller, CGeneraked artifact 1s . .
plan, rule, message, or recorded and linked to the gencraicdArtifact, timestamp.
explanation. LLLM call
IImCallld, contextinput,
Adaptation Feedback loop The sysiem evaluaies a Mew artifact version = promptVersion, generatedA mifact,
controller and provides gencrated using prior exccutonCutcome.
performance feedback as exccution results.
conbext.
agentName, action, resource,
Interaction  Agent Agenis exchange wircless or Messages are consistent message, selected Action,
communication message-based signals. with the selecied action tImeSLAmip.
and scenano assumpbons.
seleciedA chon, execuotionCutcome,
Globhal Mission evaluation  MAS executes the selecied Energy target is met and "l."alu: Empl:{'umphlﬁl
controller in the streetlight all people complete routes. s5Waloe
SCETIATIA.
IImCallld, generated Artifact,
Constraint  Constraint Test application verifies Invalid or unsafe artifacts constrmintStatus, selectedAction,
checking whether the generaked arifact  are rejected before executonCutcome.

satshes sconano constramts.

e Cublon.
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Implications for Practice

Systematic T&E approach Support Al-enabled Applications
Reusable Evaluate LLM before Mission-oriented cyber-
deployment physical systems
Monitor LLM during LLM agents that negotiate,
operation allocate resources,

Fault diagnosis coordinate tasks
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Future Work

=" Implement the extended metadata T&E approach
= Evaluate the approach across multiple LLM-agent scenarios

" |nvestigate how resulting traces can support assurance cases for
Al-enabled systems
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Q&A
Thank you.

Nil Ergin: nhe2@psu.edu
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