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Research Motivation

* DoD Digital
Engineering
Strategy (2018)

* Need to
effectively train
the acquisition
workforce to
meet challenges
of digital
transformation
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METHODOLOGIES

« Test & Evaluation

Leadership Training and

Education .

Communication ~ Strategy and Continuous Digital
and Engagement Implementation Improvements :

<l | |

. 4

Culture and Workforce

Big Data &

Iture and workforce that adopts and

al Engineering across the lifecycle:
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History

ST=D=

SIMULATION TRAINING ENVIRONMENT FOR DIGITAL ENGINEERING

Base Year

* Need exploration

* Initial architecture

* Case study identification

* Advisory Board Established

* Sponsor Relationships
Established

* Lessons Learned Captured

SYSTEMS ENGINEERING RESERRCH CENTER

Option Year 1

* Refined Architecture
* Draft “almanac” (Jupyter)

* Case Study Refinement
> Bulldog / Firebird / Firedog

* Digital Systems Engineering Plan
(dgEP) o $ $

* Mission Engineering and DE
* Digital Environment

* Simulation Training Environment
Digital Engineering (STEDE)
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Current Year Taskings

* Support for DAU Credentials
> Digital Engineering (DE)
» Secure Cyber-Resilient Engineering (SCRE)

e Coordination with DAU Credentials
> Systems Engineering (SE)

> Mission Engineering (ME)
* Development of a Digital Twin
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DAU Credentials: Digital Engineering

* 6 courses
> SysML
> MBSE
> DE Environment
> DE Technical Processes
»> DE Management Processes
> Capstone

Virtual Workspace Video Instruction
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DAU Credentials: SCRE

SCRE In

Theoughout
P20 Aca

CLE 074

1 SCRM fer iCT |
|

CLE 080 |

Introductory Credential

' Cyber Resilience Techniques, approaches, and Patterns

Sofware VILT 16 Hours

Asyerance
A

CBT Courses 3 hours each

"| CLE 081

ew
8 hours for Asset 1 ~=
Asset]

Exam

4

New Asset 2

CYB-5610 Introduction to Cybersecurity Resiliency
for Weapons, Control and IT Systems

* SCRE Practitioner Credential

CYB-5620 Adversity Driven Engineering Fundamentals

Mode / Pattern

Description

Attack Model Countered

Trusted
Kernel or Guard

Creates a small control system within the CPS that
independently monitors and/or manages all
resource access.

Escalation, interruption attacks

Creates an isolated runtime environment (sandbox)

Isolation for the critical asset that is resistant against attacks. | CSCalation, interruption attacks
Replicates the funct_lonallty of the c_rltlcal a_sse_l_ln Attacks that disable individual
Redundancy order to create mult_lple paths for hlgh _avallablllty_ instances of critical assets and
and fault tolerance in the case of individual function . .
. functionality
failures.
P_rodl_.uces fun_ctlo_nally equlvale_n_t variations ofA ) Coordinated attacks, zero-day
Diversification blnan:s runnlng‘lnfst?]ﬂwage cl;ncal assets. This is attacks effective in identical binary
an enhancement of the redundancy copies of the critical assets
countermeasure.
Physically Secures the integrity and privacy of the messages in Attacks that hijack the

Nonclonable Function

the system using a Physical Unclonable Function
(PUF) that is hard to predict and duplicate.

communication channels such as
man-in-the-middle attacks

Obscures the real meaning of data/signals/flows by
making them difficult for an attacker to understand.

Attacks that require knowledge of

Obfuscation It can use random sources of noise from the the inner workings of the system,
environment of the critical assets to increase the its functions, and its mission
entropy.

Compares input data to a table of values in the Attacks that manipulate data files

Parameter Assurance or messages that are sent to the

system to check for large, unexpected deviations.

system

ILT 8 hours (16 hours)

ILT (21 hours)

VILT (21 hours)

oo |

Cyber Table Top

Cyber Training
ange

www.DAU.edu
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A

Asset 3

|CYB-XXX Secure Cyber Resilient
|Engineering Practitioner Course |

FIGURE 1: CYBER RESILIENCY TECHNIQUES AND IMPLEMENTATION APPROACHES

NIST 800.160 vol 2

www.DAU.edu

Capstone Project

Data Consistency
Checking

Verifies the source of a parameter change.

Attacks that use operator specific
data entry

Limiting Circuits

Limits resource use (power, memory) to prevent
overload.

Power System Attack

Resilience Modes and Detection Patterns (UVA, Siemens, SIT)
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Development of a “Digital Twin”: Bulldog

Preferred Platform by criteria area:

([ ] DAU _C reated System fo r Preliminary Results | Tracked Vehicle Wheeled Vehicle Hover Vehicle
tra I N In g ( E N G 202) us I N g Route Flexibility X (e.g. off-road) i(e.g. water, mud. 0

traditional artifacts Traction an Siopes | X
. Road Speed X ?(e.q. water, mud, ice)
UGV - architected and Lo ; a. water, mud,

DRAFT

designed in courses Payload Weight | X Bt 00 UNVANKED GRouNo Ve

Maneuverability
Transportability X (e.g. tc SYSTEMS ENGINEERING PLAN

* Implemented with Lego B
Mindstorms . >

SUPPORTING MILESTONE A
AND
TECHNOLOGY MATURATION AND RISK
REDUCTION

NOVEMBER 7, 20XX

(Adapted for Academic Purposes)
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Bulldog (cont)

Command & Control ] | Aerial vehicle y  Gound unit

T T T

I I
I |
1: Task I !
: { Not included in Firebird
I I mission, which means
2: Detect/ID : \[ . we have an initial
T > S scenario for mission
I . . A " "
| ’ RS z engineering
| . b \
: \ ‘l ‘ _ [A] Data link between
| I ' L g Data Link UAV and UGV
I 1 ' Al -, Operational Video
I | \ i ' | e — Reconnaissance Data :
3: Notify/task _ | : ¢ N [ Vehicle Diagnostic Data [B] UGV terrain
: gl ek A Vehicle Commands
I ’ ’ < [C) UGV sensor detection
I v ’
4: Traverse/detectlremove‘ 1 P 7 (D] UAV AI/M
v I/ML
L Link detection/identification
. Vehicle Commands
£ UAS Commands
UGV Data
5: Notify 1
‘l Video
: Used by UAS to detect
: landmine “threats”
6: Notify | /i .
. I N
| | (—
| | .
| . Base Security Control M‘
L } { Center [II
[ I 1 Threat Sensor
ki o I I 1

n
A Used by UGV to detect _ )
v landmines 2
LANDMINES o
Lt A ¥
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Bulldog (cont)

act [Activity] Execute Mission [ Execute Mission ] /|

Loiter ) Detect Threat )
= ™
v

Detected? < — -
| yed

: v
| Transmit ., output

Threat Data

| Y
- — - >

\}:
| | Track Threat )
| ne | ——

input

(
[
[
l
l
|
[

Confirm Threat )

J

Eiminated? <2 — — — — —

no

Eliminate
Threat J

v
Assess

output

'\/
Efiminated?

— — =/ Return to Base )
4 - /

®

«allocates «aliocate»
Firebird Bullidog
‘_ _____ > Take-off
@ — — — —
v > ]
Navigate \ W |
¢ input —(Receive Threat )
1 Data ] |
%é Rission™ —,~ ~— |
|
< Capable?
4 v |
Rt o o no Navi /
avigate | yes
vds :
\ | |
! v |
|
|
|

J

«commentx»
Warnings are due
to unaliocated
behavior, no
change in
visualization or
concept to fix
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Bulldog (cont)

Virtual
\I Robotics
Toolkit

bdd [Package] 01 Robot Composition[ 01 Robot

O — «block»

LEGO_robot_comp_test

, Science Technology Engineering Mathematics
brick_computegy 1 cable | 1 Education With Simulation
«block» «block»
Brick_com puter Cable
—
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Artifacts: Digital SEP

Staken

the SEP

bdd [Package] 5 Mssion Paiampnl( [ Measures of Effectiveness ]J

«performanceReY
L Cruise Spee®
1d="132"

Text = "The UAY cruise
speed shall be at least 170
knots™

«blocks
Mission MoEs

cruise speed >= 170)
max payload w eight >= 200)
operational radius >= 200}

>=4)
launch & recover sea state >= 5}
{recovery condttion >=0.3)

Ve cruise speed - imots

0e» max payload w eight - bs
moe s operatonal radus - nm
wes operatonal endurance  h
«» launch & recover sea state
o» recovery condton - Real

r «blocks
Skyzer Miss ion Domain

Integer
\

:nns! y»
N esatisfy» =~
\«satisfys

\

N
\ N
3 erequrements
«performanceRequrements || AY Lg‘;"s::‘s,‘:::"' -
Recovery Condition RS
[lg="135" -

Text = "The system shall to
be able to Launch and
Recover in sea states five
without causing damage to
the UAV, ship or crew.”

Texl “The Skyzer UAY

‘shall be able to be
;recovered with at least 30%
| remaining fuel weight and

|at least 200 Ib of payload "

[ eperfor

Max P
133
'The mission payload

Interconnected
models that
originate content

external to the SEP

(e.g., MOEs)

. ID= 371 Personnel
~ «expo e

T | package 00 DocGen [ |47 00 DocGen ])
e — =] =2
= “:w SET Surrogate PilotAModel Content 00 DocGen
5 gBRocuments: @ 0 . 0 [WJIfF = = = = = 7 |as coverp . . . o )
Pl O 5300 WL Project s il ol eaiesivets View and Viewpoints specifiedin
Fax the MBSE tool define how and
52 4 i «yiew » 1 «conform» N «m‘m» K . . g
Contentthat [Tl UL what is shown in the digital SEP
B originatesin Ty “document”

«conform» ~ «yiew point»
Agents Table

t SEP Document Template ~

1 B + @

# > K Department of Defense Systems Engineering Plan (SEP)

B 8 © nocLis

<

Y - Filter table of contents

Content Diagram 00_DocGen! i) Cover Page] ]

w [ Department of Defense Systems Engineerit

Department of Defense
Systems Engineering Plan (SEP)
Outline

«yiew »
1D = 378 Organ

Version 4.0

Digitally

Id="137"

Text = "The system shall
have minimum endurance

of 4 hr loiter at 50 nm radius™
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< MBSE tool A

navigable view
of the d-SEP,

which may also

be “printed” to
PDF if desired

September 2021

- OpenMBEE

ViewEditor 2
Example of a
“Dashboard”

Office of the Deputy Director for Engineering
Office of the Under Secretary of Defense for Research and Engineering

‘Washington, D.C.
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Future Directions

* Completion of SysML and MBSE Courses

* Development/Pilot of DE Environment Course
* Delivery of SCRE courses

* Delivery of Bulldog
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Thank you

Stay connected with SERC Online:

.....
B T

4

in O

Email the presenter: Nicole Hutchison

< nicole.hutchison@stevents.edu

Email the research team:

D] paulw86@vt.edu
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https://www.linkedin.com/company/systemsengineeringresearchcenter/
https://twitter.com/SERC_UARC
https://www.youtube.com/channel/UCj4FvYXhmNOtjin_ToD3NWw
https://sercuarc.org/
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