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• Cost curves  (Drummond and Holte, 2006)

  Concept and definition

  Examples

  Comparing classifiers

• Safety scores  (Salman et al., 2020)

  Binary classifiers

  Examples

  Multiclass classifiers

• Backup (if requested and time allows)

  Estimating safety score weights using MIL-STD-882E

  Safety score weights and operating point parameters

  Issues with safety scores as defined in source

  Alternate Cost curve x and y formulas
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Introduction
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Overview

Task objective
• Find or develop and assess

 quantitative measures of classifier performance

Task components
• Implement, assess, and extend classifier Cost curves

• Implement, assess, and extend classifier Safety scores

Presentation content
• ~75% tutorial, explaining methods in the sources

• ~25% research, extensions of methods in the sources
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Classifiers

Overview

• Classifier (AI model) presented with input instances

• Instances are each in one of two classes (binary),

 or each in one of k (k ≥ 2) classes (multiclass)

• Classifier “predicts” or “classifies” class of each instance

Example binary classifier

• Target recognition

• Classes:  target (positive), non-target (negative)

Target (positive) Non-target (negative)
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false negative rate FN = fn / (tp + fn)

false positive rate FP = fp / (tn + fp)

accuracy  tp + tn / N

precision  tp / (tp + fp)

recall  tp / (tp + fn)

Classifier confusion matrix
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Cost curves
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Cost curves:  Concept and definition (Drummond and Holte, 2006)

Operating point
• Numeric values represent classifiers’ operational use conditions

• p(+) = proportion of positive instances; p(–) = 1 – p(+)

• C(– | +) = cost of misclassifying a positive instance as negative

• C(+ | –) = cost of misclassifying a negative instance as positive

Cost curves
• Graphical and quantitative measure to assess and compare

 binary classifiers

• Show classifiers’ expected total cost during operation

 over full range of possible operational use conditions …

• … not just accuracy for single test with single input set

• x = function of operating point, represents operational use conditions

• y = function of x and classifiers’ error rates

• Enables selecting best (lowest cost) classifier

 for anticipated operational use conditions
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Cost curves:  Examples, 1 of 5

Example classifiers and their rates
• N, P = trivial classifiers (N always negative, P always positive)

• A, B, …, G = notional non-trivial classifiers

• FN , FP = classifiers’ false negative rate, false positive rate

Example 1

Example 2
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Cost curves:  Examples, 2 of 5

Example 1
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Cost curves:  Examples, 3 of 5

Example 1
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Cost curves:  Examples, 4 of 5

Example 2
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Cost curves:  Examples, 5 of 5

Example 2
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Cost curves:  Comparing classifiers, 1 of 2

Example 1
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Cost curves:  Comparing classifiers, 2 of 2

Example 2
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Safety scores
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Safety scores:  Binary classifiers, 1 of 4 (Salman et al., 2020)

Standard safety score formula

𝑠𝑎𝑓𝑒𝑡𝑦 𝑠𝑐𝑜𝑟𝑒 =
𝑤𝑡𝑝𝑡𝑝 + 𝑤𝑡𝑛𝑡𝑛

𝑤𝑓𝑝𝑓𝑝 + 𝑤𝑓𝑛𝑓𝑛 + 𝑤𝑡𝑝𝑡𝑝 + 𝑤𝑡𝑛𝑡𝑛

Values in formula

• Weights wtp, wtn, wfp, wfn represent cost of classifying an instance,

 both correct (wtp, wtn) and incorrect (wfp, wfn) classifications

• Costs estimated by SME based on operational use conditions,
 then normalized to get weights  [0, 1]

• Counts tp, tn, fp, fn are counts of classifications;

 both correct (tp, tn) and incorrect (fp, fn) have costs in safety score

• Counts result from testing classifier

Issue with standard formula

• Counts results of testing with single dataset with fixed p(+)

• → standard safety score uninformative about other p(+) values



 Comparing Classifiers 19

UNCLASSIFIED

UNCLASSIFIED, DISTRIBUTION A:  Approved for Public Release; Distribution is Unlimited

Safety scores:  Binary classifiers, 2 of 4

Enhanced safety score formula

𝐴 = 𝑤𝑡𝑝 ∙ (𝑁 ∙ 𝑝 + ∙ (1 −  𝐹𝑁)) + 𝑤𝑡𝑛 ∙ (𝑁 ∙ (1 −  𝑝 + ) ∙ (1 −  𝐹𝑃))

𝐵 = 𝑤𝑓𝑝 ∙ (𝑁 ∙ (1 −  𝑝 + ) ∙ 𝐹𝑃) + 𝑤𝑓𝑛 ∙ (𝑁 ∙ 𝑝 + ∙ 𝐹𝑁)

𝑒𝑛ℎ𝑎𝑛𝑐𝑒𝑑 𝑠𝑎𝑓𝑒𝑡𝑦 𝑠𝑐𝑜𝑟𝑒 =
𝐴

𝐴 + 𝐵

Estimated by SME based on expected operational use conditions

• Weights (classification costs) wtp, wtn, wfp, wfn

• Number of instances N

• Proportion of positive instances p(+)

Found by testing classifier

• False negative rate FN = fn / (tp + fn)

• False positive rate FP = fp / (tn + fp)
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Safety scores:  Binary classifiers, 3 of 4

Example 1
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Safety scores:  Binary classifiers, 4 of 4

Example 2
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Safety scores:  Multiclass classifiers, 1 of 4

Standard multiclass safety score formula

weights 𝑊 =

𝑤11 𝑤12 ⋯ 𝑤1𝑘

𝑤21 𝑤22  
⋮  ⋱ ⋮

𝑤𝑘1  ⋯ 𝑤𝑘𝑘

 counts 𝐶 =

𝑐11 𝑐12 ⋯ 𝑐1𝑘

𝑐21 𝑐22  
⋮  ⋱ ⋮

𝑐𝑘1  ⋯ 𝑐𝑘𝑘

𝑠𝑡𝑎𝑛𝑑𝑎𝑟𝑑 𝑚𝑢𝑙𝑡𝑖𝑐𝑙𝑎𝑠𝑠 𝑠𝑎𝑓𝑒𝑡𝑦 𝑠𝑐𝑜𝑟𝑒 =
σ𝑖=1

𝑘 𝑤𝑖𝑖 ∙ 𝑐𝑖𝑖

σ𝑖=1
𝑘 σ𝑗=1

𝑘 𝑤𝑖𝑗 ∙ 𝑐𝑖𝑗

• k = number of classes, k ≥ 2

• wij = weight (cost) of classifying an instance of class i as class j,

   estimated by SME

• cij = count of instances of class i classified as class j,

   results of testing classifier with single dataset
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Safety scores:  Multiclass classifiers, 2 of 4

Enhanced multiclass safety score formula

weights 𝑊 =

𝑤11 𝑤12 ⋯ 𝑤1𝑘

𝑤21 𝑤22  
⋮  ⋱ ⋮

𝑤𝑘1  ⋯ 𝑤𝑘𝑘

 counts 𝐶 =

𝑐11 𝑐12 ⋯ 𝑐1𝑘

𝑐21 𝑐22  
⋮  ⋱ ⋮

𝑐𝑘1  ⋯ 𝑐𝑘𝑘

𝑒𝑛ℎ𝑎𝑛𝑐𝑒𝑑 𝑚𝑢𝑙𝑡𝑖𝑐𝑙𝑎𝑠𝑠 𝑠𝑎𝑓𝑒𝑡𝑦 𝑠𝑐𝑜𝑟𝑒 =
σ𝑖=1

𝑘 𝑤𝑖𝑖 ∙ 𝑐𝑖𝑖

σ𝑖=1
𝑘 σ𝑗=1

𝑘 𝑤𝑖𝑗 ∙ 𝑐𝑖𝑗

• k = number of classes, k ≥ 2

• wij = weight (cost) of classifying an instance of class i as class j,

   estimated by SME

• cij = N ∙ p(i) ∙ Pij for 1 ≤ i, j ≤ k, where

   N = number of instances; estimated by SME

   p(i) = proportion of instances of class i; estimated by SME

   Pij = probability that instance of class i is classified as class j;

     found by testing classifier
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Safety scores:  Multiclass classifiers, 3 of 4

Example 1 (data)

costs =

1 2 4 8
2 1 2  4
8 4 0 2

16 8 2 0

 𝑊 =

0.015625 0.03125 0.0625 0.125
0.03125 0.15625 0.03125  0.0625

0.125 0.0625 0 0.03125
0.25 0.125 0.03125 0

probabilities 𝑃 =

0.65 0.20 0.10 0.05
0.20 0.60 0.15  0.05
0.10 0.15 0.50 0.25
0.10 0.15 0.30 0.45

proportions =
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Safety scores:  Multiclass classifiers, 4 of 4

Example 1

(plot)
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Sources

• (Drummond and Holte, 2006)
 Drummond, C. and Holte, R. C. (2006), “Cost curves:  An improved

 method for visualizing classifier performance”, Machine Learning,

 Vol. 65, pp. 95-130, https://doi.org/10.1007/s10994-006-8199-5.

• (Salman et al., 2020)
 Salman, T., Ghubaish, A., Unal, D., and Jain, R. (2020),

 “Safety Score as an Evaluation Metric for Machine Learning Models

 of Security Applications”, IEEE Networking Letters, Vol. 2, No. 4,

 December 2020, pp. 207-2011,

 https://doi.org/10.1109/LNET.2020.3016583.
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Questions?
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Backup
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Estimating safety score weights using MIL-STD-882E

Table I

Table II

Table III

Weights

Example mapping (notional)

wfp = 0.90 (catastrophic) wfn = 0.09 (critical)

wtp = 0.009 (marginal) wtn = 0.001 (negligible)
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Safety score weights and operating point parameters

 Safety score Operating point

 weight parameter

 wtp –

 wtn –

 wfp C(+ | –)

 wfn C(– | +)

 – p(+)

• p(+) included in enhanced safety score formulas 

• Including wtp = C(+ | +) and wtn = C(– | –) in cost curves

 listed as “future work”
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Issues with safety scores as defined in source

Safety score definition in (Salman et al., 2020)

• Formula does not include p(+);

 addressed in enhanced safety score formulas

• Does not explain how to estimate weights;

    see MIL-STD-882E topic

• Assumes, without explicitly stating assumption,

 that all costs are positive
  Costs = 0 → possible uninformative safety scores

  or divide-by-zero error

  Costs < 0 → possible divide-by-zero error
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Alternate Cost curve x and y formulas

)𝑥 = 𝑝(+

𝑦 =
𝐹𝑁 ∙ 𝑥 ∙ 𝐶(−|+)) + (𝐹𝑃 ∙ (1 − 𝑥) ∙ 𝐶(+|−)

𝑥 ∙ 𝐶(−|+)) + ((1 − 𝑥) ∙ 𝐶(+|−)
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End
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