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▪ US Army Combat Capabilities Command 
Armament Center Mock Weapon Review

▪ Human Systems Integration Toolkit for 
DoDD 3000.09
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OUTLINE

▪ Extracts from DoDD 3000.09 that address 
appropriate levels of human judgement and testing 
and evaluation

▪ The Human Systems Integration (HSI) approach 
to appropriate levels of human judgement

▪ Prior work by Institute for Defense Analyses, (IDA) 
Chief Digital and AI Office  (CDAO) and MITRE

▪ Overview of existing instruments 

▪ Specific guidance from DoDD 3000.09 on testing 
and evaluation related to HSI

▪ Present a grouping these specifics into broader 
HSI topic areas

▪ Initial recommendations for testing and evaluation 
(T&E) of broad groups of human systems variables 

▪ Tie back testing and evaluation of appropriate 
levels of human judgement
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DODD 3000.09 AUTONOMY IN WEAPON SYSTEMS

1.2. POLICY. 

a. Autonomous and semi-autonomous weapon systems will be designed to allow commanders 
and operators to exercise appropriate levels of human judgment over the use of force.

G.2. DEFINITIONS. 

Unless otherwise noted, these terms and their definitions are for the purpose of this directive. 

TERM DEFINITION 

autonomous weapon system A weapon system that, once activated, can select and engage targets 
without further intervention by an operator. This includes, but is not 
limited to, operator-supervised autonomous weapon systems that are 
designed to allow operators to override operation of the weapon 
system, but can select and engage targets without further operator 
input after activation. 
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(1) Systems will go through rigorous hardware and software verification and validation (V&V) and 
realistic system developmental and operational test and evaluation (T&E) in accordance with Section 3.

SECTION 3: VERIFICATION AND VALIDATION AND TESTING AND EVALUATION 
OF AUTONOMOUS AND SEMI-AUTONOMOUS WEAPON SYSTEMS 

Regardless of the acquisition pathway or OSD T&E oversight status for a given weapon system, to ensure 
autonomous and semi-autonomous weapon systems function as anticipated in realistic operational 
environments against adaptive adversaries and are sufficiently robust to minimize failures: 

a. Systems will go through rigorous hardware and software V&V and realistic system developmental 
and operational T&E, including analysis of unanticipated emergent behavior. 

DODD 3000.09 AUTONOMY IN WEAPON SYSTEMS 
(CONT’D)
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HOW DO WE TEST FOR 
“APPROPRIATE LEVELS OF HUMAN JUDGEMENT”?

17 September 2025
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(2) Consistent with the potential consequences of an unintended engagement or unauthorized parties 
interfering with the operation of the system, physical hardware and software will be designed with appropriate: 

(a) System safety, anti-tamper mechanisms, and cybersecurity in accordance with DoD Instruction 
(DoDI) 8500.01 and Military Standard 882E. 

(b) Human-machine interfaces and controls.

(c) Technologies and data sources that are transparent to, auditable by, and explainable by relevant 
personnel. 

(3) For operators to make informed and appropriate decisions regarding the engagement of targets, the 
human-machine interface for autonomous and semi-autonomous weapon systems will: 

(a) Be readily understandable to trained operators, such as by clearly indicating what actions operators 
need to perform and which actions the system will perform.

(b) Provide transparent feedback on system status.

(c) Provide clear procedures for trained operators to activate and deactivate system functions.

DODD 3000.09 AUTONOMY IN WEAPON SYSTEMS 
(CONT’D)
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DODD 3000.09 AUTONOMY IN WEAPON SYSTEMS 
(CONT’D)

(3) V&V and T&E: 

(a) Assess system performance, capability, reliability, effectiveness, and suitability under realistic 
conditions, including possible adversary actions, consistent with the potential consequences of unintended 
engagement or unauthorized parties interfering with the operation of the system. 

(b) Have demonstrated that the system can be reprogrammed with sufficient rapidity to enable timely 
correction of any unintended system behaviors that may be observed or discovered during future system 
operations. 

(4) Adequate training, TTPs, and doctrine are available, periodically reviewed, and used by system operators 
and commanders to understand the functioning, capabilities, and limitations of the system’s autonomy in realistic 
operational conditions.

(5) System design and human-machine interfaces are readily understandable to trained operators, provide 
transparent feedback on system status, and provide clear procedures for trained operators to activate and deactivate 
system functions.

(6) For systems incorporating AI capabilities, the deployment and use of the AI capabilities in the weapon 
system will be consistent with the DoD AI Ethical Principles and the DoD Responsible AI Strategy and 
Implementation Pathway. 
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SECTION 4: GUIDELINES FOR REVIEW OF CERTAIN AUTONOMOUS WEAPON SYSTEMS 

c. Before a decision to enter formal development, the USD(P), USD(R&E), and VCJCS will verify that: 

(1) The system design incorporates the necessary capabilities to allow commanders and operators to 
exercise appropriate levels of human judgment over the use of force in the envisioned planning and employment 
processes for the weapon. 

d. Before fielding, the USD(P), USD(A&S), and VCJCS will verify that: 

(1) System capabilities, human-machine interfaces, doctrine, TTPs, and training have been demonstrated 
to allow commanders and operators to exercise appropriate levels of human judgment over the use of force and to 
employ systems with appropriate care and in accordance with the law of war, applicable treaties, weapon system 
safety rules, and ROE that are applicable or reasonably expected to be applicable. 

DODD 3000.09 AUTONOMY IN WEAPON SYSTEMS 
(CONT’D)
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HOW DO WE TEST FOR “APPROPRIATE LEVELS 
OF HUMAN JUDGEMENT?”
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HOW DO WE TEST FOR “APPROPRIATE LEVELS 
OF HUMAN JUDGEMENT?”

Test for appropriate levels of 

Human Systems Integration.
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HUMAN READINESS LEVELS
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TABLES

DODD 3000.09 HUMAN SYSTEMS ENGINEERING REQUIREMENTS

Explain Soldier-Centered design history, incorporation of subject 
matter expert guidance and Soldier testing that demonstrates 
system support for appropriate levels of human judgement. Identify 
the human factors principles and Soldier testing data incorporated 
into design. 

Describe how the system 
supports appropriate levels 
of human judgement. 
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HUMAN SYSTEMS INTEGRATION FOR DODD 3000.09:  
CHIEF DIGITAL AND AI OFFICE
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HUMAN SYSTEMS INTEGRATION FOR DODD 3000.09: 
INSTITUTE FOR DEFENSE ANALYSES
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HUMAN SYSTEMS INTEGRATION FOR DODD 3000.09: 
MITRE SYSTEMS ENGINEERING
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HUMAN SYSTEMS INTEGRATION FOR DODD 3000.09:  
MITRE HUMAN MACHINE TEAMING
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HUMAN SYSTEMS INTEGRATION FOR DODD 3000.09:  
MITRE HUMAN MACHINE TEAMING – CONT’D
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OTHER BEHAVIORAL TESTS AND COMPONENTS

▪ Trust

– Validated measures of trust 

• Trust in Automation Scale (TAS) (Jian et al., 2000)

• Trust of Automated Systems Test (TOAST) (Wojton et al., 2020)

• Trust Perception Scale-HRI (HRI) (Schaefer, 2016)

▪ Workload

– NASA Task Load Index (NASA- TLX) (Hart, 2006)

– Psychophysiological Measures

▪ Useability

– System Usability Scale (SUS) (Brooke, 1996)

▪ Soldier Acceptance

– Technology Acceptance Model (TAM) (Davis, 1989)

19SEP2025



Distribution Statement A:  Approved for Public Release, Distribution is Unlimited

UNCLASSIFIED

REPOSITORIES OF TESTS

▪ The Institute for Defense Analyses maintains an archive of Department of Operational Testing and Evaluation 
recommended human system integration scales at the DOT&E Validated Scale Repository 
(https://testscience.org/validated-scales-repository-intro/). Scales that assess usability, workload, and user trust 
are available, including the questionnaire items, administration instructions, scoring, and listed advantages and 
disadvantages. 

▪ The Joint Human Systems Integration Working Group (JHSIWG) under the auspices of the Office of the Under 
Secretary of Defense-Research and Engineering, Specialty Engineering maintains a searchable database of 
human systems engineering tools used that may be relevant to testing and evaluation of autonomous weapon 
systems. Categories of human systems engineering tools include those for human factors and ergonomics, 
situational awareness, and workload. The archive is housed in on the APAN system and requires registration 
(https://sites.apan.org/osd/HSI-BOKM/default.aspx).

▪ The Chief Digital and Artificial Intelligence Office maintains an online tailorable form to guide developers of AI with 
tools, assessments, and artifacts. The Responsible Artificial Intelligence (RAI) Toolkit contains 106 tools to assist 
in mitigating risks or improving development of AI systems (https://rai.tradewindai.com/tools-list). Tools listed on 
the site for human systems integration include “HMT Guidebook”, “RAI UX/HMT Toolkit”, the Human-Machine 
Teaming Systems Engineering Guide”, “Trust in Autonomous Systems Test”, “System Usability Scale”, and 
“Human AI control research instrument”. The site continues to evolve; therefore, additional relevant to assessing 
appropriate levels of human judgement may appear as well. 
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DODD 3000.09 HUMAN SYSTEMS INTEGRATION 
CATEGORIES
▪ Link between Operator and System: 

Displays

– System Status

– Target Status

– Artificial Intelligence Confidence 
(confidence of AI in decision)

– Collateral Situation

– Situational Awareness

▪ Link between Operator and System: 
Inputs/Outputs

– Form Factor

– Physical Layout

– Effectors (e.g., buttons, joystick)

– Screen Layout

– Menu Configuration

– Psychomotor Limitations

– Task Guidance

▪ Warfighter Responses

– Trust

– Reliance

– Confidence

– Acceptance

– Complacency

– Vigilance

– Attention

– Fatigue

– Stress

▪ Cognitive Alignment

– Mental Models

– Common Knowledge

– Transparency

– Explainability
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T&E FOR LINK BETWEEN OPERATOR AND SYSTEM: 
DISPLAYS PART 1

LINK BETWEEN OPERATOR AND SYSTEM: DISPLAY PART 1

SYSTEM STATUS

Interview, Ratings after simulationUtility of Information

Performance in simulation, RatingsInterpretability/Clarity of Presentation

Frequency of detection of out of boundary conditions.Out of Boundary Condition Warnings

TARGET STATUS (FIND, FIX, TRACK, TARGET, ENGAGE, ASSESS)

Performance in simulation, Ratings, InterviewUtility of Information

Performance in simulation, Ratings, InterviewInterpretability/Clarity of Presentation

ARTIFICIAL INTELLIGENCE CONFIDENCE

Interview, RatingsUtility of Information

Interview, RatingsInterpretability/Clarity of Presentation
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T&E FOR LINK BETWEEN OPERATOR AND SYSTEM: 
DISPLAYS PART 2

LINK BETWEEN OPERATOR AND SYSTEM: DISPLAY PART 2

COLLATERAL SITUATION

Performance in simulation (acceptability of collateral 
damage), Ratings, Interview

Utility of Information

Performance in simulation (acceptability of collateral 
damage), Ratings, Interview

Interpretability/Clarity of Presentation

SITUATIONAL AWARENESS

Performance in simulation, Ratings, InterviewUtility of Information

Performance in simulation, Ratings, InterviewInterpretability/Clarity of Presentation
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T&E FOR LINK BETWEEN OPERATOR AND SYSTEM: 
INPUTS/OUTPUTS PART 1

LINK BETWEEN OPERATOR AND SYSTEM: INPUTS/OUTPUTS  PART 1

Interview, ratings, performance time during simulation 
testing 

Form Factor

Interview, ratings, performance time during simulation 
testing, ergonomic testing, SUS, TAM

Physical Layout

Interview, ratings, performance time during simulation 
testing, ergonomic testing, SUS, TAM

Effectors (e.g., buttons, joystick, etc.)

Interview, ratings, performance time during simulation 
testing, SUS, TAM

Screen Layout

Interview, ratings, performance time during simulation 
testing, SUS, TAM

Menu Configuration

Performance time during simulation testingPsychomotor Limitations
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T&E FOR LINK BETWEEN OPERATOR AND SYSTEM: 
INPUTS/OUTPUTS PART 2
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LINK BETWEEN OPERATOR AND SYSTEM: INPUTS/OUTPUTS PART 2

TASK GUIDANCE

Interview, ratings, performance time during simulation 
testing

What Operator Does

Interview, ratings, performance time during simulation 
testing

What System Does

Time to activation in simulation testingActivation

Time to deactivation in simulation testingDeactivation

Time from warning to stop in simulation testingEmergency Stops
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T&E FOR WARFIGHTER RESPONSE PART 1
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WARFIGHTER RESPONSE PART 1

WORKLOAD

Interview, NASA TLX, psychophysiological monitoring, 
performance in simulation testing

Physical

Interview, NASA TLX, psychophysiological monitoring, 
performance in simulation testing, MCH

Cognitive

Interview, NASA TLX, timing during simulation testingTemporal

USABILITY

SUS, interview, subject matter expert evaluation, performance 
in simulation testing

Utility

Percentage of SUS, interview, subject matter expert evaluation, 
performance in simulation testing. 

Ease of Use
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T&E FOR WARFIGHTER RESPONSE PART 2

WARFIGHTER RESPONSE PART 2

TOAST, HRI, TASTrust

Percentage of time operator choose to use system rather than 
alternative in simulation testing.

Reliance

SurveyConfidence

TAMAcceptance

Behavioral observation (choice to act)Complacency

Behavioral observation (time watching on screen), eye tracking. Vigilance

Behavioral observation, detection of events of note, eye tracking. Attention

Survey, NASA-TLX, psychophysiological measuresFatigue

Survey, NASA-TLX, psychophysiological measuresStress
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T&E FOR COGNITIVE ALIGNMENT
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COGNITIVE ALIGNMENT

Survey, interview, errors occurring during simulation testing that 
might point to mismatch in mental models.

Mental Models

Survey, interview, errors occurring during simulation testing that 
might point to mismatch in mental models.

Common Knowledge

Survey, interview, errors occurring during simulation testing that 
might point to lack of knowledge of AI operations or processes. 

Transparency

Survey, interview, errors occurring during simulation testing that 
might point to lack of knowledge of the rationale behind a decision 
made by the AI. 

Explainability
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SUMMARY

▪ Testing and evaluation for “appropriate levels of human judgement” is essentially assurance of optimal 
human systems integration.

▪ CDAO, IDA, MITRE have proposed testing general frameworks for testing and evaluation for a broad 
set of artificial intelligence and autonomous systems.

▪ DoDD 3000.09 identifies specific information requirements for human systems integration that can be 
addressed with existing tools. 

▪ Implementation of DoDD 3000.09 systems requires incorporation of human systems integration/human 
factors scientists and engineers.

▪ Questions?
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THANK YOU.

Elizabeth Mezzacappa, PhD
Tactical Behavior Research Laboratory
US Army Combat Capabilities Development Command Armaments Center
Picatinny Arsenal, NJ USA
elizabeth.s.mezzacappa.civ@army.mil
elizabeth.s.mezzacappa.civ@mail.smil.mil
(520) 684-2830
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