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Al Metadata Analysis of DE Workforce Gaps

Technical Skill Gaps

Soft and
Foundational Skill
Deficiencies

e Model-Based Systems
Engineering (MBSE)

e Data Analytics and
Management

e Cybersecurity and Al

e Communication and
Collaboration

e Change Management

Organizational and

Cultural Barriers

e Aging Workforce and
Talent Retention

* Insufficient Training and
Development

e | eadership and
Management Buy-In
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Note: Generative Al results, validated with review of literature
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Al Systemic Failure Patterns in Systems Engineering (SE)

Organizational and
Human Patterns

Process and
Lifecycle Patterns

Design and
Technical Patterns

e Emergent Behavior

e Poor Human-
System Interface

e Cascading
Failures

e Normalization of
Deviance

e |ack of
Communication
and Stakeholder

Alignment

e The "Swiss
Cheese Model”

e |nadequate
Verification and
Validation

e Unintended
Consequences

e Single-Point
Failure

Note: Generative Al results, validated with review of literature
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Al Systemic Failure Patterns in Executing SE

Requirements

Lack of a Holistic, Management and
Management and . .
s .. . Systems-Level View Cultural Failures
Communication Failures
* [Incomplete or Ambiguous e Sub-optimization e Schedule and Budget
Requirements e Ignoring the Human Pressures
e Requirements Creep Factor e Disregard for Expertise

e Poor Communication * |gnoring the "llities" * Poor Change
Management

Note: Generative Al results, validated with review of literature
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Additional Challenges of DE Workforce Execution

* Dysfunction metadata sensitive and difficult to access

* Individual competency not translating to team-level execution

* Training does not reflect real-world situation

* Organizational digital transformation has high failure rates (70-95%)*
* Balance between digital literacy and industry experience*

*Source: AIAA, 2025
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Chasm to Overcome

DE workforce gaps and systemic failure
patterns persist

Building Bridge
Enterprise architecture connects roles,
competencies, interventions, dynamics

Crossing the Gap

Optimize utilization of workforce to
improve value delivery
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Sensitive-Proprietary
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Competencies

Build the

Bridge Using
Enterprise Architecture
Architecture

Enterprise

Systemic
Failure Interventions
Patterns

Team and
Organizational
Dynamics
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Capture
Influences

Operational High Level Taxonomy [ HighLevelWorkforceExecutionConcept-Systemarchitect ]J_J
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Example

A

Competency Cycle

eeeeeee | States [I% DE competency cycle ]J

Development c " d : 3 Competency X used
intervention for ompetency evelope to execute mission [ ® W kf d
Competency X need Y O r O rC e a p S a n
Inacces
infrastru

%:a'; e failure patterns
merlﬂr?jmbigunus verfasking deplete COm petency
effectiveness

([ omememme ) ssY | e Evaluation of cycles

can determine
Improvement
opportunities
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Events in Path

* Workforce
performance
Influenced by
events

* Understand these
Interactions to
Intensify positives
and limit barriers
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Personnel Taxonomy [ Personnel Taxonomy Event Experience ])

—— —— — —_— — — — — e — e — — =

| MNegative Events

aRiesourceSignals
Inaccessible infrastructure

aResourceSignals E-?\L
Team conflict

aResourceSignals 5‘ «ResourcaSignals 5\

Lack of resources Unsupportive management
«ResourceSignals o) aResourceSignabs 5
Outdated technology Understaffed team

aResourceSignals E-?\L

aFRiesourceSignals E-?\L
Low pay

Lack of process

aRiesourceSignals E-?\L

aResourceSignals E-?\L B ot appor tunity

Ambiguous role

aResourceSignals E-?\L

aFRiesourceSignals E-?\L
Harassment

Conflicting direction

aResourceSignals E,;‘ aResourceSignals

Overtasking Unknown incident response path
aFRiesourceSignals E-?\L aFiesourceSignals E-?\L
Insufficient education Insufficient training

aRiesourceSignals
Lack of multi-level buy-in

aFRiesourceSignals E-?\L
Conflicting incentives

aFiesourceSignals E-?\L
Insufficient schedule

aFlesourceSignals E-?\L
Experiential training

aResourceSignals E,F‘
Coaching

aResourceSignals E-?\L
Encouragement

aRiesourceSignals E-?\L
Training complete

aFiesourceSignals E-?\L
Education complete

aResourceSignals E-?\L
Mentoring

aResourceSignals E-?\L
Incentives

aFRlesourceSignals E-?\L
Intrinsic motivation

aResourceSignals E-?\L
Team training

aFiesourceSignals E-?\L
Simulation training

aRiesourceSignals E-?\L
Robust procedures

aRiesourceSignals E-?\L
Automated scans

aResourceSignals E,F‘
Al companion

e e e e e e e e e e o e e o . o o . —— —— — — — — —
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Map Dynamics

Personnel Taxonomy [ Retention Risks Compenszation and Path ]J
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Existing

Holistic Workforce Development Strategy Competencies

® Integrate needs, development
Initiatives, retention incentives

Assessment
Surveys

® Modeling highlights any gaps in 3
existing approach and enables e
automated Al analysis e E°

® Encourage feedback and refine
through retrospectives

Training &
credential
logs

Holistic
Workforce
Development
Strategy
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Chasm to Overcome

DE workforce gaps and systemic failure
patterns persist

Building Bridge
Enterprise architecture connects roles,
competencies, interventions, dynamics

Crossing the Gap

Optimize utilization of workforce to
improve value delivery
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Crossing the Gap as an Al-Enabled DE Manager

* Customize for context

* Develop and execute plan

* Collect metrics for visibility

* Use data & Al to fine-tune approach
* Be iterative and adapt to change

* Right-size level of complexity

16
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Opportunities

* Through integrated data fabric, connect
architecture to actuals for analytics

Use chatbot to identify gaps in planned
strategy and performance

Feed company-sensitive dysfunction
data to local Al tools for failure patterns

Scrape program and enterprise data for
dynamic skills development needs

Continuous knowledge expansion
through Al-powered advancements
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Contact Us: IntelligentEng@MANTECH.com

https://www.mantech.com/expertise/intelligent-engineering
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