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Criticality of Systems Engineering in Al

» To scale Al, agencies and enterprises require understanding of
needs and capabilities, and common themes from these needs
and capabillities

» Awareness of System Dependence and sequencing can be
very helpful to accelerate Al

» Systems Engineering plays a critical role towards Assured and %Tﬁ
Trustworthy Al, Al that is ethical, compliant with regulations,
secure, and trusted by the users

» Systems engineering is required to properly handle the
development and deployment of Al and Al-enabled applications
through the system engineering supported agile cycle and
continues improvement and deployment
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SE Lifecycle

Lifecycle

Stakeholder
Expectations
/needs/etc

Analyze stakeholder expectations

Al Enablement Considerations at All Steps

Determine understanding of, desire for, and cultural readiness for and trust in Al

Lifecycle
Concepts

Transform to lifecycle Concepts
Analyze Concepts Expectations
Transform to needs

Devise near, mid, and long-term roadmap of Al capability maturity and development

Determine data governance and infrastructure maturity for Al

I |

Match Al capability with stakeholder need

Determine overlap, interdependencies, and foundational data, infrastructure, and cultural needs
formative for Al success

Ensure Al-agnosticism in requirements to gain credibility, introduce Al as needed.

Ensure Al-agnostic user experience and unbiased definition while incorporating Al
elements and Systems Elements (such as security) in the Architecture artifacts

Partner closely with lead SE and technical sponsors to select alternatives that Al best satisfies

Develop Physical and/or algorithmic requirements and specifications

Develop and/or acquire and configure/adapt including Al-related components

b 1l 1l

Set and leverage test methods and test environment(s)

" '"tzf';:;:sset + Integrate (inc. deconflict) needs
2 L !
|_
< Design Input « Define and analyze requirements
% Requirements «  Create functional Architecture
= 2
o Desig_n. Ou_tput . Define Design
L_I|J SRR » Allocate and Derive Specifications
O :
< * Realize Components

System of «  Assure, Verify, Integrate, Validate

Interest
* Transition to operations
System in * Update System
operation

Deploy all/portions of system according to roadmap

Update models and systems and incorporate where possible, self-learning loops

- _J ) _J ———— T

SE is important for infrastructure, platform environment, and enterprise development of Al and Al apps.
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Deriving Al themes from current state analysis

O
N

Fo'a'a'aY

Summarized Business
Needs from Engagement
Sessions

Cross-stakeholder needs are
understood. Potential
technology capabilities
needed to realize needs are
identified.

MITRE

Error Reduction
and Increased
Accuracy

Experience

Smart Decisions

through Business
Insights

Al-Enabled Chat
Bots and Customer
Communications

Synthesized “Al Enabled
Themes” Across the
Organization

Common themes are
synthesized from the needs
and potential technology
capabilities with Traceability
to stakeholders.
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Personalized User

(LJ Boosted Efficiency
and Productivity
with Automation

Comprised Into Initiatives
and Fiscal Year
Sequencing
Stakeholder business and
technology needs are traced
to the themes and
sequenced by dependencies
between initiatives.



Al Enabled Themes

]
Technology Needs
e * Model-Based Systems
NENCLUSITIers an > - Enable secure : Ability to provide pre- . .
elect c f th Establish electronic access ; Rules based processing :
Iongh[:%l.i':\arfe’;:scla%‘\?ersu?r to data from IRS, SSA, and mu.ltl-qhannel h system for enabling fact- ta"oe';?gd":)iﬁgeaﬁ,:g ::Zfig on E ng n ee rn g (M BS E) e n a bles
a PDF other data sharing partners con';lmu;llcatlons,_lsuc bas based determination . .
e . the synthesis of Al-driven
- N ' \
= 4 N “ [ Apply Natural Language themes from complex data and
. | Capture customer's Verify cutomer status via Digitized Eligibility-based processing to analyze text ) ]
Apply Restful API services -~ communication ™ previous health records Questionnaires driven data relatlonsh i pS
to promote interoperability ~ preferences N L electronically P "\ '
~
| -
~ = N 2 " = H
- D e | astomatepricseszaant | [Abinyo weniy misin » Five example themes,
Enable automatic triggering = R— Q&A driven self-gervice i ion: = information resulting in H
of multi-channel I~ ~ :3:{?§nig§f;\$$e\ > \clraim applicago\n ) = m;enr:;gtl:«n',n:ltgglaigﬁ::‘to targeted evidence gathering |nte rdependent fOF SUCCGSS,
communication with T = St 4 = _— ~ making \ ] .
customers for evidence o o < % - W - are executed through various
and or other claims ~ \ ~ LN~ w T — \\\‘ . g .
i ey TR AL projects across business lines.
I ~ 7 ~ - < -~ < 7 : v~ \ . .
= = A S ST ARSI : « Organized approach with a
7~ - \\\( ~ |\ ~ \/ ~ \ ~ N A
- - N H H
= P LD oA S N single source of truth is
~ - - B = o N W . .
e i - T Jeydntiatives RN & \ essential for managing
P Apply All Predictive 4 <« 7\ | - Implement Phased ~ % .
K Analytics for Agent Assist 27 N WV i Improwé:;:::tgztso R - N | com pleX|ty
Add Specialized = Enable Multi-Channel T Improve Forms/Claims
Capabilities to Mobile App > Communications on Mobile | ™ < Intake and Ingest
and Website | A App and Website Q$ J Processing . .
Implement Computable, Identify Data Exchanges o AI |n|t|at|ves Should be
Rule-Based ﬁutomation needed to Epable Benefits
| k | TS A prioritized based upon:
\ I | I ! - Potential impact
1 Al | 1l I . g
\ ) L | ) / - Fe§S|b|I|ty _
i 1 T YR — t , - Alignment with goals
W ¥ W 2 \ _ ROI
Personalized User Boosted Efficiency and Hmu-smued Chat Bots and '&nart Decisions through Error Reduction and
Experience Productivity with stomer Communications Business Insights Increased Accura .
Automation y i - Stakeholder buy-in

MlTRE © 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED. 6



Architecture to Enable Al

System boundary (Core of Al Enabled System)

Updates Updates Updates

I
Progress Progress .r |
.
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Q Curatlon I
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Voice feedback Personallzed | Quiz content
Personalized quizzes |
quizzes Knowledge | Vendors
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Al Driven Virtual Training System Architecture
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Architecture to Enable Al
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Al Driven Virtual Training System Architecture teacher mtenacel
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Assurance and Trustworthiness through Systems Engineering

» To Accelerate Al, it must be accepted
culturally into an enterprise

» This can be gained by focusing on the
Assurance and Trustworthiness of Al

* Qverall, people will be more willing to
accept Al if they can perceive it as a
benefit to their job

* To be trusted it will require systematic
testing with the complexity and system-
to system integration, system and
human user interaction, all these require
robust and agile system engineering to
automatically test against acceptance
criteria.

‘ Trialability

O° O A Potential users have a chance
\I i-,’? to experience the product
-

Ethics
How the product was created,
the ethics and governance that it

follows to mitigate bias

Image/Perception

How the product is perceived, is
there to help people do their job,
or take their job?

-

r, -
O
p

Representation
How the product is represented,

whether that be a machine, audio
device, etc.

Performance
How the product performs, is it

reliable? Or is it another roadblock
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Development Pipeline
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Enabling CI/CD using MBSE

= Systems approach to create a high-level overview of the process

= Works as a functional blueprint

= Diagrams can be nested
= Executable model to see if the process breaks down
= Able to pinpoint system fallacies via simulation
= Ability to trace/implement requirements with diagrams
= MBSE allows for the agile process to be fully utilized

= Without MBSE, requirements and design may not have a defined
relationships

= Gitlab CI/CD pipeline implementation. Showing the full process of
automating Al Assurance.

= The pipeline creates jobs and assigns them to specific SMEs for approval
before Agile deployment.
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Tangible Pipeline
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Conclusion

» Systems Engineering is critical in Enterprise-wide Al Acceleration above and
beyond individual use cases

* The work presents how to use systems engineering lifecycle to accelerate Al

= Assurance and trustworthiness can be ensured through a continuous integration

and continuous deployment pipeline enables by Model Based Systems
Engineering
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Questions

Jyotirmay Gadewadikar, Chief Scientist — Al Integration and Systems Engineering
jgadewadikar@mitre.org

YW @JyoGadewadikar

[fi) nhttps://www.linkedin.com/in/JyoMIT
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