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Introduction

= Complex Al use cases require extra
attention

= |n this talk, we will:

= Define complex Al

» Describe how Al T&E for complex Al-enabled
systems (AIES) is different from traditional T&E

» Present a use case which represents a
complex AIES

= Describe the T&E needs of this use case

Data sample for example complex
use case
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What is Complex Al

Multiple sources of complexity:

= Mission context: operational constraints, environmental conditions, mission-
specific risk tolerances, legal and policy considerations

* Integration with other systems: multiple Al systems operating in concert,
upstream and downstream dependencies with other Al or traditional systems

= Human-Al interaction: user requirements for explainability, transparency,
interpretability, and confidence values; precision/recall preferences

= System data: availability of ground truth data, class imbalances or rare events,
presence of sensitive data, model drift
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How is Complex Al T&E Different?

» T&E involves multiple layers of testing

* Multiple Al components or multi-model Al component requires component level, integration,
and user-level testing

» Complex data sources increases the variability of the testing requiring a larger evaluation data
set

» |[ntegration in large systems requires lower degree of error tolerance for subsystems the Al
interacts with and more careful attention to integration requirements

» User-interaction complexities require both human-in-the-loop evaluation and specialized
training

= Errors in inputs to or outputs from Al components can cascade
» Characterizing these is important in the T&E process

* Highest performing Al components may not be most effective in a larger system
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Al T&E Differences to Consider

» Risks contextualized in the operational environment: the possibility of cascading
errors, compounding uncertainty, and mismatches between precision/recall
preferences when Al components are integrated into an analytic workflow

» Burden on T&E to provide both success and diagnostic information greater

= Effectiveness evaluated at all levels: component-level evaluations, integration-
level evaluations, and system-level evaluations for mission driven use cases

» Requirements from which T&E derives may be more complex and T&E data requirements
higher to support both diagnostics and operational success

= Evaluation throughout the full system lifecycle: from evaluation considerations

prior to development through iterative evaluation after deployment and through
sustainment.

= Early engagement of T&E to influence plans and ensure sufficient resources/SMEs
MITRE
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Example MDO Use Case: JADC2 Humanitarian Relief

» Humanitarian assistance and disaster relief operations require close cross-
lingual coordination with host nation authorities and Non-Government
Organizations (NGOs), often without the benefit of previously established
systems

= Crisis operations also generate novel information requirements and require
analysts to quickly identify and fuse new sources of information, often in a
foreign language

= Al systems can fill critical gaps (e.g., demand for language-enabled analysts with
translation and triage skills exceeds availability)

* The outputs of the AIES can be fed into or merged with other information to
provide data inputs to mission planning and facilitate a shared operational
picture
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Why It’s Complex

Optical Character
Recognition Al Component

= Multiple Al components working in concert: ¥

o i iti Named Entit
Optical c_haracter recognition converts Recognitiony Al Component
scanned images to text r

= Named entity recogqlthn identifies Domnain Term Al Component
people, places, organizations Recognition P

* Domain term recognition identifies ¥
keywords for a topic Tpg?]glhaﬂtﬁlgn Al Component

= Machine translation translates from one 9
language to another

Document
= Document categorization bins falcugi=gien
documents

Accuracy for a given component depends on User Interaction
accuracy of previous component
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T&E for Use Case

= Each component has a standardized performance
metric

Optical Character Recognition (OCR) — character or
word error rate — data transcribed

Named Entity Recognition (NER) — precision/recall on
names — data annotated

Domain Term Recognition (DTR) — precision/recall on
domain terms — data annotated

Machine Translation (MT) — BLEU metric for overall
document (lacks ground truth).

= For terms, precision/recall — must be annotated

Document categorization — precision/recall per
category and precision/recall for triage priority — must
be annotated

» Performance metrics, except MT, can help
categorize errors effectively
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s OCR performance
sufficient for NER &

DTR recognition?

Can named entities
conflict with domain
terms?

Can NER & domain
term recognition
improve MT?

Is MT accuracy
sufficient for
categorization?

Can categorization
output enable the
user to confirm?




T&E for Effectiveness of System

» Did the system prioritize the documents correctly?

= Ultimate metric is the precision / recall on prioritization decision
from the system

19171 applied the general theory of relativity to model the large-scale structure of the

= Precision: percentage of documents in a Category 1A - 102000 § (=103 M riverse. He was visiting the [TETET SEXYR when X MR came to power in [EEE] and did not go
hack to eI, where he had been a professor at the [} EeTIIe. He settled in

u Reca” percentage Of documents that belong |n a Categow that P (=] the [H, becoming an American citizen in [EZT]] On the eve of World War II, he endorsed a letter to

Prasident D) alerting him to the potential development of "extramely powerful

the re bombs of a new type" and recommending that the I8 begin similar research. This eventually led to
. . . . what would become the [EIEWEIProject. Einstein supported defending the Allied forces, but largely
— P recision a nd reCa| | can be com b| ned [ ntO an f'm easure a nd denounced using the new discovery of nuclear fission as aweapon. Later, with the British

. : philosopher eI Ml signed the [T - Sl NEmERe, which highlighted the
traded Off based on user preferences (hlgher pl’eCISIon comes at danger of nuclear weapons. Einstein was affiliated with the (TGO G0 ENEIeT U in GITeImy.

the expense of lower recall) D (D, unci i cath n [

= A system is most effective when the precision and recall match
users’ expectations and needs

» Did the system give the analyst sufficient information to
confirm the prioritization?
= Named entities and domain terms often more important

= User-based testing indicated
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T&E Issues

» Defining minimal requirements for components is more art than science because
system design could either propagate or mitigate errors
» Highest scoring component model could be less effective, depending on the type of errors —

sometimes handled by pre-processing or checking outputs of upstream model prior to
downstream one

= AIES component testing increases data curation burden since different
annotations are required for each component except MT

= MT is a technology which has no ground truth (right answer), so evaluation must focus on the
requirements of the system which may have ground truth (such as names)

» Analysts and SMEs must identify domain terms and other important information
needs from triage

» Analysts must work with developers on user interface to ensure triage result is
confirmable — testing involves human-in-the-loop
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T&E of Complex Al Use Cases: Summary

T&E of Al Enabled Systems must address multiple sources of complexity:

= Multiple Al components operating in concert requires component
level, integration, and user-level testing

= Complex data sources increase the variability of the testing requiring
a larger evaluation data set

= |[ntegration in large systems requires a higher degree of error
tolerance for subsystems Al interacts with

= User-interaction complexities require both human-in-the-loop
evaluation and specialized training

Examining a specific use case illuminates the importance of:

» Risks contextualized in the operational environment: the possibility
of cascading errors, compounding uncertainty, and mismatches
between precision/recall preferences when Al components are
integrated into an analytic workflow

» Evaluation throughout the full system lifecycle: from evaluation
considerations prior to development through iterative evaluation after
deployment and through sustainment which needs component
telemetry for trouble shooting in deployed model.
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A Complex AIES Use Case
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