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System Architecture for Recombinant Al (SARAI) Objectives
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Provide reusable technical assets to expedite and inspire future research into SE4AI

* Quick prototyping, combination, and reuse of data and Al software assets

Proof-of-concept experimentation to demonstrate critical capabilities that shape how

Al is acquired and evaluated

* Address the reuse, repurpose, obsolescence of current and historical Al applications
@]{ e acquisitions, machine learning, autonomy, advanced analytics...
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SARAI Tasks/Works

« GMU/CbI center worked towards:

= development and integration of a
pipeline of Al solutions within the
scope of document processing and

triage.

* This work exercises/provides:

= pasis for demonstrating how parallel
lines of Al development efforts and
legacy works can benefit from
underlying system architecture

= Methodically integrated
various Al solutions
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Event Extraction form Ontological Framework and NLP

* Objective:

» Complement data ingest pipeline to enable event
extraction via an ontological framework

e Solution:

» Combine Natural Language Processing (NLP) with a
domain-specific Ontology to identify key entities of
Interest and how these entities are interlinked

Discriminating Features

Knowledge base construction and population via Machine Learning
Semi-automatic ontology development (Machine Learning + “curators”)
(Natural language-based) user interface

Fact verification & aggregation

* Domain-specific applications, such as email triage
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Other Al Engines

Orchestration Engine | Integration &
(e.g., NiFi)

Al Service Bus (e.g., Kafka, NiFi)

n Info.
ps Outcome

Core Dependencies

Ontology:
Apache Jena, Fuseki2, and TDB2
Protégé (GUI)
OWLGrEd (data visualization)
NLP tools:
Hugging Face Hub/API/Widget
PyTorch
Probabilistic reasoning (future):
UnBBayes framework

@]{ Ontology and NLP-based framework sets the foundations to exploit high-level data fusion I P:

towards inferring root causes and/or potential courses of action.


http://owlgred.lumii.lv/online_visualization
https://huggingface.co/
https://pytorch.org/
http://unbbayes.sourceforge.net/

* A three-stage pipeline

1) Trigger identification

* Given an email thread, extract words that
signal the types of event

 E.8., “please send me the summary today”
2) Event type prediction

* Given an email thread and trigger words,
predict the type of event

 E.g., “send me the summary” — Request Data
3) Argument extraction

* Given an email thread, the trigger words, and
the event type, extract word spans as
arguments/roles for the event

 E.g., “the summary” is the requested data,
“today” is the requested date

Srivastava, Saurabh, Gaurav Singh, Shou Matsumoto, Ali Raz, Paulo Costa, Joshua Poore, and Ziyu

Yao. 2023. “MailEx: Email Event and Argument Extraction.” In Proceedings of the 2023 Conference

on Empirical Methods in Natural Language Processing, 12964 -87. Singapore: Association for o
Computational Linguistics. https://doi.org/10.18653/v1/2023.emnlp-main.801.
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Instantiation: Constructing a Domain-specific Knowledge Graph

Domain: Email data (for email triage, intelligent task
organization/suggestion, potentially insider threat discovery, etc.)
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Prototype/Demo

Implementation
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Pre-requisites

<<Docker container>>

<<Docker container>>
ELASTIC SEARCH

APACHE NIFI

Indexes

==NiFi process template==

DOCKER-NIFI-FINAL xml fill indexes

Embeddings

parser_final py

tikacontent

tikameta

<=triples index=>
arlis-jena-text

HTTP response

ES TCP node sync

(port 9300)

ONTOLOGY ENGINE

<<Client software>>
ARTIFICIAL INTELLIGENCE ENGINES

HTTP interface

== Client software>>
Auxiliary software/adapters

¥

<<Python>>

<<Java>>
elasticsearch_to_csv_email_data.py

spargl.http.request-0.1.1-5NAPSHOT.jar /

Query tikacontent in ElasticSearch
Apache Fusek

CSsV.

v

A
JSON

GMU NLP Engine

==Python=>
infer S5eq.py

Event information extraction

Generate SPARQL and send HTTP reguest o SPARGIL

=< SPARQL server==
Apache Fuseki

L] I
<<Ontology library>>

Apache Jena

<<custom component=>
jena-text-es

Manages ES index to
enable full text search
within SPARQL queries

I

Knowledge Graph DB

Data/information
flow

Datalsoftware
dependency

Apache TDB2

loads |

<=Ontology schema==
ARLISemailvocabulary-0.1.0 ttl




Prototype/demo implementation - raw data (Enron emails)

Formatted/filtered for better visualization
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Prototype/demo implementation - classification/inference

Simplified/filtered for better visualization. Names are redacted.

Sample SPARQL: find members with conflicting times

NLP event classification/extraction

1
||ID|| .

"b56021de4258c3cebf37346b4bc9876e1944a9c7c7d7
aebf3ec79487f402b6c6",

"Meeting
"Meeting
"Meeting
"Meeting
"Meeting
get some input

>
}

"Request_Meeting": [ {

Name": "meeting",

Date": "2022-03-23T11:15:00",
Location": "room 3127",
members”: [ ‘[, "N 1.
Agenda": "introduce and
on various projects she will

be assisting us with"

Some common concepts were reused from BFO/CCO

« Basic Formal Ontology (BFO): https://basic-formal-ontology.org/ <
 Common Core Ontologies (CCO): github.com/CommonCoreOntology

C51 CENTER

Dataset:| JARLIS

@ query X upload files [# edit & infc

SPARQL query

Ta try out some SPARQL queries against the selected dataset, enter your query here.

Selection of riples Selection of classes
rdf rdis owl wsd L+

fARLIS/query JSON

PREFIX xsd: <http:// 3.0rg/2001/XMLSchema#=
PREFIX arlis: <https://
PREFIX : =.=

SELECT distinct 7individual WHERE {
?individual a lis:Person .
7eventl a arlis:Event
7eventl arlis:hasMeetingMembers ?individual.
7event? a arlis:Event .
?event2 arlis:hasMeetingMembers ?individual.
FILTER {(?eventl != Pevent2)

}

ORDER BY ?individual

I+

i Raw Response

Showing 1 to 1 of 1 entries

individual

w

.gmu.edu/arlis/ontologies/ARLISemailvocabulary.ttl#=

Search:

Turtle

:
<z

| Show entries

&
v

1 Titpfwwen.c5i.gmu.edufarlis/ARLISemailDataSamples/persond

Showing 1 to 1 of 1 entries



https://basic-formal-ontology.org/
https://github.com/CommonCoreOntology/CommonCoreOntologies
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Prototype/demo implementation - visualization tools

secure | owlgred.dumiilv/online_visualiz: g O @Incognilo

OW LG rE d Home Get Started Visualize Online MNotation Extensions R&D Success Stories Users About Us

TW our OntOfDQY Vi Sual 1zation ® Enjoy our examples [l [Eal Visualize your ontology Ul & Share the link
Look up our graphical notation for ontologies.
Currently best results with moderate size ontologies. Diagram will show only the P (e sEnNE ROl et i e | .

direct ontology.

Please share your impressions and suggestions to 2 owlgred@Ilumii.lv.
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Results/outcomes
Synopsis:

“Systems-of-systems” architecture for knowledge engin
service integration, domain level reuse of information anc

software assets;

Repository & pipeline of capabilities to enable quick develo
of domain knowledge bases, ontology fusion/mediation,
(semi)automatic integration/mediation of resources, mappir
concepts and relationships, systematic construction of “uppe

ontology to manage commonalities.
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|

Conclusion and
Key Contributions

» System Architecture & ontology development

= Use cases of systems integration & semantic
technologies

= Assists reuse, prevents obsolesce of Al solutions
= Agile/faster prototyping, development, V&V of Al pipelines g,

* NLP components that produce ontological
knowledge base for document triage

= Framework for parallel data processing, enterprise Ieve
data indexing, data curation.. —

* Technical products disseminated as
open-source assets
= Assist in scaffolding technically similar efforts

@]{- Provide Al Engineering examples for a larger community

C51 CENTER



Future Research

- Currently, information extraction is on email data only
- Many other domains: science, medicine, cybersecurity, etc.

ﬁ Domain adaptation

- Can we build a similar system using as fewer annotations as

possible?
':TA’_. Data fUSion dClrosSs d |ffe re nt - Emails, X (social media), news articles, policy documents...
Elb kﬂOWledge sources - Text, tables, images, etc.
A Language interface to intelligence Interpretability & interaction
o assistants - Analyst Query

S| 4N\
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Recombinant Al Seedling Objectives

CM

tienaey T ceonce
AND SECURITY UNIVERSITY.  C51 Center

* Perform proof of concept experimentation to demonstrate critical capabilities
that will shape how artificial intelligence is acquired and evaluated,;

* Provide reusable technical assets to expedite and inspire future research into
artificial intelligence;
* Explore reusable and recombinant Al/ML through flexible data engineering pipelines and
efficient Data Service architectures

* Provide examples of engineering methodology and process to scaffold the Al
@]{ Engineering discipline and develop the ODNI’s current and future workforce. I\<
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GMU Team Sow/Tasks

e Develop analytical frameworks (e.g., ontological framework) to enable heterogenous
data exploitation and fusion in support of Recombinant Al objectives.

* Building on the outcomes of Natural Language Processing (NLP) applied to varies
documents in a given domain (e.g., data extraction, indexing, and translation etc.), an
ontology framework, for example, will identify key entities of interest in that domain
and how these entities are interlinked towards inferring root causes or potential future

courses of action.

e Such frameworks set foundations for exploiting and fusing heterogeneous data to
overcome limitations of missing data and/or extract new information from disparate

and siloed data sets.
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Event Type | % | Frequent Argument Roles
Request 8.91 Data IdString (72%), Request Members
Data (23%), Request Date (2%)
Request Ac- | 20.22 | Action Description (54%), Action Mem-
tion bers (35%), Action Date (6%)
. Request 5.02 | Meeting Members (31%), Meeting
D ataset: IVI a I I EX Meeting Agenda (21%), Meeting Date (18%)
Request Ac- | 2.39 Action Description (51%), Action Mem-
tion Data bers (38%), Request Members (8%)
i A conve rsat|ona| ema||'d0ma|n eve nt Request 0.71 Meeting Members (31%), Meeting
. Meeting Agenda (21%), Meeting Date (18%)
extraction dataset Data
* Source: the Enron email corpus b | D g gy Yelue (G9%).
o ~ i Deliver Ac- | 28.72 | Action Description (46%), Action Mem-
1’ 200 emal | th rea dS tion Data bers (41%), Action Date (9%)
¢ ~3 ,400 | n d |V|d ual ema | |S Deliver 6.21 Meeting Members (34%), Meeting Date
Meeting (19%), Meeting Time (12%)
* ~4,500 events Data
. Amend 222 Amend Members (26%), (Context) Data
* (numbers after handling annotator Data 1dString (25%), (Revision) Data Value
. (25%)
d |Sagreement) Amend 1.27 (Revision) Meeting Time (22%), (Re-
Meeting vision) Meeting Date (19%), (Context)
Data Meeting Name (16%)
* 11 event typeS (Wlth a rgu me ntS) Table 3: Distributions of event types (in percentage) and

frequent argument roles in MAILEX.
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Intelligent ML/NLP Component

A neural network model for event extraction on email threads

w | Hugging Face
PYTHRCH
i : b ( _ ) c D
Email Event Email Data Annotation Neural Model
Definition (Python Libraries: Flask for Construction
(Ontology schema design, ﬁ backend, SQLAIchemy for DB, - (Implement with
literature study, intensive Jinja2 for Jscript & Flask) Python Hugging Face &
expertise) oo o0 0O :
§ ) L &---- L PyTorch library) )
Enron Annotation Interface  Annotation Guidelines ~ Interface Manual Light Theme
Current Turn: 2 ‘ "From" ~ ‘ | o~ ‘ Show Turn Select Event-Type v | Fini nt Even
=
Ov} ‘:O' [Ov‘ Ov} o~ {Ov \O" ‘Z
ooooo dity PNM B
o) o (o] o) 0 o = o
g
o~ | [o-
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Neural Network Modules for Email Event Extraction

* Event Identification
e Given the current email and the thread history, identify event types in the email

g Can we meet today? sure, when? Meeting is confirmed today.
[i Email - 1 :I I::Currem Email::l

- Ja A \ Y . - Y

o | | | |

5 |w1k‘ |CDNTEXT ‘w"1m| ‘CDNTEXT| ‘SEP| |wt1‘ ‘w‘n| ‘SEF‘|

=

&

A BERT

z

S |hw1k‘ |hCONTE}<T |hWt-1rn| ‘hCONTE)(T| ‘hSEP| |hwn‘ ‘th ‘hSEP|
| |

( J

@]{ [ Clas;ifier ]‘* ;/IDee;it\i/r?; AP:
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Neural Network Modules for Email Event Extraction

* Argument Extraction

BIO Segment Labels for Arguments

N

. e.g.,
o [B-DeliverMeet:Date,
g l-DeliverMeet:Date]
E BERT gives a “Date” span
-
& | | [ous] fwer]... (wPL) [event] wt] (W] [sp) o (W) [sep] (Wh ] oo (rmo wis] e (] ) e (W] o] l
Lr_J l ' J Deliver Meeting:
(emai1 ) G - Time: 2om
: thi u
T T T T - Location: Room A
g Can we meet today? sure, when? pesiing %_shf‘cz:fgrggii.zp DS
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Plocker image Start "docker-nifi-
elk” container in

Docker

Dudcker contairer
docker-nifi-elk” is
running?

Wait to start

is ready?

Ddcker contaimer
docker-nifi-elk” ig
diegady running’

Yes

Checkout/pull
master branch of
"tika-document-

Generate Docker
container (Docker

o
=

Preparation

Run "DOCKER-
NIFI-FINAL xml"
in Apache MiFi

ingest" from
GitHub

compose tool)

Setup
environment
variables for

Siart Apache TDB2 with

} —»"ARLISemailvocabulary " ——»
Apache Jena and as default schema

Fuseki

Prototype/Demo |

Clean ES "arlis-

Clean garbage in
jena-text” index

Apache TDB2

Start Apache
Fuseki

'Manual” fransition
{triggered by human)

Automated/bat chf
process |

Run GMU NLP
"elasticsearch_to_csv_email_data.py"

to query ES tikacontent

Engine

v
Execution Flow

Run
"spargl.hitp.request-0.1.1.jar"
o send SPARCL request to

Apache Fuseki

Run

'Manual” fransition
(triggered by human)

Ma - Run
NiFi & o “| basic_tests.py
ElasticSearch
Ontology Vas ——» Visualize graph
Jr structure in ¥
Staniord Protege

NLP Query ‘;'/—- “\'. tool End

%ﬂggkﬁgascg ; ElasticSearch fo '\__/"

changes (new frrofiE aR Visualize graph
Misc. tr?p les) “arlis-jena-text” structure in

index - OWLGrEd
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Prototype/demo implementation - visualization tools
Protégé Ontograf

lt AmendEvent ]

Fi
[* DeliverEvent ] / I|+| P l
N r'j -)__,--""
N il
* & owl:Thing \m\\ f'ff e -
- — - \ T \\ fff _,__.f-""".- [
* 9 EventEntit - - *, I S DataEvent
— \“ --h-""-;}___
Ny # leBcaf@b547h182 ; m—————
~ ca0de885fcbOb2a... }'J— { # testEmail2 rat ActionEvent ]
o N,
[ # room 3127 I e _. \/
& MeetingEvent I N N 3:3&

‘\
A Y
il AN N\
f e \ .
N * o EMail
# 7a0fdd50796bbe6 SO\ D
— bt ~
"9 Requesthesting | 6869f12b9b6638e.... O\
| @ b56021de4258c3c . N S\ P4
ebf37346b4bc987... , %, \
- 1 L e s N\‘ ////
'. ’ | & testEmail3 ]_ < ——
i | - o
,"/’ .|

|
-~

I _..........-......
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Domain Adaptation of Event Extraction

* Research Objective: Enabling fast development of domain-specific KG from data

* E.g., adapting from open domain to emails (our own dataset), Al Incident Database [1], COVID
tweets [2], cybersecurity documents [3,4], BioNLP [5], scientific research [6]

 Some topics to explore:
* Pre-training, data augmentation, etc.

* Uncertainty

o Analyze and explore/exploit epistemic (ignorance, lack of data, low comprehensiveness) VS aleatoric (ubiquitous, natural in
domain) uncertainty.

o Outlier, out-of-distribution analysis, etc.
o ldentify events/information summaries to report as Al Incident

[1] https://incidentdatabase.ai/
[2]Shi Zong, Ashutosh Baheti, Wei Xu, and Alan Ritter. Extracting a knowledge base ofcovid-19 events from social media. arXiv preprint
arXiv:2006.02567, 2020.
[2] Taneeya Satyapanich, Francis Ferraro, and Tim Finin. Casie: Extracting cybersecurity event information from text. In Proceedings of the AAAI
Conference on Artificial Intelligence, volume 34, pages 8749- 8757, 2020.
[3] Hieu Man Duc Trong, Duc-Trong Le, Amir Pouran Ben Veyseh, Thut Nguyn, and Thien Huu Nguyen. Introducing a new dataset for event
detection in cybersecurity texts. In Proceedings of the 2020Conference on Empirical Methods in Natural Language Processing (EMNLP), pages
5381-5390, 2020.
[4] Jin-Dong Kim, Tomoko Ohta, Sampo Pyysalo, Yoshinobu Kano, and Jun’ichi Tsujii. Overview of bionlp’09 shared task on event extraction. In
Proceedings of the BioNLP 2009 workshop companion volume for shared task, pages 1-9, 2009.

@]{ [5] Luan, Yi, Mari Ostendorf, and Hannaneh Hajishirzi. "Scientific Information Extraction with Semi-supervised Neural Tagging." Proceedings of theI .

2017 Conference on Empirical Methods in Natural Language Processing. 2017.
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Cross-domain knowledge/data fusion

* Research Objective: Fusing the cross-domain knowledge/data for applications

* Fusion across modalities for higher-level inference
* Knowledge graph + Text (and more in the long term)
* Applications: recommendation, question answering, search, etc.

* Potential Application Domains with domain knowledge graphs
 COVID/new virus discoveries
* News articles reporting the unusual/novel pathogen activity (e.g., COVID cases)
* CDC websites describing the disease symptoms and prevention
* Emerging Al/ML Research
* Al/ML papers and blogs
* Social media discussion on Al/ML applications
* Fact verification/misinformation detection
* Web-pages, tables, tweets with miss information
* Techniques:
* Leveraging our domain adaptation techniques
e With humans in the loop for reliability
* Explainable Al techniques, probabilistic ontology/reasoning...

g
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