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Bottom Line Up Front

Automated generation of failure recovery plans
Is possible, mission rules and goals provide
necessary structure.
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Complexity and Autonomy

Crewed and uncrewed aerospace systems
are increasing in complexity and decreasing
in reliance on ground-based operators.
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https://www.nasa.gov/mission_pages/station/multimedia/gallery/jsc2012e096603.html
https://www.nasa.gov/image-feature/the-blue-marble-the-view-from-apollo-17
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https://www.nasa.gov/feature/goddard/2020/moon-more-metallic-than-thought

54,600,000 km



https://mars.nasa.gov/resources/6453/mars-planet-globe/

System Configuration Changes...

Missions that include multiple system configuration
changes or extensions are a major piece of the National
Aeronautics and Space Administration (NASA) roadmap for
the coming decades.
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The international space station was been assembled
over two decades of missions, and is still evolving.
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https://www.nasa.gov/connect/ebooks/the-international-space-station-operating-an-outpost

The Artemis program will assemble components on the

lunar surface and in lunar orbit (Gateway).
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https://www.nasa.gov/sites/default/files/atoms/files/artemis_plan-20200921.pdf

Failure Recovery Planning Today

1. Go to Safe Mode = Phone Home

2. Execute pre-planned recovery
procedure
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Manual Failure Recovery
Planning is not scalable
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Automation can help reduce operational costs and keep error rates low.
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https://en.wikipedia.org/wiki/International_Space_Station

What do we do?

1. Maintain a model of the system
2. Formalize mission objectives and rules

3. Use the model as the basis for automated
planning
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Maintain a Model of the each

System
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updated (it’s a digital twin!

When the system changes (or will change) keep the model
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Formalize Mission Objectives
and Rules

bdd [Package] ltv-spiral1l-mission-with-walking [ tv-ph1-mission-with-walking ])
ablock»
«AND»
Mission Goals
science Goals |
ablock»
«AND»
Science Goals
WP1 Options, WP2 Opfions crew Safety Goals
ablocks ablocks | ablocks ek
«Optional» «Opfionals «AND » ‘Ad;:mm‘ S’o:;c
WP1 Options WP2 Options Crew Safety Goals
h - rAchisvament Goals
Must Be True Once Within = =lEnd of Mission
did Science at WP1 N Eoais
e did Science at WP2 State Constraint = | » Crew at ABC Expression
provide Life Support ]
_ ablock» crew Retumned o ABC
w«Achievement Goal» ablock»
Did Science at WP1 «Achievement Goal» ablocks
TR Did Science at WP2 «Maintenance Goalw
Value = 20 ' — Maintained Breathable Air
eLoaf Goals Value = 20 rLoafl Goals . .
State Constraint = | * Did WP1 Science Expression eLaaf Goaly State Constraint = | * Safe Air Density This data structure is
State Constraint = ZEDid WP2 Science Expression eMantenance Goaly .
Must Atways Be True Within = ==Entire Mission an extension of the
T Goal Function Tree
«System State Constraints «System State Constaints | (GFT) Developed at
Did WP1 Science Expression Did WP2 Science Expression
{expression = "sdence wp1 ticks >= 60"} {expression = "sclence.wp 2 ticks >= 60"} ablock» | NASA for the Space
‘ aDetactions

B e ol Ao Tiooer \Launch System (SLS)/

© 2022 Galois, Inc.



Example Mission
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http://lroc.sese.asu.edu/posts/237

Use the Models as a Basis for
Automated Planning

What could go wrong?
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http://lroc.sese.asu.edu/posts/237
https://nasa3d.arc.nasa.gov/detail/nmss-sev

Put the Pieces Together
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Analyze the Composite Formal Specification
with Kind2

Composite Formal Model Checker Tick Variable Value
Specification :‘l>
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Kind2 generates a
“counterexample” which is the
procedure
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Conclusion

Automated generation of failure recovery plans is possible, mission
rules and goals provide necessary structure.
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