ACQUISITION INNOVATION
'A RESEARCH CENTER

Bayesian-methods for Test & Evaluation
of Learning-Based Systems | 21 sep 2022

VI AP

NATI[]NALSECURITYINSTITUTE PURDUE
UNIVERSITY



ACQUISITION INNOVATION
RESEARCH CENTER

INTRODUCING THE TEAM

*We have a transdisciplinary team, which is necessary to address
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*We h 1l the piece (e.g., fi k, , mission, testing, data) t
PROJECT OVERVIEW adress the question of data right. To what extent do e need a6ecss o

training data, algorithms, hardware, software, and to what level of detail?

Project Objectives Project Summary Status
Value to Government: Target scenario of unmanned aerial vehicle (UAV) object

detection, classification, and trajectory mapping

1. Characterize assurance trade space of: (increase

in) dq'rq/model rights on (decrease in) need for Research team consists of Purdue and Virginia Tech members

testing and (increase in) confidence Purdue:
* Focus on UAV simulation and drone surrogate to solicit data to support
Research: probabilities of object detection

* Leverage the You Only Look Once (YOLO) agent
1. Create a T&E framework for Learning-Based

Systems Vlrgmlc Tech National Security Institute
= Using data collected from Purdue team to construct Bayesian Network
2. Characterize the change in opera'rionol conditions . Correlqhn% data tol systems theoretic framework fho; enables mathematical
H H precision of equivalence mapping between context of the simulation,
(OpS) and adversarial actions (GCf) surrogate drone, and fielded drone

= Operationalizing using digital engineering (DE) and model-based systems

3. Characterize equomon of change In OpS/GCf to engineering (MBSE) principals and software
change in system implementation

2

UNIVERSITY
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Silverfish description

Prohibited Area: e

* ~100 acres = .16 sq. miles g
E Obstacl
Obstacle Deployment: e - - |
L ehO o~ O &
* Aligned to Compass Coordinates (Operator L @ — HEE o~ :
Observation Point) P o [ ) Obstacle ! Physical Attacker
Command & o Control Station Rt — |
Ce” Grid: E‘ Control NW| N NE
* = 300 ft. x 300 ft. S Mobile Operator Obstacle

* 6 Munitions per Cell (Ready /fired state) N R A AP A AR @
NN
Vehicle Traversal: Obstacle

* Max Speed = 10 mph = 15 ft/sec MR L L
* 20 seconds/grid et e pected el

* 2.3 min/protected area

PUZRDUE *Focus of current study is on the unmanned aerial vehicle (UAV) & =
VVT **Mission of UAV is to detect attacker
' N  ACQUISITION INNOVATION RESEARCH CENTER
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Understanding the Complexity Through Analogies

2) T&E
L - —| (1) Unknown T&E So:c:r Match * Agent YOLO (You Only Look Once)
Real | ---—————————| simulationcors Alf?:;f:ne (@) T&E **Surrogate analogies of the mission and
. . : 5 Simulation COTS Automobile of the fielded system
Mission s Simulation (5) TaE

Protoiype ) Automobile
| Physical Test

Prototype

& e

Physical Attacker

(6) T&E
Avutomobile

Simulation
Final Product (7) T&E
) é Automobile
Physical Test

Firnal Product

R
: = i
: = i
————— P -
L 4
= YOLO COTS agent | Q
— (cognitive function) 4 %
SW/agent —g
Protot imulati
_______________________ refelype simulation HW/SW /agent . % —g
Prototype physical test

____________________________________ ® -
HW /SW /agent SW/agent %

Fielded System === = == m m et m m e e e oo moom o ______ A .
Full Onion Knowledge Digital Twin V.V/SW/qgenT
Final product
——————————————————————————————————————————————————————————— LRIP, IOT&E
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Systems Theoretic
Test & Evaluation

(T&E) Framework
*Using systems theory to \ / \
franige cyomprehem?;e Rea I < <eavivaloncas> S urroga te
understandin 1SSlI | ____.__fquivaencer— _ _ ____ P
5 MISSIO“ of mission, needs, requirements MISSIO“
uc [Package] Background [ Siverfish_UAV ] J °
Xzt Onion Model P — T&E; .V&V

Functional Architecture

(Agents + Team of Agents)
Agent-level

Cognitive Functions

dxb

Image
Transformation
Object
Classification %S
T
| «stakeholder»

i Betsation Comman d & Control

Physical
=" Implementation Physical Attacker
"
Mapping
\] @
\ J
N —
Maximum
Knowledge
<<knowledge>>

of internal structure

HW/SW [agent
Fielded System
Full Onion Knowledge

Full Onion knowledge is only realized

in actual operations <<equivalence>>

———————— \- Surrogate Models

Must rely on and understand surrogate
analogies of onion knowledge
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A UNIVERSITY
(2) T&E

VI ey | et Surrogate \

' Real .-/ Simulation COTS (3) T&E

Automobile (4) T&E

Simulation COTS Automobile T& E [ ] V&v
\ Simulation (5) T&E 14

Prototype

Systems Theoretic AIRC
Test & Evaluation i
(T&E) Framework

*Using systems theory to
frame comprehensive
understanding

Mission

Physical Test
Prototype (6) T&E

Minimum .
comierne ONioN Model

i Automohile
£ P
| Mission Final Product (7) T&E

Functional Architecture &—— ] ‘ Th.me'le

(Agents + Team of Agents) | || "SRR | ------------=------si------- pessss=ss=c== Errrrrsssems brrwmmne 7 R Fhysical Tost
Agent-level Physical Atteckes e Final Product
Cognitive Functions| | Do MR N O O e ' """""" T " T S

Physical g
L—1 Implementation -
|| T \ =
H L ]

----- =

s =
== YOLO COTS agent @@D =7 |
= ] »- [cognitive function)

S = 5
® SW /agent |
», Prototype simulation : =
________________________ HW /SW /agent - —;]

o

A Prototype physical test =
Maximum F;\‘\;gs\:’s/ugem ------------------------------------- SW/agent 2 ?‘w
ielded System = ke e s cc s s s s s s s r e rr e r e e e Final product
Knowledge Full Onion Knowledge k j D?:i!uplr?rv«:n H::if]";’;:z;"'
____________________________________________________________ LRIP, IOT&E
** Agent YOLO (You Only Look Once) |
***Surrogate analogies of the mission and

of the fielded system

Surrogate Models

Full Onion knowledge is only realized in actual operations

Must rely on and understand surrogate analogies of onion knowledge




ACQUISITION INNOVATION

TRACKING AND VISUALIZING PLAYERS ON GRID

¢ o
’ ®
17 204)
¢ - @5 219)
- ¢
[ ()] gis16; 298)
a @
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‘1‘6. 395)
5 L Y
6
(2) TRE ! ! !
| -- ] (1) Unknown T&E I Soccer Match TRt A R = - . f
lation COTS
Real e Auvlamobile (4) TRE
. . Simulation COTS Autormohile
Mission Simulation (5) TRE
Prototype Automobile
Peeencrrecwes Physical Test
R SRS JUNRS SRS S oy g = Prototype (6) T&E
: Automohile

Final Product (7) T&E
Automohile

& |t U WSSV WSSNRSU—— P— o e ||

Physical Attacker i Final Product

----- -

L]
= ;_] YOLO COTS agent S“?ﬁ! l
—

(cogritive function)

L SW /agent -
>, Prototype simulation = s
........................ HW/SW /agent . = -]

Prototype physical test

_____________________________________ - =
E HW /SW /agent SW /agent 7-1#*

)
4

e e N o
Full Onion Knowledge Digital Twin HW /SW /agent

Final product

UNIVERSITY. L @ FTmmmes e e mmemm e m e mmm e —————— LRIP, IOT&E
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sesearchcenten - BAYESIAN INFERENCE

- Role of T&E: Characterize "cost*

= = ]| Sy
S| e E(C) = CsP(S) + CxP(F)

Full Onion Knowledge

HW /SW fagent

Q:
® &@Dl Prototype physical test — CSP (S | x) + CFP (F |x)
. | -
Case A il Case B — l /
g = | CsP(ShilSi0) Ssim, %) + =
.

Case '
Failure <
Failure
Target Impact of Chance of
?
Target Present? Detected? Failure Failure T&E Priority
Success
True Positive High Low (Validation)
Success

All

Scenarios

Fallure ) , ) )
False Negative Yes No High High High
Failure
Success False Positive No Yes Low High Medium
Failure

Fa | | ure True Negative No No Low Low Low

2 *Results from the simulation and physical test of surrogates used to inform probabilities in the Bayesian Network
AL **Bayesian Network provides mechanism to assess value of data rights to the Government
fdd 1 1eQl

\V/7al T&E framework, as a whole, enables assessment of risk to mission success ACQUISITION INNOVATION RESEARCH CENTER

NATIONAL SECURITY INSTITUTE
VIRGINIA TECH
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YOLO Model Blurred Images

Target Present

Detect }§<\H Detect ‘ !
i i
i i

I
I

I

! |

I I

No Detect ; ; ‘ Detect ‘ !
] i I

* : 1

i I

1 I

I

I

I

I

Detect }@ Detect ‘ |
| T |
! ‘ No Detect ; : Detect ‘ i
| T |
4
Scenario Target Detected || Count || Probability
True Positive Present Present 65 0.783 2 i 3 o o
False Negative || Present Absent 18 0.217 ; 2 3
False Positive Absent Present 0 0.000 i : a
True Negative Absent Absent 17 1.000 & ' Is
Target Detected (Clear) || Detected (Blur) || Count || Cond. Prob. Target Detected (Clear) || Detected (Blur) || Count || Cond. Prob.
Present Present Present 42 0.646 Present Present Present 65 1.000
Present Present Misdetect 1 0.015 Present Absent Misdetect 1 0.056
Present Present Absent 22 0.338 Present Absent Absent 17 0.944
Present Absent Absent 18 1.000 Absent Absent Present ! 0.059
E r— rym— Py —— 17 1.000 Absent Absent Absent 16 0.941
VZ 1/ (QUSITION INNOVATION RESEARCH CENTER 10

NATIONAL SECURITY INSTITUTE
TRGINIA TEC 10



sesearchcenten . TRACKING AND VISUALIZING AUTOMOBILES

Ryze Tello Drone
5 MP Camera
720 HD Resolution

(2) TRE \

|- - =1 (1) Unknown T&E Soccer Match
Real I I imulation COTS (3) T&E
prrsrsmesennss _ Automobile (4) TRE
.. % i Simulation COTS Aufomohila
Mission : Simulation (5) TRE
Prolotype Automobile
presessresccwy g w Physical Test
e — = ——— = = Prototype (6) T&AE
e ﬁ—:‘l w Automobile /
iR P B st e P S e (7) T&E

i = = Final Product
: X Automobile
..................... @ Physie Tor

Physical Attacker 3 L Final Product

e

o('
[

—~g YOLO COTS agent —:J &%Z) '?.] S ~F ! 7

(cogritive function)

. % g - Parrot ANAFI Drone
------------------------ 5w e TR | =y 21 MP Camera

Prototype physical test

_____________________________________ .
E HW /SW /agent SW /agent Tlﬁ:‘

Fielded System = b eccccccrccccccc e cc e e c e c e e e e c e crrrr e e e, — e ———————- Final product

Foll Onien Knowledge mgniinids gy 4K HD Resolution

UNIVERSITY. @ b—, o T T ST S ssemm s e e e s e m———— = LRIP, IOTRE
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AIRC NS NEXT STEPS

/ Fa?tme
Success
/ sumass T e e . .
. ~ 1. Link to LBS Lifecycle
, \ . if i

| ‘. LBS lifecycle change a increased rate
*Using systems theory to Fﬂturz e
frame comprehensive @ Real — _— Surrogqfe Compdred to traditional Sysfems

i * ailre I Lo .51 L S rteet
understanding MISSIO“ of mission, needs, requirements M|35|0n
P— - T&E;V&V| 2. Digital Twin

* Envisioning future application

Fum:l jonal Architecture

(Agents + Team of Agents)
Agent-level
Cognitive Functions

Physical

Implementation | Physical Attacker
|

* Advance the digital engineering (DE) and
model-based systems engineering (MBSE)
mechanisms

L J
'FJ:!;‘ <<knowledge>> 3. Value to the Government

of internal structure

Full Onion knowledge is only realized HW /SW /agent .. .
vl opieriions g o[22, Sy ogate Models * Tradespace of acquiring knowledge relative

J ‘ ‘ to the onion layers

«block» % e O

Must rely on and understand surrogate
analogies of onion knowledge

|
1
i®

«block»

O
<<Morphic Preservation>> = 9 &
e «Fielded System» = = p_ _— e = «Test System» T 1o
PURDUE Parrot ANFl drone Ryze Tello drone ; = ¥
xz @ ACQUISITION INNOVATION RESEARCH CENTER

NATIONAL SECURITY INSTITUTE
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Value to Government:

1. Characterize assurance trade space of: (increase in)

data/model rights on (decrease in) need for testing
and (increase in) confidence

Research:
1. Create a T&E framework for Learning-Based Systems

2. Characterize the change in operational conditions (ops)
and adversarial actions (act)

3. Characterize equation of change in ops/act to change
in system implementation

E , (5) T&E
= ' Automobile
*Using systems theory 10 i | | g
frame comprebenie/ M'.‘e‘." S Surrogate Physical Test
understanding / ISSiON |- racds, recaremari -|  Mission Prototype
—— [ T&E; V&V h -
r=r. Onion Model | : . e
J N —
% ;

-

L e i :
\ - 1 Q\
e \ L
s \ J <<knowledge>>
i Inowiedge b only realized |\ e of internal structure

ool oparetony 1 N e NI SEEEEES Surrogate Models
P Tl (R —_— ] HW/SW /agent
Prototype physical test

PURDUE S~
UNIVERSITY *Leveraging the You Only Look Once (YOLO) LBS
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