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DoD DATA
STRATEGY

e Unleashing data to advance the National
Defense Strategy

* Guiding Principle #6 — Data for Artificial
Intelligence Training — Data sets for A.l.
training and algorithmic models will
increasingly become the DoD’s most
valuable digital assets

* As DoD modernizes and integrates Al
technologies into joint warfighting,
generating DoD-wide visibility of and access
to these digital assets will be vital in an era
of algorithmic warfare
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Increasing Complexity and Challenges
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Contested Environment — All Domain
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COST
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“Bake In” Sustainment Attributes Into the System Design

The Time To Act is Here
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By the start of Procurement, ~90% of 0&S

Costs are decided based on design and
programmatic decisions.
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Sustainment

* Quantity in Service

= Operational Usage (Hours, miles, etc.)

* Maintainer/Operator manpower costs
(Reactive)

* Fuel Costs (Reactive)

Disposal

Source: 2022 PSM Workshop, Principal Deputy Assistant Secretary of Defense (Sustainment)
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Engineering Data in a DE Ecosystem
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*Contractually agreed to content,
views, access, and delivery of data.
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Early AI4SE Application in Engineering Data
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Data Information Decisions
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Continuous Feedback Loop = Continuous Improvement

Source: The Office of the Under Secretary of Defense for Acquisition and Sustainment

Photo By: R. Nial Bradshaw

“Face of Defense: Youngest Maintainer
Launches Youngest Jet at Red Flag”,
February 22, 2017
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Vision Statement

Guiding Principles

Guiding Principle #6:
Data for Al Training

Distribution Statement A: Approved for public release. Distribution is unlimited.



U.S. Air Force photo

by Jill Pickett

HIGH MACH, Vol 67,

No 12

FOC

E = d ater Technology Engineering & Production & Operations
- Auditing u . Maturation & Risk Manufacturing Deployment (P&D) | & Support (O&S)
B b~ Cot AN Reduction (TMRR) Development (EMD) Phase Phase
* > Phase Phase :
Estimating | .
- Business — Financial
Management
= Contracting
- Engineering

» Facilities Engineering

* Industrial Contract
Property Management

» Information Technology

= Lifecycle Logistics

(o 4T w- mr: Lol a,'l qu | -

v

» Program Management o ° 0 i1 |0 i

+ Purchasing } I ﬁ ii - F : & | |

- Science & Technology | ﬂfg . b
Management S 1 /

» Test & Evaluation
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Photo By: Air Force Staff
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Defense.gov/News

“Warfighters at all echelons require tested, secure, seamless access to data across

networks, supporting infrastructure, and weapon systems out to the tactical edge.”
DoD Data Strategy, 2020
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AI4SE Application in FRACAS Data
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AI4SE Application in FRACAS Data

Al enables:

Alerts
Trends
Optimized
Scheduled
Maintenance
Updates to RCM
Design Changes
Digital Twin Updates
Spares Optimization
Sustainment
Metrics

R&M Estimates

MFG

(Contractor Test)

Reliability Growth

Analyses: Subs
ystem
BEL (Reliability) M-DEMO
Safety, HSI, I Testing I System Test

(Contractor — Government
Test)

| }

DT&E
Test
Results

(Verification)

b

OT&E Field
RTeSft Observed
esults
(Validation) (lOC, FOC)

R&M Assessment (Data Analytics)

System Design

Sensor Design

3

FRACAS

8 Review Boards

R&M, Safety,
HFAC

A

Al Data Analytics

<

Mishap Data

Maintenanc

e Data

Collection System

Onboard and Off Board Sensors

Telemetry

(Environmental Context)

(PHM, CBM+)

H - Human
M - Machine

Oth
er <

H

H-M

M

. Decision <«—

Stakeholders

( To Stakeholder)

Modern
Analytics

4— Network <«—

Distribution Statement A: Approved for public release. Distribution is unlimited.

M

Real — Time
Sensor Data

12



Enhancing Predictive Maintenance

DoD image VIRIN:195294-P-UOR35-506.jpg, available at
https://www.defense.gov/observe/photo-gallery/igphoto/2001135702/
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Photo By: Marine Corps Staff Sgt. Jacob Osborne
“DOD Incorporating Al Ethics Into Systems Engineering, Official Says” January 21, 2021

Defense.gov/News
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Photo By: Army Spc. Kayla Anstey
“Digital Transformation, Al Important in Keeping Battlefield Edge, Leaders Say” June 9, 2022
960cyber.afrc.af.mil/News
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For Additional Information

Office of the Under Secretary of Defense for
Research and Engineering

osd.r-e.comm@mail.mil

https://www.cto.mil
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