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The Need The Problem To Solve

 Simplified mechanism for building and unifying disparate data sources into a 
normalize high performance Unified Data Fabric, which can be evaluated 
and understood for Analytics, Machine Learning, and Simulations

 Mechanisms to visually explore and understand both data entities and their 
relationships to one another

 Mechanisms to understand and traverse threads of augmented entities

 Mechanisms to project and understand through graph analytics the desired 
dataset

The Rules Simulation Engine is the Answer, One mechanism for all these things, and more.
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Why Graphs? Graphs are the Answer

• High performance Entity<->Entity Relationship Management
• Any Entity can reference any other Entity. Graphs are highly Adaptable, and White Board Friendly (Schemaless)
• Graphs are the foundational element for Analytics, NLP, ML, and AI. 
• Graphs are thousands of time faster than the best Relational Databases even on small datasets and the 

performance gap grows exponentially as dataset sizes increase
• Relationships are First Class Citizens
• Graphs are the cornerstone of our solution
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Grammar Overview Unified Data Fabric Creation Mechanism

Grammars are complied into native graph languages, currently 
Cypher a Neo4J open standard, but could also generate other 
Graph languages.
Grammars are able load data from an ever-growing set of data 
sources.
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Overview Schematic Overview
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Making Decisions Through Thread Pathways Building Decision Pathways
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Thread Entities Receive Domain Logic Domain Agnostic Simulations
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Data Science Library: A Global View Graph Analytics
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Solution Entity Pallet Mechanisms (CI/CD)
• Solution Entities are the 

cornerstone of our 
solution.

• Solution Entities 
undergo a Certification 
Process and normal 
CI/CD pipeline

• Solution Entities are 
combined provide 
perspectives into our 
high-performance 
datasets.

Fundamental Building Blocks
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The AI Infrastructure Pipeline

Solution Entities are the next generation, domain agnostic Rule Engine Templates, 
residing in, and are selected from, a pallet library. Solution Entities expose and are 

connected through declarative interfaces

Fundamental Building Blocks

Approved for Public Release; Distribution Unlimited. Public Release Case Number 22-2914



11

Interface Mechanisms

Declarative interfaces promote a Plug and Play Infrastructure  

Plug and Play Infrastructures

Approved for Public Release; Distribution Unlimited. Public Release Case Number 22-2914



12

Gaining and Evaluating Different Perspectives

• Solution Entities 
are combined in 
any order for 
multiple 
perspectives

• Perspectives are 
then fed into the 
Evaluation Engine 
which produce 
Ranking Scores. 

Fundamental Building Blocks
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Observers Provide a Global View

Each Solution Entity Adapter implements an Observer Pattern which reports 
Events are Relevant State into a common Mapping Service Repository

Fundamental Building Blocks
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General Mapping Service

Solution Entity 
States are 
preserved directly 
through their 
Adapters or the 
Observers into a 
high-performance 
graph structure 
which are easily be 
explored visually or 
through graph 
analytics. 

Fundamental Building Blocks
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The Problem To Solve

 Simplified mechanism for building and unifying disparate data sources into a normalize 
high performance Unified Data Fabric, which can be evaluated and understood
MITRE Grammars/Compiler provide a simple mechanism to create new graph structures 
to address emerging explorations through multiple services 

 Mechanisms to visually explore and understand both data entities and their relationships 
to one another
Bloom: Perspectives, Share Discoveries within teams, Near Natural Language processing
Browser: Cypher developers interface simplified through our Grammars

 Mechanisms to understand and traverse threads of augmented entities
Templates and Solution Entities provide domain agnostic Rules Engine thread processing

 Mechanisms to project and understand through graph analytics the desired dataset
Analytic Projections and Machine Learning integration through Data Science Library

The Rules Simulation Engine is the Answer, One mechanism for all these things, and more.

Wrap Up
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Thank You

Ray Lukas (rlukas@mitre.org)

Jim Lockett (jdlockett@mitre.org)

rlukas@MITRE.org

The Attached Appendix Supplies More Detailed Explanations of RSE Grammars and Subgraphs

MITRE Labs inspires breakthroughs in applied science 
and advanced technology to transform the future of 
U.S. scientific and economic leadership. Our goal: 
Deliver disruptive innovation to support our mission 
of solving problems for a safer world.

Please feel free to contact me with any questions
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Database Comparisons Database Overview

Performance: Connections are made a creation time, not at query time
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RSE General Terminology Basic Terminology
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RSE Grammar Node Types Standard and RSE Special Node Types
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Unified Data Fabric Combining Subgraphs

Subgraph Technology: Each Data Source can define one or more subgraphs. Subgraphs can be loaded in any order, or not 
a at all.
Proxy Nodes: Proxy Nodes (DS1:2 and DS3:1) are Place holder (Proxy) nodes which define connection points that will be 
mapped to by other subgraphs. Proxy Nodes hold only the state information defined in that Data Source.

Proxy Node Mappings
• DS1:2 is defined in DS2:2. 

When DS2 is loaded DS1:2 
is mapped and augmented 
with Attribute 4 and 
Attribute 5

• DS3:1 is defined in DS1:1. 
Loading the Data Source 1 
subgraph maps to DS3:1 
and load Attribute 1, 
Attribute 2, and Attribute 3
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Visual Exploration Mechanisms Exploration of  Graph Interface Services
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Node Definition Node Definition Grammar

Data Source
Defines where this node 
should obtain its attributes. 
Current supported data 
sources include CSV files and 
Relational Database Tables. 
Node Name
Node names are no longer 
restricted to the column 
name. 
Identifier
List of the unique identifiers 
(primary key concept) for this node. 
Augmentations
Defines additional attributes 
from the data source which 
should be included into this 
Node.

Improved Autogenerated 
Graph Structures
Accumulate, Create, and 
Merge graph
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Node InterconnectionsSubgraph Definition
Subgraph Technology: 
• Each Data Source defines 

can a subgraph. The 
DataCenter data source 
defines the following Data 
Center subgraph. 

• Multiple subgraphs can, 
through our simplifies 
grammars, be defined each 
from separate or shared 
data sources and types.

• Subgraphs can be loaded in 
any order, or not at all. 
Loading a subgraph 
automatically connects like 
nodes together into a 
Master Graph

• Only load the data you 
need for your specific 
explorations
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Data Center Subgraph Constructing the Data Center Subgraph

We can see that the Data Center Data Source  
contains two multifield elements, Assets and 
supported FISMA elements

There are two types of Index nodes, both 
shown in Red. DataCenter Index node in the 
center points to all Data Center nodes. The 
Type Index node (Production, Validation, and 
Development) connect to their respective 
Data Center types.

Asset nodes are Proxy Nodes, containing on 
the Asset ID.
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Asset Subgraph Constructing the Asset Subgraph

Assets have a single Asset Index node 
pointing to all Assets

Assets have multiple Index nodes each 
describing various Asset characteristics
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Vulnerability Subgraph Constructing the Vulnerability Subgraph

Vulnerability 003 and 002 are at High Risk

Vulnerability 001 and 002 require an 
Upgrade. 001 also requires a Reboot, etc.
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Combined Master Graph Putting it All Together

Assets (in Blue) are not connected to 
Vulnerabilities (in Gold) as shown in the Master 
Graph and the following Cypher Query. 

The underlying data sources have no such 
connections. 

The Master Graph contains all three subgraphs, 
and describes the Data Centers, Assets, and 
Vulnerabilities.
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Merging Vulnerability and Assets Building New Relationships

Standard Cypher, the language of 
graphs, as shown below, can be used 
to bind these entities together. The 
Bloom interface also provides this 
capability.

We can also see that some Assets, 
A330, B800, and B900 for example, 
are not bound in our Data Sets to a 
Data Center. 
This rogue assets might require 
further exploration.
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Introduction to Cypher Patterns The Heart of Cypher Syntax
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Generated Cypher Code Nodes and Linkages
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Generated Cypher Code Multifield
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Thank You

Ray Lukas (rlukas@mitre.org)

Jim Lockett (jdlockett@mitre.org)

rlukas@MITRE.org

©2022 The MITRE Corporation. ALL RIGHTS RESERVED.

MITRE Labs inspires breakthroughs in applied science 
and advanced technology to transform the future of 
U.S. scientific and economic leadership. Our goal: 
Deliver disruptive innovation to support our mission 
of solving problems for a safer world.

Please feel free to contact me with any questions
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