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Outline

* Intro/Background
e Context

* Vision

 SERC DE Portfolio

* Current Case Studies and Approaches
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Background

Specialty Engineering Models

Product

Management
Support | ]

Models

Models
DIGITAL
' Authoritative } ENGINEERING
Source of § ) STRATEGY
System Design
Models Models

Verification and
Validation Models

I Manufacturing
Models
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G I 5 . Transform the Culture and Workforce to Adopt and Support Digital
Oad . Engineering Across the Lifecycle

Leadership Training and

Education
Communication Strategy and Continuous
and Engagement Implementation Improvements

s

Culture and workforce
Enablers

orms a culture and workforce that adopts and
._S.D'gital Engineering across the lifecycle:
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DoD Engineering
Workforce

Digital
Enterprise
Modeling

supports

integrate with

experience for

Environment

DE Simulation,
leveraging Skyzer,
Silverfish, etc.

Training Environment

guided by-

use.

feeds into

generates

feeds into

Pedagogy

influence

Learning
Objectives

Existing Curriculum
Materials

Competency

Frameworks
- DECF
« DEASI

- DAU
« NAVAIR

Other DoD
University Curricula

evaluate and improve

People using
Tools

influence. .
assess attainment of

drives

Increased DE
Skillset in
Workforce

enables

Successful DoD
Digital
Transformation




Concept: Digital “Textbook™

Caca CoundiAns
Caca CoundiAns
Caca CoundiAns
Caca CoundiAns

Case Studies
Series of system

Learning Modules
Slides
Videos

Audio

Demos
Etc.

models

Students can view
Some students can
edit

Student Interactions
* Led demos (tutorials)
* Exercises
* Navigation
* Decision Making
Student * Editing

Data * Etc.

Metrics Learning
Objectives/Co

mpetency
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et (1 Data Gowernance
'." UAV (1 |Data Managemeni
i IR Sensor ! _u e
. . 5 H : el
Using and Tailori 5 : il e
Reference Mode i i [G5 | Artificial Inteligence Machine Leaming
. 4 | Data Yisuahization
i i _'-\'-_'-' _Dat! Analytics
__________________________________________________ § Obstacle i GAND ANALYSS
N £8 | Digital Archizecting
"‘ o 6 ; C9 | Digital Requiremsnits Modelng
™~ o — : (10| Digital Validation and Verification
. (11 | Modal-Based Systems Engirssaring Procsssas
TOP CItE(.:I MBSE BenEﬁts f— C12 | Digital Madel-Based Raviews
Improved system design ) 13| Project and Program Management
Increased pFOdUCﬁVit)’ Physioal Attacker Cl4| Crgerizational Development

15 | Digieal Engineedng Polcy and Guidance

Better accessibility of information
(16 | Configuration Managerment

Improved system understanding
Reduce risk

Reduce errors

Improved system quality
Landing-Ge: Reduce time
Subsystem M Increased capacity for reuse
T Reduce cost
Better manage complexity
Improved consistency
Silverfish Increased traceability
Better communication

(17| Software Construction

(18| Zohware Engineering

ENVIROMMENT

C1% | Digital Ervirenment
Epiment Developinarm
20| Management
21 | Communications
12 | Flanning

7 | Digital Enterpris=
Ersironment Managament

i | Dugital Enterprise Erviranment | (35 | Digital Environmant Operations

Dperations and Suppont (24 Dighal Environment Suppon
0.00% 200% 400% 600% B8.00% 10.00% 12.00% |
i | Digital Enterprise 5

Ewironiment Security

Disgtal Environment Sacurity
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CURRENT STATUS

Mr. Paul Wach
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Charting Curriculum Around
Two Systems of Interest

Skyzer Silverfish

Deep Dives by Phases UAv
_ Performance constraints force \
Graphical CONOPS Multi-physics Design
Scenario: Search & considerations — IR Sensor
Rescue similar to Bell Eagle Eye
S @
__________________________________________________________ Obstacle
' ! | N T _— '
A [ ] Obstacle Physical Attacker
\ e, - ! Command & Control Station ! :
i e i Control i
/ o R
Mobile Operator Obstacle
P3: Cost Modeling - '@'
Doing Everything in Models to Demonstrate Art-of-the-Possible : Obstacle

NAVAIR PublicRelease 2019-443. Distribution Statement A— "Approved for publicrelease; distribition isunlimited”

Protected Field
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Skyzer Airworthiness Model 3.
Skyzer Contractor SFR Compliance 14.
Skyzer Contractor System Model 5.
Skyzer Cost Model | 6.
Skyzer Launch & Recovery Model 7.
Skyzer Launch & Recovery Model Document 8.
Skyzer MBTD Model 19.
Skyzer MBTD Model v2 20.

. Skyzer Mission Model 21.
0. Skyzer Mission Model Document 22.
|. Skyzer Mission Model RFI Document 23.
2. Skyzer SOW 24.

NOVEMBER 3,202
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List of models in the
Skyzer MBSE Ecosystem
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*What does “the”
system model mean?

Skyzer Stakeholder

Skyzer System Estimation Model v2
Skyzer System Evaluation Model
Skyzer System Model

Skyzer System Model Document
Skyzer rspl BROO etc
Skyzer_rsp3_CMO0_etc

Skyzer RFl Response Altair
Skyzer Profile Overview
Viewpoint Library

SAIC DE Profile

516CTACC



Importance of Modeling Language
and Extensions

* Unified Modeling Language * In practice, other cases may
« UML include:
* Base language * Unified Architecture Framework
* ~Base metamodel (UAF)
» Systems Modeling Language ) E”;‘t'ggisn%ogﬁﬁ)MOde“"g
* SysML * Standards
* Skyzer Profile * Ex:516C-TACC-Airworthiness
* Extension of SysML, which add for * May see unique extension of
Skyzer SysML to specific project,

organization, etc.
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*Many models will be exist and
evolve across the SE-Vee

Mapping Skyzer to the SE-Vee

Skyzer System
Evaluation
Mission Test & Model
Engineering Evaluation | Skyzer
Skyzer Mission o Airworthiness
Model Stakeholder @ = = = = = = = = — — — = Validation Model
Needs

Skyzl\e/lrc')lc\j/leITSIon Skyzer Launch Skyzer Launch
Document Derived & Recovery & Recovery
Model Model
Document
System o
Requirements €= = == == = == == \erification
Skyzer Skyzer System
Contractor Estimation
Decomposed SFR Model v2
Skyzer System & Allocated Compliance
Model . Integration
Skyzer
Skyzer System
Model System UDetaiIed Contractor
Document Architectures Design System Model
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Mapping Skyzer to the Acquisition Life Cycle

Skyzer SOW Skyzer System  Many models will be used or
EV&'U;”f” evolved across the acquisition life
ode
cycle
Skyzer Mission | | e Ex: Cost, Evaluation, Estimation, SOW
Model I Skyzer System
- v I ] Estimation * NOTE:
yzer Mission Model v2 .. .
Model RFT | 1 CSktyze: | odel v * Thisis a work in progress
Document I 02‘,{:?; oF
_ | * |mportance:
I Compliance o _
Skyzer RFI | | I * |dentifying coverage/gaps in the use of
Re;ﬁ:if;se I I Skyzer to create lesson plans
I | [
MDD MS A MS B MS C 10C FOC 25
Major Materiel Technology Engineering and Production 2 g
Capability Solutions Maturation and Manufacturing and (o
Acquisition Analysis Risk Reduction Development Deployment E =
wv
& A

(o)
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Developing Digital Workflows:

Modeling Artifacts to Digital Signoff

bdd [Package] 5. Mission Paran'ie'tnl[ g Measures of Effectiveness | ] I
#

| *E rfarmanceRequirements

«blocks
~ Mission MoEs

{cruise speed >=170)

{max payload w eight »= 200}
{operational radius >= 200}
{operational endurance >= 4)
{launch & recover sea state >=5)
[recovery condition >= 0 3}

cmogs cruise spaed - knots

amoe s max payload w eight : bs
moa s operational radius - nm
Mo e » operational endurance - h

moe s recovery condition - Real

e
rd

asatisfys .~ ot

» launch & recover sea state Intagbn -

~ -

eblocks
Skyzer Mis s ion Dom ain

™ gsatisfys
\ esatisfys ™
\ ~
i T
aperformanceRequirements
o Eandiion

1d="135"

Text = "The Skyzer UAY
shall be able to be
recovered with at least 30%
remaining fuel weight and
at least 200 Ib of payload ™

Cruise Speed
Id="132"

Text = "The UAY cruise
speed shall be at least 170
knots™

- =
" " -

sperformanceRequirements
Max Payload Weight

Id="133"
Text = "The mission payload
shall be not less than 200
Ibs total in four individually
deployable segments 50 Ib
or more. "

atisf ys, -

-

asaftisfys - — N

- _Esatlsfyu

—
-
—

«performanceRequirements

Operational Radius

Id="1.3.4

Text = "The Skyzer UAY
shall have and operational
radius of 200nm while
sustaining cruise speed,
carrying at least 100 Ib of
payload and hovering 15
minutes at the turn around
point.”

eblocks

: DE_Ecos ystem

' «blocks
: Governmeant

— .
_—
—

aparformanceRaquiraments
UAY Operation Period

3‘ arequirements
m Launch and Recover in
High 5Sea States

.Id ="1.1.1.42°

|Text = "The system shall to
|be able to Launch and

| Recover in sea states five
|without causing damage to
|the WAV, ship or crew.”

kd="1ar

Text = "The system shall
have minimum endurance

of 4 hr loiter at 50 nm radius”
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Developing Digital Workflows:
Modeling Artifacts to Digital Signoff

(% OpenMBEE
k=J pen eblocks ebloc ks
: DE_Ecosystem ‘ : Government
Table 138. Stakeholder Need Signoff ' :
Approved Elements Approval Status I Approved By (SME) |Approved By (Chief-Engineer) E Completeness = Comment
._ n _— || —_— ;lllllllllllllllllllll. _1 i

Data Collection undefined : - 0 B Covatmm

Operational Level Stakeholder Needs undefined - - 0 - > >

System and Operational Confext  undefined 0 ool gt

ystem and Operational Contex undefine - - o

alt ]
Causal Analysis undefined - - 0
- Approval
Operational Requirements undefined - - 0 - —_
. - T RCE T T T T T T T T 7]
Operational Use Cases undefined - - 0 —_" -
. . ) - -t mwumm®® Disannroyal
To-be Domain Architecture undefined - - — - . 0 R L L kel
. == " . lllIlllll--------

| Measures of Effectiveness | undefined - 4= - > LL L L) - T
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Cyber Resilience Credential

Silverfish Architecture

Silverfish description

* Prohibited Area: g
 ~100acres =.16sq.miles T i

* Obstacle Deployment: @ Q“D' ,.:\@ &‘

« ~50 . ® Obstacle Physical Attacker
« Aligned to Compass Coordinates  commangs | OPerar N | | RadoRelay {D
(Operator Observation Point) | Convol i
* Cell Grid: i Opstacte
« =300 ft. x 300 ft. O
* 6 Munitions per Cell (Ready/fired et

state)

* Vehicle Traversal:
U{\uwansrw

* Max Speed =10 mph = |5 ft/sec mBsE sTPA
* 20 seconds/grid ? UHn ..

* 2.3 min/protected area . . )

[N MISSION AWAREJ
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Call Structure ltem

decomposed by

—_ .
- - elicits
T e T ¥
motivated rotects "
- N Uit | Reqiroment
”

Mission Aware Meta Model

*Meta-Models
* MBSE Top Level
*  MBSE Essential / Detail View
* Mission Aware Top Level

* Mission Aware Detail View
e STPA-Sec
* CSA Elicited Requirements

* \Verification & Test
* Deployment - Design Simulation

NOVEMBER 3, 2021

Concept of LRI
ificati d
LT Ven:::igtmn Maintenance
. Validation
Project Requirements System
Definition and Verification

Architecture and Validation

Implementation

v

porm

i in |
T
mmmmmmmmmmmmmm

' ; Real Architecture

Real Link Real Component Resource
| | |

o ctu
nstanc ’

Call Structure:
Item (Parallel)

............

Design Simulation Meta-Model
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* Type: Vsifcaton | Valdtior
« Method: Analysis Inspection | Tos
. Leve ISymm\nglHSbSytm\

+ Type: Program | Project | Work Package | Task
Verification Event | + Duration
- Date

- Cest

Verification
Requirement

Integration, ]
Detailed Test, and Project
Design Verification Test and
Integration

- TVD C tmcl r | Spons:
Test Activity

- Prer
 Gompiston crtaria

puts | &dacumpo ed by
outputs [ " A
captures: esource
triggered by N re by

Type: P |m|s ject! !
T Call Stmmure | Branch | etc. |
assigned to H
B I i ;

3 Cantol Indoaiars H

‘;_ Behavior Model for Test - supports discrete event simulation . s

Parameter:

« Objeciive
« Threshold

Validation & Test Meta-Model
*Silverfish Case Study System Models

Mission / System Requirements Model
Use Case Model

Architecture Model

Behavior / Control Structure Model
Operational Risk Assessment Model (STPA)
Resilient Modes Model

Cyber Vulnerability Assessment Model
Verification & Test Model




Tracking Relationships Between
Models & Relevant Curriculum

Legend -] SE Vee Model—-—p
7 s .
SRR NRE: * To the left is a dependency structure
§§§§B§§_ matrix
S8aadifc e Can be read as:“Area [X] of the SE-
00000000
T S i I REE Vee uses model [Y] from the Skyzer
| | b B
oo o v comptre : /< Ecosystem
& skyzer Contractor System Model 1 a . . .
Il s oy o 2 // * NOTE: This is a work in progress
Skyzer Launch & Recovery Model Document
B o e v  Importance:
3 e et it o i * Identifying covera%elgaps in the use
i Hsdon o 3 oot of Skyzer to create lesson plans
Skyzer Profile Overview . .
e B pones s e Using the same approach to:
: yz
Eﬁﬁﬁiﬁ if,"’s:::,"';’;maﬁm o v2 ¢ » Map Skyzer to the acquisition Life Cycle
Eﬁtﬁj 2o ikaton o : . 4 » Map Skyzer models to Skyzer models
I= Py * Map Skyzer to career fields (e.g., T&E)
B3 styaersps_coo et * Map Skyzer to DE credentials
r E syzer Cost Model
L& viewpoint Library
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Looking to the Future:
Notional DE Digital Textbook

NOVEMBER 3, 2021

phd DE Digital Textbook )

DAU - DE

SERC

C.1 ]
a_}:'l
DE Digital Textbook =
(| System o v DT: Module .W. -5 \>
a (2 PR Pdates <&
. - ] .ﬁm‘ L2: Content Developer
Jupyter \]
. DT: Case Study Model Fragement
cnangs .
5‘;\3‘)‘9‘ el DT: Jupyter MDK o .
gudent Q?M S
ﬁ' Man{brr —g.
‘I a. e 3
L2: Student Styy,
d&nf VE} w
“t‘wc;,,,ng (&) OpenMBEE
e
VE MMS mterthﬁn'g'e
D
CT: View Editor
e
dJ
LE: Project Scaffolding LE: Project Result
Project: Organization: Date:

13-May-21
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Lesson Learning Example:
What is the Minimum DE Ecosystem!

«block»
Legend DE_Ecosystem

Ei::ziznponent l ? ? T—T ?

!

«block» «block» «block» «block» «block» «block»
MS Suite MDAO M BSE Python Mathworks OpenM BEE

«block» «block» «block» «block» «block» «block» «block»
MS PowerPoint MS Excel MS Word GENESYS Cameo Matlab Simulink

* Open diamond is a reference relationship to a service
system

*  Think On-Star in vehicle
e If the car is wrecked, On-Star still exists

* If the MBSE component is removed, then...
* the DE Ecosystem may not exist?

. . o . . * Or...the DE Ecosystem exists with less coherence!
* Closed diamond is a composition relationship

* If the car is wrecked, the component is also destroyed
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WRT-1043 Team
»‘i : ter Belin
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Georgia Research
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Pl: Dr. Nicole Hutchison
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Dr. Yan See Tao

Dr. Mark Blackburn
Mr.Tom McDermott

Mr. Craig Arndt

L4
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ENGINEE

CONTACT US:
serc(@sercuarc.org

WWww.sercuarc.org/contact-us/

ING

SYSTEMS

—

RESERARCH CENTER

NOVEMBER 2-4, 2021
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