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Agenda

• Motivation
• Project Scope
• Outreach
• Mission Engineering
• Dynamic Simulation
• Formal Assurance
• Silverfish Case Study
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Motivation: Advanced Persistent Threat in Critical Systems
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• Social Engineering
• Research, data harvesting

• Physical Engineering
• Components, network ops

• Vulnerabilities
• Zero day

• Attacks 
• Exploits, 

prioritized loss scenarios
• Execute outcomes

• Lack of predictive models
• Resilience

• Design-in, test-in
• Performance measures
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Functional Modeling in Cyber Resilience Engineering 

Loss

Vulnerability
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Approach:  Resilience and Assurance Methodologies – full System Life Cycle
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• Need rigorous methods and tools 
usable in all stages of the SE 
process
• From Mission Engineering to 

Developmental & Operational Test

• Earlier focus on loss causation and 
resilience

• Later focus on risk management 
and assurance

• Continuous evaluation of 
assurance-related quality attributes
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Mission Engineering
• The research shall:

• Conduct a thorough analysis of the current Meta-Model and understand where 
levels are underserved by the data and information obtainable within the 
community to address specific mission engineering system capability needs. 

• Development of FOREST & TREEs
• Standardized model relationships
• Integration of Cyber Survivability Attributes
• Integration into cyber “table-tops” (experience needed)
• Dissemination in tutorial form
• Transition to DAU training  
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Mission Aware Meta-Model: Necessary Information

CSRM Steps & Associated Meta-Model Entities:

1. System Description (Mission, Architecture, Behavior)
• Use Case / Requirement
• Component, Link
• Function, Exit, Resource, Control-Action, Feedback, Context, Call 

Structure Item
2. Operational Risk Assessment

• Loss, Hazard, Hazardous Action
3. Prioritized Resilience Solutions

• Resilient Mode
4. Cyber Vulnerabilities Assessment

• Loss-Scenario, Remediation, Elicited Requirements

Typically determined in 
cyber table-top exercises (TTX)
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Cyber TTX 
Issues:
• Identifying definitive system information/ architecture
• Timely and relevant intelligence community support
• Finding the right people
• Need to be doing much earlier in engineering V
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Example Cyber Vulnerability Assessment
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Remediation Types:
● Hygiene Practice
● Diverse Redundancy
● Defensive / Hardening

Silverfish Example Loss Scenarios
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Metamodel: Elicited Requirements

Elicited Requirement Types:
● Constraints
● Functional
● Performance
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Cyber Survivability Engineering (Steve Pitcher J-6)
ICD: Cyber Survivability Risk Category (CSRC) summary statement incorporates an 

unclassified projected cyber threat and mitigations before formal threat assessment

AoA/CAA/CBA Guidance:  Understand resource/mission risk implications if 
capability unable to meet intent of Cyber Survivability Attributes (CSAs) 

Draft CDD:  Provides guidance to requirements writers on tailoring of  
CSAs to support RFP and TEMP development consistent with the  
updated CSRC and intelligence cyber threat assessment at MS A

Final/Updated CDD & RFP:  Ensures the tailored CSAs are 
sufficiently detailed to be measurable and testable to 

support mission completion in intended cyber-contested 
environment; form basis for Source Selection Criteria

(ICD)

(Draft CDD)

(CDD)

(MDD)

(Updated 
CDD)

(AoA)

AoA: Analysis of 
Alternatives 
CAA: Course of 
Action Analysis
CBA: Capability 
Based Assessment

Generally Independent 
of Design Lifecycle 

Considerations
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Gap to 
address
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CSA Top-Level Requirements

*MITRE, Relationships Between Cyber Resiliency 
Constructs and Cyber Survivability Attributes (CSA), 2019
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Example Elicited Requirements - System
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Elicited System Requirement Sources:
● Loss Scenarios

○ Enable Sensing / Isolation by Sentinel
○ Associated Resilient Mode Management 

(enable / disable / self-test)
● Remediation

○ Provides Sentinel for protection against Loss Scenario
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Dynamic Simulations

• The research shall:
• Work with Meta-Model to initiate a framework for patterns: system models 

and threat models to produce scalable graph structures for system analysis.

• Extended the MA meta-model to support 
specification of simulation constructs

• Developed an extensive set of MA resilience metrics
- demonstrated in the Silverfish model

• Standardized resilience patterns
• MBSE tools still lack necessary integration with 

event-driven and activity-based simulation tools
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Example System Behavior (Functions) via Control Structure
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System Function Examples:
● Graphical Control Structure vs. Tabular View
● Decomposition of Functions
● Triggered by Control Actions / Feedback
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Simulation – Fault Injection

• Issues:
• Limited simulation capability within existing MBSE tools
• Interoperability with dynamic simulation tools
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Resilience Evaluation 
Scenarios



Meta Model Extension – Functional Simulation
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Formal Models and Assurance Testing
• The research shall:

• Connect MA MBSE Meta-Model to Army/DARPA research on formal 
modeling and validation of computer information flows and software code 
execution. 

• Connection remains primarily a manual process
• Conversion of functional system view to structural 

software simulation difficult to support in existing 
tools

• Core features of MA Metamodel – controller 
architecture and behavioral (activity) diagrams – do 
not translate easily between SysML tools and AADL

• Gap remains in behavioral-structural specification 
and assurance testing

• Sentinel functions (at least) and resilient modes 
should use assured design approaches
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Cyber Assured Systems Engineering (CASE)
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DARPA HACMS/CASE Program Toolset

verification is partitioned 
into a series of formally 
proven sub-verifications 
integrated into the top-
down decomposition of the 
system in AADL

The approach is based on the use of formal assume-guarantee contracts

AGREE proves 
behavioral properties 
using modern 
Satisfiability Modulo 
Theories (SMT)-based 
model checkers.

Resolute generates 
assurance cases from 
AADL models

Secure Mathematically-assured Composition of Control Models (SMACCM) final report.
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Questions?

22Systems Engineering Research Center3 November 2021


	WRT-1033: Methods to Evaluate Cost/Technical Risk Opportunity Decisions for Security Assurance in Design 
	Agenda
	Motivation: Advanced Persistent Threat in Critical Systems
	Functional Modeling in Cyber Resilience Engineering 
	Approach:  Resilience and Assurance Methodologies – full System Life Cycle
	Project Scope
	Mission Engineering
	Mission Aware Meta-Model: Necessary Information
	Cyber TTX 
	Example Cyber Vulnerability Assessment
	Metamodel: Elicited Requirements
	Cyber Survivability Engineering (Steve Pitcher J-6)
	CSA Top-Level Requirements
	Example Elicited Requirements - System
	Dynamic Simulations
	Example System Behavior (Functions) via Control Structure
	Simulation – Fault Injection
	Meta Model Extension – Functional Simulation
	Formal Models and Assurance Testing
	Cyber Assured Systems Engineering (CASE)
	DARPA HACMS/CASE Program Toolset
	Questions?

