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Agenda
• Motivation
• Cyber resilience
• Developmental test for 

cyber resilience
• FOREST
• Supporting methodologies
• Requirements, measures, 

and metrics
• Resources
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Motivating Scenario
Assurance–Difficult!
• Physical points of entry
• Off-the-shelf electronics
• Insider threat

Resilience
• Ensure acceptable mission outcome
• Condition on certainty of attack.
• “Point defense rather than perimeter defense.”
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Motivating Scenario
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1.Identify nightmare scenario
GPS compromise

2.Behavior-based detection mechanism
Compare outputs of two GPS units

3.Switch operating mode
Inertial navigation

Additional Benefits:
•Reverse asymmetry; erode attacker confidence
•Minimize changes to the system while maximizing uncertainty for the attacker
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Sentinel-based Cyber Resilience Concept

• A Resilience Mode is a distinct and separate method of operation of a component, 
device, or system based upon a diverse redundancy or other design pattern.

• A Sentinel is a pattern responsible for monitoring and reconfiguration of a system 
using available Resilience Modes. The Sentinel functions are expected to be far more 
secure than the system being addressed for resilience.
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Prior Work
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Cyber Resilience vs. Cyber Assurance
• Cyber Assurance is the justified confidence that a system functions as intended and 

is free of exploitable vulnerabilities, either intentionally or unintentionally designed or 
inserted as part of the system at any time during the life cycle. 

• System “functions as intended” and “free of exploitable vulnerabilities” represent 
the system’s highest-level properties. 

• Assurance is a static property of the system as built.
• Cyber Resilience is the capacity of a  system to maintain state awareness and to 

proactively maintain a safe  level of operational normalcy in response to anomalies 
including threats of a malicious and unexpected nature.

• Agnostic to particulars of attacks; assume attacks will happen.
• Resilience is a dynamic property of the system as designed into a set of 

behaviors.

To be effective in resilience engineering, we must be able to reason about:
• system functions, tasks and missions; 
• how systems operate as they undergo adversity and response.

7



NOVEMBER2-4, 2021 ANNUAL SPONSOR RESEARCH REVIEW

MITRE: Cyber Resilience Techniques and Approaches
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NIST 800.160 vol 2
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Some Cyber Resilience Challenges for Weapons Systems
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• Defining requirements for cyber resilience
• Is it enough to say “the system shall have resilience with 

respect to cyber attacks”?
• How do we reason about the behavior of systems that 

have yet to be built?
• Developmental test

• What are measures and metrics associated with cyber 
resilience?

• What are the intersections with operational test?
• Testable requirements

• How do we anticipate test at the requirements stage? 
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Decomposition of how systems operate 
as they undergo adversity and response:

• Technology
• Humans/operators
• Decision orientation
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Framework for Operational Resilience in Engineering and System 
Test (FOREST)
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FOREST and the Testable Resilience Efficacy Elements (TREEs)
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T&E Considerations per TREE
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T1: Sensing
• Timing and Accuracy of Sensing

T2: Isolation
• Accuracy of performing the automated parts of Isolation
• Value of follow on diagnostics as compared to the delay times

T3: Options
• Number Resilient options per Loss Scenario

T4: Evaluation
• Technical Availability of Resilient Modes
• Operator judgement of Usability and Failure Transparency for Resilient Modes

T5: Confidence
• Resilient Mode self-test mechanisms
• Training modules for Resilient Modes
• Operator consistency in Resilient Mode selection and timing

T6: Readiness
• Operational Availability of Resilience Mode
• Mission Survivability with Resilience Mode
• Mission Adaptability for Resilience Mode

T7: Execution
• TSS to enable Emulation of Loss Scenarios with Execution of associated Resilient Modes

• Test Coverage of Resilient Modes
• System Stability with Resilient Modes
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Cyber Resilience Test - Reference Architecture
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● Many standard tests can be done 
through manipulation of the 
external environment

● Resilience tests require 
manipulation of the system’s 
internal states
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Framework for Operational Resilience in Engineering and System Test 
(FOREST)

Continuous evaluation of assurance-
related quality attributes
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Developing Functional Understanding of System under Adversity

• What to protect and why? Which 
combination of design patterns to employ 
in which mission subsystems?

• Who to involve? What information to 
provide for decision support?

• Blue Team: the system/mission owners
• Input: structured elicitation process from safety 

community
• Output: priorities for system functions

• Gold Team: the systems engineers
• Input: scoping from Blue Team
• Output: systems models (e.g. SysML) 

• Red Team: the in-house adversaries
• Input: systems models and ML tools to 
cross reference with known attacks
• Output: vulnerability assessment
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Cyber Security Requirements Methodology (CSRM)
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MA MBSE Meta-Model Building Blocks
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STPA Overview

• A Loss involves something of value to stakeholders. 
Losses may include a loss of human life or human injury, 
property damage, environmental pollution, loss of 
mission, loss of reputation, loss or leak of sensitive 
information, or any other loss that is unacceptable to 
the stakeholders.

• A Hazard is a system state or set of conditions that, 
together with a particular set of worst-case 
environmental conditions, will lead to a loss.

• An Unsafe Control Action (UCA) is a control action that, 
in a particular context and worst-case environment, will 
lead to a hazard.

• A Loss Scenario describes the causal factors that can 
lead to the unsafe control and to hazards.

STPA is an iterative, methodical hazard analysis technique to identify causes of hazardous 
conditions intended to improve or promote system safety.
• In cyber-physical systems, security can be treated as analogous to safety.

Leveson, Thomas https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf
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https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf


NOVEMBER2-4, 2021 ANNUAL SPONSOR RESEARCH REVIEW

STPA-Sec Overview

• A Loss involves something of value to stakeholders. 
Losses may include a loss of human life or human injury, 
property damage, environmental pollution, loss of 
mission, loss of reputation, loss or leak of sensitive 
information, or any other loss that is unacceptable to 
the stakeholders.

• A Hazard is a system state or set of conditions that, 
together with a particular set of worst-case 
environmental conditions, will lead to a loss.

• An Unsafe Control Action (UCA) is a control action that, 
in a particular context and worst-case environment, will 
lead to a hazard.

• A Loss Scenario describes the causal factors that can 
lead to the unsafe control and to hazards.

● Addresses adversarial causal factors (spoofed, tampered, etc.)
● Incorporates mission view/mission engineering

Young, http://psas.scripts.mit.edu/home/wp-content/uploads/2014/03/Young_STAMP_2014_As-delivered.pdf
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Mission Aware Meta-Model: Top-Level
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Mission Aware Meta-Model: Detail View

CSRM Steps & Associated Meta -Model Entities:

1. System Description (Mission, Architecture, Behavior)
• Use Case / Requirement
• Component, Link
• Function, Exit, Resource, Control-Action, Feedback, Context, 

Call Structure Item
2. Operational Risk Assessment

• Loss, Hazard, Hazardous Action
3. Prioritized Resilience Solutions

• Resilient Mode
4. Cyber Vulnerabilities Assessment

• Loss-Scenario, Remediation, Elicited Requirements
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Mission Aware Meta-Model: Verification & Test
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Verification & Test Meta -Model Details:
1. Verification Requirement

• Function, Loss Scenario
2. Test Configuration

• Component, Link, Resilient Mode, Sentinel
3. Verification Event / Test Activity

• Test Plan / Strategy
• Simulate Test Resource Utilization
• Verify Resilience Constraints
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TREE-based Quality Attributes
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Quality Attribute Types:
● Quantitative: System Measures
● Qualitative: Operator Ratings
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CSA Top-Level Requirements
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*MITRE, Relationships Between Cyber Resiliency Constructs and Cyber Survivability Attributes (CSA), 2019
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Loss Scenario Elicited Requirements (TREE.1 & TREE.2)
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Quality Attributes Measures and Metrics
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●For each FOREST TREE, the test team evaluates relevant quality attributes
○The team determines measures and metrics for each quality attribute 

(example in red below)
■Quality Attribute: Accuracy
● Description: Closeness of the measurements to a specific value

○ Measure: emulatedLossScenarioCount[id]
■ Units: count

● Description: Number of times a specific [id] Loss Scenario is emulated in the System
○ Source: TSS

■ Metric: sensedRatio[id]
■ Calculation: sesedLossScenarioCount[id] / emulatedLossScenarioCount[id]
■ Aligned CSA: Most closely aligned with CSA 07

● The team focuses on the various CSAs and which category the attribute and its 
metrics best align.
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Additional Resources

• Website: 
• https://mission-aware.net
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https://mission-aware.net
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Silverfish Case Study
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Questions?
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