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Benefits of Using a Digital Twin (DT)

Insider Threat Detection Evaluation Challenges
Inference Enterprise Modeling as a DT Technique

Solution Method — Model Based Digital Twin Generation

Discussion
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Constant threats -> need for continuous monitoring

Operational testing is a challenge
o Lack of ground truth
o Data Privacy
o Blackbox models (COTS)
o Sensitive to disruptions

Solution: Use digital twin techniques to create real-time virtual counterpart of
the physical system
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Provides virtual and dynamic digital representation of the system
Enables real-time monitoring of the system
Reduces cost associated with testing and verification

Integration with MBSE reduces ambiguity through unifying system structures
and behaviors
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Malicious threat that comes from
people within the organization

Examples:
> 2019 Capital One: S150M

o Data breach via former employee of vendor

> 2018 Google and Uber: S245M

o |P theft via former employee

2016 DoD 5220.22-M:

o Insider Threat Program Mandate
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Limited understanding of detection accuracy / performance

Confusion Matrix

Positive |negative | Recall _ -ip .
Predicted
positive TP FP Precision — TTTTPF'T'
Predicted FN N ‘ - rp
negative False Positive Rate = TPLTN

Overwhelming number of false alarms / limited ability to reduce the population
to manageable subpopulations for more detailed analysis

Under Coverage Optimal Coverage Over Coverage

..........

® & & & & & & & & @

Inference Enterprise (IE): enterprises that make inferences based on incomplete information (lack of ground truth)
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19 Challenge Problems: description of Inference Enterprise (IE) and data
o Range of threat behavior: accidental compromise to deliberate sabotage
> Missing and/or incomplete data
o Down-select algorithms used: classification / clustering algorithms
o Forecast future performance, evaluate hypothetical upgrades to system

Inference Enterprise Modeling (IEM) methodology
o Build models and evaluate performance

i

I'-_- oy, | I|II

IEM :::
i - ::.II'I ' :t> :> " I

CPs and data ) ] T l ]

Methodology = o
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Formal description of knowledge as a set of concepts within a domain and the
relationships between those concepts

Benefits:

o Provides coherent and easy navigation between
one concept to another - classes and instances

o By having essential relationships between
concepts, enables automated reasoning

o Easy to connect with other ontologies

o Can represent any data format, enabling
smoother data integration

is-a




Relevant Methods — Process Modeling B

Graphical representation of business processes or workflows

Business process: collection of tasks an organization performs to create products, reach goals,
provide value

Process Modeling Languages: Business Process Modeling Notation (BPMN), Event Driven
Process Chain (EPC), UML Activity Diagrams

'J-Stringﬂ cmd=

{"c:/Program

Files /R/R-4.0.3

/hin/Rs cript.

exe”, "C:

(String[] cmd = > JLB‘?P::IRIEE}IIFSFRC X alter (30s) /S!ringﬂ cmd =
{"c:'Program Runtime. M('i: d
Files/R/R-4.0.3 =5 nilows/Syste
{hin/Rs cript getRuntime(). m32/notepad.
exe”, "C: > | exec({cmd) J exe”,"C: -
© /RCP17/Files RC Z after (30s) _ = [RCP17/answer | _ _\% Plot B _>®
P17_PopSyn1. p s/plot_answers .~ Complete
RY String[] cmd = At F' L
Runtime. {"c:Program Runtime.
getRuntimef). Files /[R/R-4.0.3 getRuntime().
exec(cmd) /hin/Rs cript. exec|{cmd)
| — exe"”, "C:
2| IRCPA7/Files/RC | — — E after (60s)  — -_—

P17_rf.R"%

Runtime.

getRuntime().

| exe clcmd)
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Solution Components

IEM Process Ontology

(Protégé) Activity
Diagram
elements

= =) =)

AD Model
Generator (java)

Queries

CP ‘
Characteristics:

Problem Regs

—

Activity Diagram of
suggested workflow

CeiProgram (suingl] cma = Stringll emd =
Files JRIR4.0.3 Q- {"c:/Program RCIM
/bin/Rs cript. — Files /R/R-4.0.3 indows /Sys te
o | Ibin/Rs cript. after (908 m32..1[-.gtenad-

.7 170Fi exe","C: — X ter (90s exe”,"C:
mﬁpyﬁgesznc X after (30s) J/RCP17/Files/RC J/RCP17/ans wer — @
R T » P7_Ir.R": N siplot_ans wers
Ru}r‘mme -0 untime. Axt”}; — % pc F
etR ti;ne{) getRuntime() Runtime.
2 (cmd) getRuntime ()-

2= =) exec(cmd)

Executable in Cameo
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IEM Process Ontology Overview TR e
, ProblemRequirements: characteristics that
(Qommng | define problem
s pmemREquir;: : - . T o Simulate future data based on data provided
| ents - him;t;j _ sm;:m e pmm;mm | Use certain ML algorithm to predict
i ey IR Nen SoiA o Calculate precision, recall, and false pos. rate
tJrzeedecision E’ ReqiB I_ ....... > 5‘ SoliB ‘-lIJ‘

Calc precision,

. Solutions: software assets and/or manual
+ = 4! . e, o . .

ool e | # ReqiC el activities that fulfill requirements

pos rate

| o Population assumptions based on SME input
Correlate 'ﬂ* Req2A ]‘- ....... .j-_Jﬁ p p p

data sources

—»|_# So2A * 4 stenC o Population simulation and/or ML algorithms
oo (8RR T~~~ 2ffgsane |

cocrisore (Vg Reqzc |-~ ProcessTemplate
o Step A: Simulate Populations
o Step B: Down-select
o Step C: Calculate estimates
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Small Example

Input New Problem:

[ 0 owl:Thing l
e N . o Correlate data sources
@ ProblemRequirem | . _ [ g Soutions [ @ ProcessTempiate o Use decision tree to predict
ents lemented tof
implementedBy T par
\'N i{- o <]
Simuiae T sana Calculate precision, recall, and false pos. rate

Output ProcessTemplate:

Se decision  |®
tree

Calc precision,

StepA | StepB | StepC

Sol2A Sol1B Sol1C

Calc F1 score
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1. Use formal process modeling to document the solution workflows

Notation name Concrete note
syntax
Initial Node . Starting point of an activity.
Activity Final - Marked the end or completion of an activity.
Node
/5|ring|] cmd=
{"c:/Program o ] . ] ]
Emﬁfg—iﬁ'ﬂ Fork/Join Node I Fork node has a single incoming edge and many outgoing edges,
. — e Rt F — X after (90s) — — T and it is the reverse for the join node. These elements help modelers
3 = - ring[] emd = . . - -
stnafiicsid P17_Ir.R"); rC: in expressing the occurrence of concurrent sequences in an activity.
LB Runtime Miindows /Syste
r;l:::;“l:fg—l;.?B gelRumi'me{l- m32motepad.
WSELEE | exec{cmd) ] exe”,"C: izimon/ ina/ 1 i i
L Jmee X aftor (305) 5 -— | RCPTianswer | _ _E ~ Decision/Merge <> Usgq to show the starting/ending of an glterna_\tlve sequence in an
® Eﬂ_PopSynL Swingl emd= ﬁ)g.g_‘—“"“e" g ot Node activity. Usually merge nodes are used in caonjunction with decision
Ru-}r'ltime. {c:Program “""'{L“‘%- nodes to model loops within an activity.
getRuntimef(). Files/RIR-4.0.3 g:s(;c‘:r::mel].
exec(cmd) .
- - - - X after (60s)  — Wait Time Action X Implies wait until certain action occurs.
\exel:[cmd]
Opaque Action @ Introduced for implementation-specific actions. Allow modeler to

implement action by running user defined script in languages such as
Java, C++ and others.

Accept Event 2 Action that waits for the occurrence of an Event that meets
Action specified conditions.
Action O An Action is a named element that is the fundamental unit of an

executable functionality. Regular actions are used 1o represent
manual tasks in this work.
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I[EM Process Ontology Development

1. Use formal process modeling to document the solution workflows

[E5 Specification of Opaque Action RCP17 Install Dependencies X [BY Specification of Opague Action <> X

Spedification of Opaque Action properties Specification of documentation and comments N

Specify properties of the selected Opaque Action in the properties specification table. Choose the Expert or All options from the Properties

Write documentation for the selected Opaque Action and create new comments.
drop-down list to see more properties.

B D RY RCP17 Install Dependencies 0o R Documentation/Comments
[€EXIRCP17 Il Dependenci 4 = =t ey abc Properties: | All ~ (3B RCP12 Estimate Correlation [ Hrme @&
~
Documentation/Comments E] e e ~ [E5) Documentation/Comments|

= (C:\Users\james\Desktop\Dissertation\RCP12\Updated Instructions.doox
avigation/Hyperlinks C:\Users\james\Desktop\Dissertation\RCP12\Correlation Study.xlsm

Usage in Diagrams
Pins

Inner Elements
Relations

Tags

Constraints
Traceability
Allocations

Qualified Name
Owner
Applied Stereotype

Body and Language

Body

Active Hyperlink
Redefinition Context
Redefined Element

Is Leaf

Applied Stereotype Instance
Owned Comment

Owned Element

Handler

In Fartition

In Interruptible Region

Model::RCP17 Install Dependencies

@ Model

String[] emd = {"c:/Program
Files/R/R-4.0.3/bin/Rscript.exe",
"C:/RCP17/install_dependencies.R"};
Runtime.getRuntime().exec{cmd)
String[] emd = {"c:/Program
Files/R/R-4.0.3/bin/Rscript.exe”,
"C:/RCP17/install_dependencies.R"};
Runtime.getRuntime().exec{cmd)

[ false

Hame
The name of the NamedElement.

Q Type here to filter properties

Close Back Forward

Help

sage in Diagrams

Delete

Comments

Add Remove

Close Back Forward Help
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2. Generalizing solution methods by creating a process template and categorizing each part of the
solution as a section of the template

""" © signal Property assertions: WF_rcp17_downselect
----- " control_flow

V.. . node Object property assertions
_____ . regular_action B hasElement NODE_rcp17_ds_Ir
..... . a{:oept_eh'ent_a{:ﬁon W hasElement CF_rcp17_ds_Ir_acceptevent_dsjoin
..... . a {:“"I"“]"_ﬁ“ al_node W hasElement NODE_rcp17_ds_Ir_acceptevent
..... O fork_ node B hasElement TIME_rcp17_ds_Ir_duration
..... . im iﬁgﬁ_“me B hasElement CF_dsfork_rcp17_ds_Ir
..... . join_node B hasElement CF_rcpi17_ds_Ir_rcp17_ds_Ir_acceptevent

----- " opague_action
----- ) time_event

v 0 workflow Property assertions: CF_dsfork_rcp17_ds_Ir
/Stringu emd= |} . Step'h Ohject property assertions
we-Program | . n
{ﬁfesfggi',;‘_s : 5:&[‘.'5 B hasTarget NODE_rcp17_ds_Ir
Lb):g{ﬁglpt. stepC B hasSource NODE_ds_fork
/RCP17/Files/RC i
— — — SRR b — — — X after (90s) V- E owlfopObjeciProperty

getRuntim e(). m= hasElement
exec(cmd) -l hasSource

-l hasTarget
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3. Defining traceability links from problem requirements to each solution method — Problem Side

Hvailable Data

Data Characteristic

Down-Select Algarithm Types

Comelation

IFE

DbsDist

Target Behaviar

Correlation &mt Mum Cbs [Num TE Obzervable Data Tupes

Algorithms without Training Set

Algorithms with Training Set

| Additional 05 Fleiuirements| Performance Evaluation |

Mare

Obs

Olb=Time

‘ez

Mo

‘ez

‘ez

Mo

Full Partial | <=16 > 16 32 Botl CortOrly DizeOnly

Alensy=2 Cater=2 Days»=5§ PCADBS MB RF o1 LR

GEM

S

Hrr

W]

HPTure MulkTrain MultTest] CME 5F SPO0

O1(RCFP1.2.3)
RCFP4.6
RCPS

RCP12

CS(RCP 13,14
RCP 15

RCF 16

Q7 (RCP17.18.13)
IRCP 1

IRCP 2

IRCP 3

H

x x®x x x x xox

XX X XX X X XX XX XX

XX X XX X X X X X X XXX XX

H

T X X X X ox o=

x X o= ox X

H

x x X x = ox
x

x S
x x

x X ox oxox x
® X X X X X ox
® EE -

H
bl

XX X X X X X %

=
x

® X ox X o= ox

& 1rRCP1

& IRCP2

& LessThanEqualTol6

& LogisticRegression

& MoreThanlé

& MultTest

& MultTrain

& NaiveBayes

& NeuralNetworks

& NewDownSelectNoTrain
& NewDownSelectTrain
& NoCorrelations

& NolgBiInfo

& ObservableAndTemporalCorrelations
& ObservableCorrelations

Property assertsons: IRCP3

= hasTargetBehavior TargetLabelInfoProvided
== hasDSCharacteristics MultTrain

= hasDownSelectAlgorithm LogisticRegression
= hasCorrAmount FullCorrelations

= hasDSCharacteristics MultTest

= hasObsDistribution ObservableDistributions
== hasNumObs MoreThanlo

m hasCorrelation ObservableCorrelations

= hasPerfEvalQuestions SysPerfObsQual

™= hasObsDataVarType BothTypesObs

= hasIndepPerfEst IPENo
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3. Defining traceability links from problem requirements to each solution method

> Runtime.

(‘string] cmd =
{"c:/Program
Files/RR4.0.3
/bin/Rscript.
exe", "C:
/RCP17/Files/RC
P17_IrR;

getRuntim e().
exec(cmd)

v = gwltopObjectProperty V- owltopDataFroperty
- representsDurationFor - W hasBody
.. triggers Il hasDuration
..M hasLanguage

Property assertions: NODE_rcp17_ds I

Object property assertions

Data property assertions
B haslLanguage "BeanShell”

B hasBody "String[] cmd = {\"c:/Program Files/R/IR-4.0.3/bin/Rscript.exe\", \"CJ/RCP17/Files/RCPAT7_Ir.R\"};
Runtime.getRuntime().exec{cmd)"

Property assertions: TIME_rcp17_ds_Ir_duration

Object property assertions

M triggers NODE rcp17 ds Ir acceptevent

M representsDurationfFor NODE_rcp17_ds_Ir

Data property assertions

B hasDuration "90s"
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3. Defining traceability links from problem requirements to each solution method — Solution Side

Inverse CDF Inverse CDF 20 Rank

Discrete Event Discrete Event Copula Factorized Copula and Rank 2D Rank Correlation Hierarch

Activity Stochastic Activity Stochastic Discrete with  Stochastic Lagistic Inverse COF Copula Correlat Correlat Copula with SME ical

Counts Optimization |Counts with  Optimization SME Optimization Inverse COF |Regression Continucous and ion ion Partial Bayes  Tree Augmented
MIEM Problem Specification Complete Complete IPE with IPE Correlation with DEAC Copula with IPE Discrete Copula Copula Correlation Net Naive Bayes
no correlations X
obsenable carrelations X ¥ X X X X X X
observable and temporal correlations X X
IPE X X X
no IPE X X X X X ¥ X X X X ¥
observable distributions X X X X X X X X X X X
target labels X
no target label info
full correlations X X X X ¥ X X
partial correlations X X X
num obs restriction <= 16 X X X X X
any chservables X X X X X X
continuous observables only X X
discrete observables only X ¥ X X X X

Asserted = Equivalent To
V- owltopObjectProperty v @ owl:Thing hasReq some linear_regression
- implementedBy v @ trace_rules
- hasReq .

SubClass Of

problem_requirement

v-- () down_select implementedBy value WF_rcp17_downselect
; linear_regression trace_rules
b0 process_template
v 0 workflow
i stepA General class axioms
stepB

- stepC
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Small Example

Activity Diagram
IEM Process Ontology Activity Model

(i) Diagram Generator
Queries 5 elements O

xmi:XMI xmins:uml="http://www.omg.org/spec/UML/20131001"
1 :sysml="http://www.omg.org/spec/SysML/20150708/SysML"
:xmi="http://www.omg.org/spec/XM1/20131001"
:StandardProfile="http://www.omg.org/spec/UML/20131001/standardProfile">
<uml:Model xmi:type="uml:Model" xmi:id="eee_1045467100313_135436_1" name="Model">
<packagedElement xmi:type="uml:Activity" xm ="_19 0 4 61£0211 1618337477763_847249_42601" nams="Model">

<edge xmi:type="uml:ControlFlow" xmi '_19_0_4_61£0211_1618359650208_191843_42804"
source="_19_0_4_61£0211 1618359547156_330700_42747"
target="_19_0_4_61£0211_1618359633039_885360_42785">

</edge>

<edge xmi:type="uml:ContrclFlow" xmi:id="_19_0_4_61£0211_ 1621442112183_794503_42117"

" 19 _0_4_61£0211_1618337485490_833892_£2649"
"19_0_4_61£0211_1618359547156_330700_42747">

Problem
Requirements

Query (class expression)

inverse (hasElement) some (inverse (implementedBy) value REC_linear_regression)

<edge xmi:type="uml:ContrclFlow" xmi:id="_19_0_4_ 61£0211 1621442114791 582857_42122"
source="_19_0_4_61£0211 1618359633039 885360_42785"
target="_19_0_4_61£0211_1618337487969_218488_42654">

</edge>

<node xm: ype="uml:InitialNode" zmi '_19_0_4_61£0211_1618337485490_833892_42649"/>

Execute | Add to ontology

<node xmi:type="uml:ActivityFinalNode" xmi ="_19 0_4_61£0211_ 1618337487969 218488_42654"/>

<node xmi:type="uml:OpaqueAction” xmi:id="_19_0_4_61£0211_1618359547156_330700_42747">

<body>String[] emd = {"c:/Program Files/R/R-£.0.3/bin/Rscript.exe", "C:/RCF17/Files/RCP17_lz.R"};
Runtime.getRuntime () .exec (emd) </body>
<language>BeanShell</language>
</node>
<node xmi:type="uml:AcceptEventAction" xmi:id="_19 0 4 61£0211 1618359633039 _B85360_42785">

<trigger xmi:type="uml:Trigger" xmi:id="_19_0_4_61£0211_ 1618359633040_700741_42786"

event="_19_0_4_61£0211_1618359633041_636077_42787"/>

Query results

Instances (6 of 6)
& CF_dsfork_rcp17_ds_Ir
.CF_rcm T_ds_Ir_acceptevent_dsjoin

</node>
</packagedElement>
<packagedElement xmi:type="uml:TimeEvent" xmi ="_19_0_4_61£0211_ 1618359633041_636077_42787" isRelative="true">
<when xmi:type="uml:TimeExpression" zmi 19 0_4 61£0211 1618359633041 831861 42788">
<EeXpr Xm: ="uml:Literalstring"
xm " 19 0_4_61£0211_1618359646328_321972_42800"
value="90s"/>
</when>
</packagedElement>
</uml:Model>
/xmi : XMI>

.CF_rcm T_ds_Ir_rcp17_ds_Ir_acceptevent
& NODE_rcp17_ds_Ir

. NODE_rcpi17_ds_Ir_acceptevent

& TIME_rcp17_ds_Ir_duration
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Both problems use the GMU phishing experiment data set

o A: There are two models that use different sets of data to predict susceptibility to phishing.
Since the two datasets are disjoint, correlation data between the sets do not exist. Forecast
the performance of a model that uses all the data from both models.
> Has continuous and discrete variables
> Has binned data
> Does not have full correlations
o Has random forest

o B: There is a model that predicts staff members’ susceptibility to phishing using staff data.
Faculty data is not yet available. Forecast the performance of a model trained on staff data
and tested on simulated faculty data.
> Has full correlations
> Has continuous variables
> Has binned data
> Has logistic regression
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(RCP12 Estimate |
- 9| Correlation

[ String[] cmd =
@- {"c:/Prograi
File: iR:‘R4I]3
fb iRs ript.
=S [
— IRCPHIFI s/RC - = X after (30s)
P17_PopSyn1.
RY:
Runtime.
getRuntime().
exec{cmd)

’Slring[| cmd= |
{"c:/Program _
Files /RIR-4.0.3
/binfRs cript.

exe”, "C:
._ IRCP17/Files IRC
P17_PopSyn1.

’Stringﬂcmd= |
ci/Program

Files /R/R-4.0.3

IbinfRs cript.

IRCP17IFI s/RC _ s —

eeeeeeeeee

(‘string[] l:md =)

{"c:/Progra
Files IRIRA03

Ib ms ript.
"C: — % after (90s)

[RCPATIFiles IRC
P17_| | R}
Run

getRuntime(]‘
| exec(cmd)

[ String[] cmd = |

I§C:

MWindows /Syste

m]2f otepad. |

s
IRC P1 'H nswer
s /plot_al
At}

'/.Slringl] cmd= )
e

MWindows /Sys te
m32i otepad.

STEs
IRCPﬂf — :
s ers

eeeeeeee

1.Understand the overall flow of the

suggested solution

2.ldentify the software and documentation
location by inspecting the activity elements

of the activity diagram

3.Read the documentation, run the software
modules as-is, inspect the input and output
files, and understand its behavior.

4.Create a copy of the software modules that
point to the new dataset of the challenge

problems

5.Compare the input data file formats of the
new problem to the input and output of the
suggested module and identify places were
appropriate changes are necessary

6.Make the appropriate code changes to the

modules and execute
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Introduced IEM as digital twin technique for insider threat detection enterprises

Developed knowledge base of IEM expertise and model-based solution that can
be used to rapidly prototype digital twins of new I[EM scenarios
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Accurate problem requirement generation
Flexible template generation

Full simulation capabilities of systems modeling software

IEM — Ransomware protection
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Submitted full manuscript at SysCon 2022

Email: jlee194@gmu.edu
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