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Definition of Certification

General Definition: The provision by an independent body of written assurance (a certificate) that
the product, service or system in question meets specific requirements.

-- International Standards Organization; iso.org/certification.html

» Legal requirements (Contractual or non-contractual) identify by which independent
body/bodies (the certification authority) the certification(s) must be issued

» The certification authority defines the form of the evidence that the seeker of the certification
(applicant) must provide in order for it to provide the certification

« This definition is frequently in the form of a standard (e.g., MIL-STD-882E, 1SO 26262, RTCA
DO 178C, IEEE-Std-603-1991, etc.) or certification authority publication

» The standard or publication will usually define specific requirements and acceptance criteria
that the applicant must meet



“Native” SysML



Model Based Certification Process

8.
9.

Ingest certification requirements as SysML requirements
Define the verification methods (certification objectives) for each of the requirements

Locate the relevant model elements in Create Block Diagrams (SysML BDDs and IBDs) of
the system undergoing certification

Allocate the requirements to the system components
Allocate the verification methods to the requirements

Generate Traceability matrices showing certification requirements and verification objectives
VS. components

Generate Certification Plan listing certification requirements and verification methods, and
evidence by component

Obtain Certification Authority Approval of the Certification Plan
Execute the Certification plan and produce the evidence

10.Submit the evidence to the certification authority in the format it requires



Requirements Imported into SysML modeling tool

A Name

Text

188 119.2.3.c

189 119.2.3d

190 119.2.5.a

191 119.2.5.b

192 119.2.5.c

193 119.2.5d

194 119.2.5.e

(&l 119.2.3.cHigher Order Language (HOL) 3

[®] 119.2.3.d Higher Order Language (HOL) 4

[Rl 119.2.5.aFault Tolerance 1

(Rl 119.2.5.b Fault Tolerance 2

[R] 119.2.5.cFault Tolerance 3

[Rr] 119.2.5.d Fault Tolerance 4

[Rrl 119.2.5.eFault Tolerance 5

Use of Assembly or Machine Language shall be justified in the NCIS in accordance with
AFI 63-125, paragraph 3.2.2. Otherwise, a request for deviation shall be submitted.

The original language shall be used when modifying critical software.

Software shall be designed to provide self-check, confidence or test routines to verify
the integrity and proper state of hardware devices that affect or execute critical
functions.

Software shall be designed to detect critical function failure modes during power-up and
operation.

Transitory faults (such as corrupted message packets) that do not indicate degraded
processing capability shall be detected and dealt with, but do not necessarily need to be
reported to the operator.

The system specification shall specify acceptable transitory fault rates.

Troubleshooting and maintenance operations shall prohibit using any nuclear weapon as
a troubleshooting tool.




Definition of Verification Objectives

Verification Criteria from Section 3 of AFMAN 91-119



Allocation of Requirements and Verification Methods

arequirements
Prevent Inadvertent Arm or Launch

Id = "AFI 91-101.3"

Text = "There shall be positive measures to
prevent INADVERTENT prearming, arming,
launching, or releasing of weapons in all
normal and credible abnarmal environments."

«deriveReqt» Derive Relationship

™
|
|
|

arequirements
Memory protection

Id ="AFM 91-119-2.13 2"

Text = "System shall have provisions to ensure
erroneous data resulting from an uncorrected
memory system error do not affect any critical
function or component.”

S
|«deriveReqt»

ablocks | arequ rements E n
Variable Initializaiton

OFP | | Verify that all variables used by the
parts Id = "NSR-F-27" OFP are properly initialized prior to
Gukance_System . C--J““E_E:m'ﬂ_ ) |Text = "The OFP variables used to control the ‘ first use. .
operafions “Sﬁt_'sfﬁf”_- — = “lissuance of critical commands shall be initialized
Initialization() - =~ prior to use.” E Wil f .
Self-Check() g . _wverifys !
Ignition() stestCases

Liftoff( Satisfy Relationship Verify Relationship | P9

Attitude _Control{})
Stage_Separation() i
Thurst_Control{} +Breakpoints()
Streeringl()




Requirements Allocation Matrix

Legend
/" Satisfy
" Satisfy (Implied)

System Elements

od 3 RV

B
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=/ Requirements 58 31 10 97 207 22 40 17 19 36 94 18 114 25 82 46 26 123 4 13 6 124
7] AFMAN 91-118 58 31 10 97 207 22 40 17 19 36 94 18 114 25 82 46 26 123 4 13 6 124
[[R] 118.2.2.2.1.1.a Critical Functions - Authorization - Device Of ./ ] ’
[’ 118.2.2.2.1.1.b Critical Functions - Authorization - Informatii s
[[rl 118.2.2.2.1.2.a Critical Functions - Authorization - Positive C ./
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Req u | re m e nts [®] 118.2.2.2.1.2.c Critical Functions - Authorization - Attack/By| ./~
[’ 118.2.2.2.1.2.d Critical Functions - Authorization - Attack/By ./
[®] 118.2.2.2.1.2.e Critical Functions - Authorization - Latching ¢ ./~
[’] 118.2.2.2.1.2.F Critical Functions - Authorization - Safing/Rel ./~
[Rl 118.2.2.2.1.2 Critical Functions - Authorization - Control Dev ./
[[’] 118.2.2.2.1.b Critical Functions - Authorization - Devices to | ./
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Tables showing Requirements and Verification Objectives for Each

Component

Component
(=]
Arming and Fuzing

Assembly [AFA]

[System Structure::MMIIT
ICBM::Post Boost Vehicle

[RS]::Reentry Vehicle
[RV]::MK-21 Mod 3
RV::Forward
Section::Forward Section]

Allocated Requirements

118.2.2.2.1.1.a Critical Functions - Authorization - Device Operation

118.2.2.2.1.1.b Critical Functions - Authorization - Information Control
Concept

118.2.2.2.1.2.a Critical Functions - Authorization - Positive Design
Features

118.2.2.2.1.2.5 Critical Functions - Authorization - Protection Against
Inadvertent Operation

118.2.2.2.1.2.c Critical Functions - Authorization - Attack/Bypass of
Device

118.2.2.2.1.2.d Critical Functions - Authorization - Attack/Bypass
Indication

118.2.2.2.1.2.e Critical Functions - Authorization - Latching and
Protection

118.2.2.2.1.2.f Critical Functions - Authorization - Safing/Relocking
Function

118.2.2.2.1.5 Critical Functions - Authorization - Control Devices

118.2.2.2.1.b Critical Functions - Authorization - Devices to Prevent
Prearming/Arming

118.2.2.2.2.1.a Critical Functions - Prearming - Uniquely Coded Signal

118.2.2.2.2.1.b Critical Functions - Prearming - Command Signal
Unavailable

118.2.2.2.2.2.a Critical Functions - Prearming - Isolation from Circuits

118.2.2.2.2.2.p Critical Functions - Prearming - Avoid Wires that Carry
Power

118.2.2.2.2.5 Critical Functions - Prearming - Command

118.2.2.2.2.h Critical Functions - Prearming - Separation from
Authorization Function

118.2.2.2.2.c Critical Functions - Prearming - Preclusion
118.2.2.2.3.2 Critical Functions - Launching - Control

Related Verification Objectives
T
A&F system chemical compatibility

T

AMAC and release systems independence
o

Authorized/Unique Signals Transmitted Unaltered

@

Certification evidence for embedded software and firmware

@

Certification evidence for non-specialized COTS equipment

=]

Certification evidence for specialized COTS equipment

@

Common ground reference for signal returns

@

Conformance to MIL-STD- 461 and MIL-STD-464

=]

Critical circuit isolation

@

Design criteria for EMR protection

@

Device authorization through command and control channels

@

Requirement
]
19.2.10.2 Idle Operations 1

Components

MIL-STD-1750A CPU

[System Structure::MMILI ICBM::Post Boost Vehicle [PBV]::Missile
Guidance Set [MGS]::NS50 MGS::Missile Guidance Computer
[MGC]::Missile Guidance Computer [MGC]::Computer Memory
Module [CMM]]

Verification Objectives

T
CSCI Contains Only Bit Patterns

|

19.2.10.5 Idle Operations 2

MIL-STD-1750A CPU

[System Structure::MMIIT ICBM::Post Boost Vehicle [PBV]::Missile
Guidance Set [MGS]::NS50 MGS::Missile Guidance Computer
[MGC]::Missile Guidance Computer [MGC]: :Computer Memory
Module [CMM]]

T
CSCI Contains Only Bit Patterns

|

19.2.12.2 Initialization and
utdown 1

Missile Guidance Computer [MGC]

[System Structure::MMIII ICBM: :Post Boost Vehicle [PBV]::Missile
Guidance Set [MGS]::NS50 MGS::Missile Guidance Computer
[MGCT]

™

NSCCAed or IV&Ved Software, Firmware and Automata Provide Means
of Determining Correct Code or Logic

=

119.2.12.p Initialization and
Shutdown 2

Missile Guidance Computer [MGC]

[System Structure::MMILI ICBM::Post Boost Vehicle [PBV]::Missile
Guidance Set [MGS]::NS50 MGS::Missile Guidance Computer
[MGC]]

T

Identify Unauthorized Entries Prior to a Nuclear Function

=

119.2.13.2.2 Memory Protection 1

Memory Arbiter and 10 Bus Controller

[System Structure::MMILI ICBM::Post Boost Vehicle [PBV]::Missile
Guidance Set [MGS]::NS50 MGS::Missile Guidance Computer
[MGC]::Missile Guidance Computer [MGC]::Computer Memory
Module [CMM]]

@

Failure Modes of Hardware are Recognized

@

719.2.13.2.6 Memory Protection 2

Memory Arbiter and 10 Bus Controller

[System Structure::MMIIT ICBM::Post Boost Vehicle [PBV]::Missile
Guidance Set [MGS]::NS50 MGS::Missile Guidance Computer

T
SW Wait, Stop, and Halt States
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Generation of the Certification Plan from the Model using a Template
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Discussion

* Advantages
— The Applicant uses tool capabilities to automate production of required documentation in the form expected by the
Certification Authority (usually Microsoft Office or .pdf file formats)
* Document generation is supported by features in major SysML tools (Templates or Virtual Documents)

— With automated generation, “design freezes” are not necessary
— The Certification Agency receives the documentation in the conventional form — does not need to be aware that a
model has been used to produce it

* Disadvantages
— Requirements, verification methods, satisfy relations, and verify relations describe certification activities, but they
don’t actually perform them
— Documentation generation and templates are not standard within SysML — templates are not portable and specific
capabilities vary by tool



Use of a Profile to Extend SysML to a Specific Domain
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What is a Profile?

* Profiles tailor SysML to a specific purpose

— A system unique “dialect” of the modeling language (adding
concepts and relations to tailor it to a specific domain)

* A profile consists of
— Meta-Model, for profile organization and identification of relations
— Profile elements
* Stereotypes (i.e. labels), for distinguishing types of elements
* Tags (i.e. properties), for describing types of elements
— Manually-specified fields
— “Derived” Properties, using model navigation and scripts
* Relationships, for connecting types of elements
— Include their own properties
* Constraints, for limiting values on tags (if applicable)
— Views into the model

* Pre-configured diagrams and tables, for displaying the new
information

— Templates for Exported Artifacts

* Templates for external documents and reports, for extracting
profile information

System
Domains

%—\_

)
Profiles |
Base SysML




14

What does a Profile Consist Of?

* A profile consists of
— Meta-Model, for profile organization and identification of relations
— Profile elements
* Stereotypes (i.e. labels), for distinguishing types of elements
* Tags (i.e. properties), for describing types of elements
— Manually-specified fields
— “Derived” Properties, using model navigation and scripts
* Relationships, for connecting types of elements
— Include their own properties
* Constraints, for limiting values on tags (if applicable)
— Views into the model
* Pre-configured diagrams and tables, for displaying the new information
— Exported Artifacts
* Templates for external documents and reports, for extracting profile information
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Simple Meta-Model for a Local Area Network (LAN)

Network
* Meta-Models describe the e
relationships between profile
concepts HDJ;* L has
* A profile begins with a concept, g has
translated into the modeling has
language and refined 1 1 1
) Address Property Location
— For example, define the 1 i
concepts for a local area e e
computer network (LAN) [ [ L e
MAC address IP address InventorylD

Room

Rack

Slot




Stereotypes for the LAN Meta-Model

Using the LAN meta-model, we define a simple profile that Animated

consists of 3 stereotypes

xstereotypes xstereotypes xstereotypes ke
Network Node Location Property has
[Element] [Element] [Element] L
FLNDWIES FLNDUIES — FLNDUIES naE
+MAC : String +Bldg T Strimy +nventoTyNT—5StFRg has
+|P : String +Room : String T —
+Rack : 5tring .
+Slot : String = |

has has

MAC address | ‘ IP address ‘ InventorylD

=
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Applying the LAN Stereotypes

B @ 2

eblocks
Network
SErVer workstation router
eblocks eblocks xblocks
sLocations Workstation Router
xPropertys o
aMetwork Node»
Server

When the three stereotypes are
applied to a standard SysML block,
the block “becomes™ a network node
inheriting the “tags”

] server
- |EY] Documentation/Comments
- |EY] MavigationMyperlinks
- e in Diagrams
B [E] Usage In
- B Constraints
H| Ports/Interfaces
P fies

| Attrib
Facts
- [B| Operaios
- [B] Signal Recepti
- [B] Behaviors

- [B] Relations
-5

- B Traceability

- B Allocations

- [B] Inner Elements
- |E4| Template Parameters
Instances

Tags

Profile
-

hd

v | <ALL=
L] II:EI

L

=Z =\ B8 |E=

=& «Block
L O isEncapsulated

M- ## sl ocations

- (1 Bldg
- 1 Foom
e i2r Slot

- #% aietwork Mode:s

- O TP
w O MAC

[El- % «Propertys
Lo ¢ InventoryMo
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System Safety Profile Meta-Model

bdd [Profie] System Safety Profile [ Meta-Model ] J

-~
«analyst fors -
-~

canalyst fors e
- - = “xaction person fors
«Safety Personnel»
Safety Personnel

«System Safety Hazard» A
Meta-H.1 System Safety Hazard

( -7 - 1. Safety Data

«System Safety Efforts 7]
System Safety Effort N
____________________ For readability, not all relationships nor
| «PHL» G | |«PHA» TR tSRH:» 8 || «SSHA B = .
3. Workflow i ‘ o g oA
I - - =
. and Progress «i::»ﬂl costas GG | (e BB [cFas @) [ ooy oty effors |
|
I : - |
| TraCkI ng «SOSHA» a «EHA» m «SWHAS a I
SOSHA EHA SWHA H

l analyzed in» 5 -4 2. DeSIgn
(h b \ / «blocks [
| |:Safety Organizations . > \ / wanalyzed in» chazardofs _iSystem Element |
| Safety Organization - N « o\
| -

_____ «System Safety Software» -
Software | |
| e ' |
X L _ | P | |
arisk from» | hazard derived froms - ~ selement impacted by» esatistys | |
| . - = : |
«System Safety Risks 9 _ _ _ _ _ ‘m;;Ti::nt' _ | I
= Meta-R.1 System Safety Risk «impacts needs Requirement |
x 0 g T !
emitigation not | | emitigatess — = |
implementea» : , . | ederiveReqts | |
— | |
«System Safety Mitigations ) «deriveRegts «System Safety Requirements | | I
Meta-M.1 System Safety Mitigation [~ ~— — — — — A System Safety |
pu— Requirement A
Li
selected measuresl _— |
<System Safety Mitigation Measure» L _ _ _ _ _ _ _ _ _tnecessary for mtigatons
Mitigation Measure

Animated

Task 200 analyses

Hazard element

Hazard tracking and
mitigation
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Tables produced from Queries in the Profile

HAZARDS Name l Hazard Description I Event Or Phase Causal Factor ] Effect | Derived Hazards | Applicable Elements | Analyses Completed |
Inadvertent activation Operation Hardware EquipmentDamage | A Ex-+H.1Example 1Safetyt ] Example System 73 PHL Bxample
1 [ExH.1 A EBxample 1SafetyHazard mc':mgi’ 'em'aﬁ':d < i Personnel Injury A Ex+.5 Bxample 8 SafetyF
interface cable A\ Ex+H.9Example 9 Safetyt
Premature initiation Operation Hardware Environmental Impact 'A Ex-H.3 Example 3 Safety+ & Example System .ﬁ PHL BExample
signal is generated by Operational Environment
2 [Ex-H.2 A\ Bxample 2 SafetyHazard damaged fuse and
switch due to common
cause shock environment
RISKS D I Name | Hazards Mitigations Risk Status I Initial Risk Assessment Code | Target Risk Assessment Code | Final Risk Assessment Code
A Ex+.1Bxample 1SafetyHazar ) Ex-1.1 Example 1 Safety Mi
1 ExR.1 & Eample 1 SafetyRisk @) Ex-M.5 Example 1 Safety Mi Open A 14 A F A E
&) Ex-M.6 Example 1 Safety Mi
2 ExR.2 & Bample 2SafetyRisk | A Ex-H.2 Bxample 2 SafetyHazar &) £x-M.2 Example 2 Safety Mi Realized A\ 1A A 28
MITIGATIONS Name |  Hazards ] Impacted Needs Mitigation Description | Mitigation Measures List | Derived Requirements | Mitigation Status
- Ex-H.1 Ex-SysReq.1 i Mitigation through itigati
1 Bl & Bxample 1SafetyMtigation A\ Ex+H.1Bxample 1SafetyHazard |[®] Ex-SysReq.1 Example 1Requirement soft?:a'e & 7% Bxample 1 Mitigation Mea: T ——
‘ 73 BExample 2 Mitigation Mea:
A\ Ex+.2 Bxample 2 SafetyHazard |[®] Ex-SysReq.2 Example 2Requirement | Mitigateby Bl ex
2 ExM.2 &) Bxample 2 Safety Mitigation software rewrite =
B &x
- ExH.4 Ex-SvsReq.3 i Mitigate thr
3 [ExM.3 &) Example 3 Safety Mitigation Ac i Femie 1 Sefttyresnl (ERE SEM 3Re°“fremem u,f,,g e Not Implemented
4\ Ex+.3 Bxample 8 SafetyHazard |[®] Ex- =q.4 Bxample 4 Requirement
PROGRESS ' ~ Stereotype | Name | safetyHazard Analysis | Analysis Start Date | Analysis Completion Date | Analyst Comments © actualCompletionDate
Ty Teraras——Z) System SafetyHazard [Cl: /A Ex-H.1Example 1SafetyHazard T3 PHL Example 4/1/19 4/7]19 _ $ SafetyAnalyst 1 No Comment 78/21/19
2 .D Hazards A System Safety Hazard [Clz A\ Ex-+H.2 Example 2 SafetyHazard | §& PHL Example 4/1/19 4/7/19 _ % Safety Analyst 2 8/13/19
3 ‘E} Hazards A\ System SafetyHazard [Cl: A Ex-H.2 Example 3 SafetyHazard T3 PHA Example ‘*' 8/19 4/14/19 _ $ Safety Analyst 2 No Comment 8/14/19
4 _D Mitigations ,, System Safety Mitigation | &) Ex-M.1 Example 1 Safety Mitigatic ¥ SRHA Example 7/9/18 11/1 _ 8/20/19
5 |30 Mitigations | ) System Safety Mitigation || &) Ex-.2 Example 2 Safety Mitigatic ¥& SRHA Example 7/9/18 % Safety Analyst 2

Implemented using generic table capability of Cameo Systems Modeler



Model Exports: Risk Matrix

SYSTEM SAFETY RISK MATRIX

o, | | E ||

System Safety Risk Matrix (template) e - o o o)
* Risk level summary lists the number of hazards in each risk level "o A )
« First number counts hazards in each risk category o o | W
« Second number counts the hazards planned for this category after all o e (1) Wi
mitigations Impraable 4 (o) o (1) i (1) 4 (o)
Risk Burndown (export with data) e 0 o) o () o (1) (4

« Shows planned risk reduction based on Risk, Mitigation strategy,

mitigation measures, and mitigation action profile model elements womam | e L e R " | rargen 10
« Shows actuals based on dates in mitigation measure and mitigation Freauent e

action profile model elements N ’
® Serious
Occ?(sii)onal 11/11/2019 E
— Model templates were created within the profile SO o
— Templates can automatically export data to Microsoft Office (and Open mpobatle “‘/52."’."?_’.\.4\“’.”5."””’ (<]
Eliminate
Office osd) files — 2

— Implemented using “Report” and Velocity Template Language (VTL) o meme

= @ = Estimated Burndown il Actual Burndown EI Current

capabilities of Cameo Systems Modeler
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Model Exports: Template for MIL STD 882E System/Subsystem
Hazard Analysis Report (SSHAR)* Template

Program: Name of the safety effort or similar construct in which

this hazard is being analyzed.

Hazard: [Hozard ID] Name of the

hazard element

Status: OPEN/CLOSED

Type: A comma-separated list of the type of hazard (e.g. electrical thermal, etc )

Failure Mode: A comma-separated list of the failure modes associated with / resulting from the hazard.

PHL PHA SS5HA SHA O&SHA

HHA FHA SOSHA EHA SwHA SRHA

CMPLT IP N/A

System/SubsystemfCl: The systems affected by the
hazard, including software, separated by comma.

Health Conditions: The conditions impacting

personnel health, separated by comma.

System Event/Phase: The event or phase of the
mission when the hazard could be encountered.

System Functions: The functions of the system

affected by the hazard, separated by comma.

System Operation Description: A description of the

nominal operation of the system

Environmental Components: The components of the
environment affected by the hazard, separated by

comma.

Hazard Description:

The detailed description of the hazard, including a short, concise statement of the condition.

Causes of Hazard:

- Abulleted list of causes

Effects of Hazard:

The description of the overall effects of the hazard, along with

- A bulleted list of the different effects, for clarity

Initial Date: The date when the hazard was first

identified or discovered

Action Person: The name of the person in charge of

or managing the hazard

INITIAL RAC: Initial Risk TARGET RAC:
Severity: 1-4 Severity:
Probability: A-F Probability:

Target Risk FINAL RAC: Final, accepted Risk
1-4 Severity: 1-4
A-F Probability: A-F

Multiple mitigations, each with their own measures, may be associated with a single hazard. Hence, there may

be several mitigation sections.
Mitigation Approach:
The overall description of the mitigation.

Recommended Action:

1. (Name of Measure} Numbered list of actions from associated measures and ordered by measure type.

Applicable Standards / Remarks / Hazard Frequency Data:

Effect of Recommended Action (Final Risk):

Status and impact of recommended or other hazard controls.

Date of Analysis:

Analyst:

Comments:

Supporting Documentation:

List of links to or names of documentation supporting the information above.

« Template combines information from hazards, system
descriptions, mitigation status, safety and personnel.

« Exported as a Microsoft Word document

Implemented using “Report” and Velocity Template Language (VTL)
capabilities of Cameo Systems Modeler

*DI-SAFT-80101C
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Discussion

* Advantages
— Combines program- and domain-specific information with the system design model
* Allows relevant certification data to be entered directly into the primary architecture model
— Allows allocation and tracking of certification requirements conformance
* Allows data to be retrieved into views and reports
— Enables the system modelers to more easily communicate with domain experts
— Presents up-to-date system information on certification status in common, pre-configured formats
— Generates Certification Authority specific artifacts on demand

— The Certification Agency receives the documentation in the conventional form — does not need to be aware that a
model has been used to produce it

* Disadvantages
— Profiles describe certification activities, they don’t perform them
— Correct and complete profiles require significant time and resources to create
— Features such as document generation are not portable among different models



w

Use of the Model ltself
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Description

Modelers insert elements inserted into the SysML model at design time. Subsequently, the model is
processed and analyzed by formal methods tools

Because of its textual representation, SysML v2 is well suited to use of the model itself for certification

Showing satisfaction of properties agreed upon with the Certification Authority would be the basis for
certification

o SysML v2 Tool
A pipeline such as Plug-in (feature extraction)
this enables well-
established formal I
methods tools to
be connected to Data Interchange Component

the model and 1
used for analysis

y A4 v

OCRA nuXMV SMT

Contract- Model Linear
based design Checking Temporal Logic
(FSMs)
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Example: SysML Block Definition with Assumption-Guarantee Contract

Contained in SysML models 7 et i

Tools such as OCRA can reason et det sl

about Assumptions and i s e s R

Guarantees R —

attribute sense : Contract
/-/dyassert constraint :>> assumption

Assumption attribute | s N,

defines properties to be satisfied by the SR SSEacEenten st

context (the environment) in which a
component is used

speed == @ and G({(next({speed}) - speed) <= 1 and (next({speed}) - spee
}

assert constraint :>> guarantee

" r
1
/ we expect that
// - there is alwa\

Guarantee attrIbUte - the delta ':-:":ur;-:-: '* the sensed speed is <= 4
describes bounds on the behavior of
the component when the context - S RERSS ReL SR
. . . always ({(sensed_speed - speed <= 4) and (sensed_speed - speed >= -4) an
satisfies the assumptions 5 P e e SR M SR T
~ }
b
i & Progress [/ Problems X %] Vand VResults %] Contractimplementation trace %] Contract refinement trace
0 items
Description Resource Path

SysML v2 example from model developed by Stefano Tonetta and Luca Cristoforetti, FBK Institute, Italy, 2024

= B e PlantUML X

A

v

SSR (Speed Sensor)
Graphical

representation)

. 33k

B st s gl
seras Conlract

] Behaviourtrace ¥ FmeaTable [ Console |- History

Locatior



Automated Generation of FMEAs from SysML Models

1. Identify Failure Propagation Paths with IBDs 2. Define Internal Component Failure
Propagation and Transformation

[ ibd [Component Type] Video System[ Video System ])

od [Sysie Paysd [ Pyord 1]

siok = — o source
Tiion battery - Lilon Battery | sink source

o

BT = s lrinimltsr:lrinsm\kled: [ Blurry Image |
. — = — somee” [}——""] T J§| No imege
i sourcerh - [

" F \ Bad Image

[T woltage Regulstor  Voltage Regulator |-+ -
snk sourceth |7 N { 7 No Output

L_I"Corrupted Image

Unintended Image

{ | | Falsfied Image
1 Han F
F 9 1 Hang
L Crash / =
= Crash
R e CEl e T navigation systsm : Navigation System video sensor : Video Sensor ‘com puter - Com puter 1 =L

N ok omdp o O 2 N . i souroath ol e th
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Discussion

* Advantages

Certification can be performed on the model
Allows allocation and tracking of certification requirements conformance
* Allows data to be retrieved into views and reports
Enables the system modelers to more easily communicate with domain experts
Presents up-to-date system information on certification status in common, pre-configured formats
Generates Certification Authority specific artifacts on demand

* Disadvantages

Model-based certification methods are at the research stage

SysML v2 has not yet been formally approved and released

Requires substantial expertise

Agreement with the Certification Authority must be reached on acceptance criteria for formal methods
Certification of the model is not the same as certification of the system




Conclusions



Conditions for Successful Certification Using SysML

® Applicant capabilities
o Capabilities in MBSE
o Development process based on SysML
o Inclusion of certification requirements, verification methods in the Model Development Plan
o Production of Certification Artifacts in the form expected by the Certification Authority
® Certification authority capabilities
o Development of model acceptance regulatory guidance
o Model analysis capabilities, methods, and tools
o Evaluation process
® Model Based Certification Plan
o Artifacts and evidence to be provided
o Acceptance criteria
o Evaluation process
o Process for modifying the plan
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Closing Remark

* Which project will be the first to undergo Model-based Certification?




31

References \

* Stefano Tenotta and Luca Cristoforetti, “Formal verification and safety analysis for SysML v2 with nXmv,

OCRA, and xSAP”, presentation at the OMG Systems Modeling Community, February 22, 2024 (available
online at www.omg.orq)

* Ross Raymond and Myron Hecht, “A SysML Profile for MIL-STD-882E (System Safety)”, 32"d Annual
INCOSE International Symposium, June, 2022



http://www.omg.org/

	Slide 0: How Can SysML Support Certification?
	Slide 1: Agenda
	Slide 2: Definition of Certification
	Slide 3: “Native” SysML
	Slide 4: Model Based Certification Process
	Slide 5: Requirements Imported into SysML modeling tool
	Slide 6: Definition of Verification Objectives
	Slide 7: Allocation of  Requirements and Verification Methods
	Slide 8: Requirements Allocation Matrix
	Slide 9: Tables showing Requirements and Verification Objectives for Each Component
	Slide 10: Generation of the Certification Plan from the Model using a Template
	Slide 11: Discussion
	Slide 12: Use of a Profile to Extend SysML to a Specific Domain
	Slide 13: What is a Profile?
	Slide 14: What does a Profile Consist Of?
	Slide 15: Simple Meta-Model for a Local Area Network (LAN)
	Slide 16: Stereotypes for  the LAN Meta-Model
	Slide 17: Applying the LAN Stereotypes
	Slide 18: System Safety Profile Meta-Model
	Slide 19: Tables produced from Queries in the Profile
	Slide 20: Model Exports:  Risk Matrix
	Slide 21: Model Exports: Template for MIL STD 882E System/Subsystem Hazard Analysis Report (SSHAR)* Template
	Slide 22: Discussion 
	Slide 23: Use of the Model Itself
	Slide 24: Description
	Slide 25: Example: SysML Block Definition with Assumption-Guarantee Contract
	Slide 26: Automated Generation of FMEAs from SysML Models
	Slide 27: Discussion 
	Slide 28: Conclusions
	Slide 29: Conditions for Successful Certification Using SysML
	Slide 30: Closing Remark
	Slide 31: References

