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N

CYBER RESILIENCE

U Today’s session will be recorded.

O An archive of today’s talk will be available at: www.sercuarc.org/serc-talks/ as well as on the SERC YouTube
channel.

0 Use the Q&A box to queue up questions, reserving the chat box for comments, and questions will be answered
during the last 5-10 minutes of the session.

QO If you are connected via the dial-in information only, please email questions or comments to
SERCtalks@stevens.edu.

O Any issues? Use the chat feature for any technical difficulties or other comments, or email
SERCtalks@stevens.edu.
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The Systems Engineering Research Center (SERC) is a federally funded University Affiliated Research Center managed
by Stevens Institute of Technology.

Any views, opinions, findings and conclusions or recommendations expressed in this material are those of the author(s)
and do not necessarily reflect the views of the United States Department of Defense, OUSD (R&E), nor the SERC.

No Warranty. This SERC - Stevens Institute of Technology Material is furnished on an “as-is” basis. SERC and Stevens
Institute of Technology makes no warranties of any kind, either expressed or implied, as to any matter including, but not
limited to, warranty of fithess for purpose or merchantability, exclusivity, or results obtained from use of the material.
SERC and Stevens Institute of Technology does not make any warranty of any kind with respect to freedom from patent,
trademark, or copyright infringement.

This material has been approved for public release and unlimited distribution.
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Secure Cyber Resilient Engineering

In the Era of Competition
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Engineering Cyber-Resilient Weapon System
Workforce Development

Problem Statement:
Workshop 6 {Jul 31~ Aug 2 2018)

»  The evolving and complex nature of the
challenges presented by critical sysfems
operating in contested cyberspace environments
requires unique skills beyond those addressed by  Goal; Identify skill sets and curriculum needs for our current and
information technology security education. future engineering workforce

» Dol must develop the ability to engineer and

assess the combined safety, security, and L. ) .
resilience in current and future systems in the * Understand engineering education gaps related to cybersecurity

presence of determined cyber adversaries. * Develop Need's for today's engineering workforce
* Develop Need's for tomorrow’s engineering workforce
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State of the Engineering Workforce; Cybersecurity Engineering
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Secure Cyber Resilient Engineering

Considerations
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Weapon Systems Characteristics

Configurations, States, Modes, Transitions |

Defining
Themes

Deterministic, Adaptive, Predictive, Intelligent |

Characteristics n
Manual, Autom ated, Semi-Autonomous, Autonomous |

Selt-sufticient
Strategic or
Tactical Systems

Quality Properties

Resl-time, Event-driven, Distributed, Networked, Time-synchronized, Feedbsck Control Function |

Enginzering Methods - - - - -
Constrained [Execution, Size, Weight, Power, Form Factor, Connectivity, Environment] |

SEnsors, IRstrumentation, Seif awareness, ERVironmental awareness |

Failure tolerant, Fault tolerant

Kormal Conditions

Capability, Interoperability, Performance,
Relinbility, Resiliznce, Safety, Security,
Survivability

Non-malicious

Maximum
Wea pﬂn :;::‘“:: Regquirements, Specfication |
Systems Comrectness and n .
‘F Effactivensss lllg:in!iril‘ Methods, Architecture, Design, Interfsces |
Appreaches,
Froceszes, Tools Dependability, Fit for Purpose,

Nuclesr Surety

Rotary Wil
pr——
Menagement,

Maritime |< EI Scalability ™ Meduiarity, Composabiity,

Cartification, Risk
Acceptance

Recognize p—
d."femmes "T Function
Space
Weight
Power
Environment

Provide consistency in:
- Methodologies

= Risk Decisions
= Analysis

i :"::I'I1I'2-IH| MDA Systems and Mission Engineering Conference Distripy,  DNistribution Statement A: Approved for public release. Distribution is unlimited. oy
Oct 2018




Secure Cyber Resilient Engineering

Approach to Requirements Derivation
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Requirements Derivation,
System Design, and Systems Analysis

Capability needs, loss [ Capability ] A Loss scenarios
concerns, acceptance Needs, Priorities, Constraints M - Causal factors
— Mission ‘ Vv o Aftack, subversion
- System E o Error, fault, failure
_ mrrme s [ Stakeholder Requirements ] = (,J A:use misuse
certification, policy — Conditions
— Assurance ‘ ? . Exposure, hazard, vulnerability
/ ~3!T \\ — Adversarial threat informed
]
Requirements T o Threat data-dependent
R Y o Threat data-independent
. ——e |
Sl System architecture, H'g:g';::‘“
L@ design, interfaces, __Requirements Ml System function, interfaces,
gl interconnections g data, interconnections
u B Exposure, hazards, " Low Level | . - Functional, data, control flow
c vulnerabilities R Dlllﬂiun " 1 A interactions
" . ._Req J . .
T B Critical functions \ s _// v e Interactions not anticipated by
U o Mission ‘ I the system requirements
R Systemn — Exposure, hazards,
Security 1 i Q I biliti
mplementation vulnerabilities
E Safety of the Design R

Applied with rigor necessary to achieve the targeted level of confidence

22 Annual NDIA Systems and Mission Engineering Conference

et 3013 Distribution Staterment A Approved for public release, case ¥ 20-5-0066 applies. Distribution is unlimited.
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Secure Cyber Resilient Engineering

Security Considerations

Engineering Requirements

{ Capability

Needs, Priorities, ConstraintsJ

Stakeholder
Requirements

=

Validation
of the Implementation

]

System
Requirements

-

High Level
Design

Requirements

ol

Design

._Requirements

E

A 4

Validation demonstrates
that the implementation
satisfies the stakeholder
reguirements.
“Did we build the right
thing?”

Decomposition and
derivation refines
requirements to enable
implementation

Verification demanstrates
that the implementation
salisfios the
design requirements.
*Did we build it right?”

hYAAYEYS

Implementation
of the Design

4=

Verification
of the Implementation

Security Controls

Design
dependence and
independence?

Levels of design
abstraction?

Validation?
Verification?
Traceability?

Validated
baselines?

Configuration
control?

|

Baseline
Security Controls

|

|

|

l

Tailored Security Control
Security Controls Overlay
Approved
Security Controls
|

[ Assessment ][Authorization}[ Monitoring J
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QUESTIONS AND DISCUSSION
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Please check back on the SERC website for today’s recording and future SERC Talks information.

You

WWwWw.sercuarc.org/contact-us/

—

June 15, 2022
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