
1

Peter Beling & Tom McDe rmott

Secure Cyber Resilient Engineering:
Methods and Tools 

Nov ember 12,  2024

1

WWW.S ER CUAR C. ORG  

AIRC |  SERC

http://www.sercuarc.org/


2

RESEARCH TEAM

2

Virginia Tech

○ Peter Beling

○ Tim Sherburne

○ Kelli Esser

○ Nicole Hutchison

○ Mary Nerayo

○ Geoff Kerr

Stevens Institute of Technology

○ Tom McDermott

○ Megan Clifford

Related Prior SERC Projects

○ WRT-1087: Center for Offshore Wind Energy

○ WRT-1072: Mission Resilience Pilot

○ WRT-1043: DAU Digital Engineering 

Simulation (SCRE methodology & courses)

○ WRT-1033: Transitioning Mission Aware 

Concepts and Methods to Evaluate Cost/Risk 

Decisions for Security Assurance Design

○ ART-004: Methods to Evaluate Cost/Technical 

Risk and Opportunity Decisions for Security 

Assurance in Design

○ RT-191: Risk-Based Approach to Cyber 

Vulnerability Assessment

○ RT-172: Security Engineering

○ RT-151: Security Engineering



Secure Cyber Resilient Engineering (SCRE) 
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SCRE Standardization Area 

• Covers the integration of life cycle security and protection considerations in 

the requirements, design, test, demonstration, operations, maintenance, 

sustainment, and disposal of military systems that operate in physical and 

cyberspace operational domains 

• Specifically encompasses the standards, specifications, methods, practices, 

techniques, and data requirements for the security aspects of systems 

engineering activities executed and artifacts produced, with explicit consideration 

of malicious and non-malicious adversity

Cyber Resiliency Engineering 
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CNSSI 4009: “The ability of systems to resist, absorb, and recover from or adapt to an adverse occurrence during operations that may cause harm, 
destruction, or loss of ability to perform mission-related functions.”

NIST 800-160 v2 states: ”Cyber resiliency engineering intends to architect, design, develop, implement, maintain, and sustain the trustworthiness of 
systems with the capability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or compromises that use or are 
enabled by cyber resources.”

INCOSE: “The ability of an engineered system to provide required capability when facing adversity. This includes the ability to anticipate, withstand, 
recover from, and adapt to adverse conditions, stresses, attacks, or compromises on systems that use or are enabled by cyber resources.”

DI 5000.83 assigns responsibilities to USD(R&E) to: “Establish and maintain S&T and program protection policy, guidance, education and training to 
manage technical risk, including: … Engineering secure cyber resilient systems.”
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SCRE Methodologies (Processes & Principles)
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Cyber Resilience Requirements 
Methodology (CRRM)*

Integrating SCRE Principles and Processes into the Systems Engineering Process

Design Assurance Case
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Code Generation

Proof of Correctness
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Resilience*

Mission Aware for 

Legacy Systems*

KEY
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• Need rigorous methods and tools usable in 
all stages of the SE process

• From Mission Engineering to Developmental 
& Operational Test

• Earlier focus on loss causation and resilience

• Later focus on risk/vulnerability management 
and assurance

• Continuous evaluation of assurance-related 
quality attributes

RESILIENCE & ASSURANCE METHODOLOGIES – FULL SYSTEM LIFE CYCLE

CRRM
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THE CYBER SURVIVABILITY ENDORSEMENT (CSE) PROCESS
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• The Dependency Level selection 
can be aided by a mission & 
system architecture model 
developed as part of the AoA

• Requires not just a subsystems 
view 

―which networks the system 
connects to

• but also a functional view

―what capabilities require the 
networks

―how they use the information to 
perform these capabilities

―what happens if this connectivity 
is lost

• Result is a critical functions list

CYBER DEPENDENCY LEVEL

November 14, 2024

• Systems Modeling informs CDL levels for candidate systems
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IMPACT LEVEL

November 14, 2024

• Cyber Resilience Requirements 
Methodology/Systems Theoretic 
Process Assessment

Informed by Loss Assessment

The Impact Level 
selection can be 
aided by a mission 
loss assessment 
using STPA-Sec
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CSE PROCESS DETERMINES 
CYBER SURVIVABILITY ATTRIBUTES
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EXPERIENCE WITH DIRECT USE OF CSA IN A PROGRAM
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• FLRAA – Native Digital Program 

• Government Furnished Information (GFI) input 
to contractors
⮚ Pilot Program - GFI was Cameo MBSE

• Allocated Baseline from Contractors
⮚ Indications of how GFI was used

• Recommendations
⮚ Provide contractors with detailed process 

⮚ CRRM with Meta-Model Artifacts (SCRE)
⮚ Operational Use Case Realization (Activity 

Diagrams)

FLRAA (DTEA, Army)
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• CSAs are high level requirements

―Engineers need lower-level measurable requirements to 
demonstrate progress during development

• Engineers must define performance specifications that articulate 
CSAs as requirements for performance in cyberspace

―No cookie cutter controls here!

―Need to flow down, map, and deconflict requirements 
(including both technology and program protection) from the 
cyber survivability KPP down to functional and technical/ 
performance requirements

• Contractor must be required to decompose performance specs 
down to lower levels and government must support scope with 
mission and threat context

―Define traceable technical performance measures (TPMS)

―DoD uses Mission-Based Cyber Risk Assessments (MBCRAs)

RESILIENCE REQUIRES ENGINEERING
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Applications of SCRE

1
3

Surviellance Drone
(Army)

Pipeline (ASD/RE)Silverfish (Army) FLRAA (DTEA, Army) Wind Farms (R&E, NNSA)
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To achieve resilience, use the same System Engineering processes as when 
considering Safety, Reliability and Survivability

• Design in resilience

― Engineered resilience responses

• Develop measurable cyber requirements alongside Performance, Safety and 
other “-ility” requirements

― Typical cyber requirements are security controls that do not relate directly to mission 
capability or defender response

• Use common Mitigate and Recover capabilities, regardless of cause, where 
possible

― Loss-driven perspective

TOWARD A SOLUTION

14
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OVERVIEW OF SERC CONTRIBUTIONS TO SCRE
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● Break Cyber Kill Chain using Assurance Cases

● Model the Adversary TTP

● Threat and Vulnerability Driven

● Difficult to Test even in Operational Setting

● Break STPA Adversity Chain using Resilience Mechanisms

● Model our own System

● Hierarchical Control Model Independent of Component Choice

● Well Matched to Technology Test

RISK=LIKELIHOOD X CONSEQUENCE

16
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SYSTEM-THEORETIC PROCESS ASSESSMENT 
(STPA) OVERVIEW

• A Loss involves something of value to stakeholders. 
Losses may include a loss of human life or human injury, 
property damage, environmental pollution, loss of 
mission, loss of reputation, loss or leak of sensitive 
information, or any other loss that is unacceptable to the 
stakeholders.

• A Hazard is a system state or set of conditions that, 
together with a particular set of worst-case 
environmental conditions, will lead to a loss.

• An Unsafe Control Action (UCA) is a control action that, 
in a particular context and worst-case environment, will 
lead to a hazard.

• A Loss Scenario describes the causal factors that can 
lead to the unsafe control and to hazards.

STPA is an iterative, methodical hazard analysis technique to identify causes of hazardous conditions 
intended to improve or promote system safety. Systems-Theoretic Accident Model and Processes (STAMP) 
is the core modeling framework.
• In cyber-physical systems, security can be treated as analogous to safety.

Leveson, Thomas https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf 17

https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf
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● CRRM is a means of identifying resilience requirements during the initial design phase of physical systems.

● The methodology involves five sequential steps, iteratively executed by one of four distinct teams representing 

stakeholders in the security engineering process.

CRRM – CYBER RESILIENCE REQUIREMENTS METHODOLOGY
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RESILIENCE-FOCUSED “CTT” PROCESS FLOW
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CRRM to 

CTT Efforts

Program Protection 
Plan / SSE / Existing 

Documentation

Develop high-level System 
Descriptions / Risk 

Assessment

Prioritized Resilience 
Solutions

Loss-driven: Vulnerability 

Assessment 

(STPA-Sec)

CRRM Elicited 
Requirements

CSA-type Requirements

CTT Process flow steps from Fig. 2, DAU Cyber Table-Top Guide

Added steps using the 

CRRM process

Patterns: Resilience 
Architecture

STPA: Loss Scenarios

Resilience Architecture

Measurement Patterns
and Verification & Test 

Assessment

Baseline (Doc) / 
System Description
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Hazard Analysis and 
Loss Scenario 

Assessment

CRRM.1 CRRM.2 and CRRM.3 CRRM.4 CRRM.5 and CSA
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RESILIENCE MECHANISM – BREAKING ADVERSITY CHAIN
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Observe the System rather than the Adversary

Can specify and test:
● Time to detect 
● Characteristics of resilience modes
● Human-autonomy control roles
● Information / communications
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SENTINEL PATTERNS
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RESILIENCE PATTERN CATALOG
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OFFSHORE WIND ENERGY PROJECT

November 14, 2024
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SCRE GENERIC MODELING: OVERVIEW
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