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The AI BOOM vs Lack of Adoption
• Why haven’t we seen AI implemented in

more places across the Army/DoD?
• Lack of explainability
• Data privacy and security
• Risk of errors and bias

• Can we trust AI / ML to make decisions
for us?

• Model stealing
• Data poisoning
• AI supply chain integrity



AI Layered Defense Framework (AI-LDF)

• A comprehensive library of AI-related risks and mitigations to inform and 
guide the development and implementation of AI models and software



AI-LDF: AI Risks and Mitigations



Artificial Intelligence Bill of Material (AIBOM)

• Response to the growing need for managing AI supply
chain risk

• Motivated by software bill of materials (SBOM), which is
a nested inventory, a list of ingredients that make up
software components

• Key building block in software security and software
supply chain risk

• Builds stakeholder confidence in software systems
through enhancing transparency, security, and
compliance

• AIBOM can help organizations understand and manage
the components that are part of their AI systems and
reduce various risks by:

• Managing vulnerabilities
• Tracking compliance
• Ensuring the integrity and security of components

from the AI supply chain

D. Mor-Ofek, “It’s Time to Talk About AI/ML BOM (Artificial Intelligence Bill of 
Materials) And Vulnerability Management,” C2A Security - The Only Risk-Driven 
DevSecOps Platform. Accessed: Sep. 17, 2024. [Online]. Available: https://c2a-
sec.com/its-time-to-talk-about-ai-ml-bom-artificial-intelligence-bill-of-materials-and-
vulnerability-management/

https://c2a-sec.com/its-time-to-talk-about-ai-ml-bom-artificial-intelligence-bill-of-materials-and-vulnerability-management/
https://c2a-sec.com/its-time-to-talk-about-ai-ml-bom-artificial-intelligence-bill-of-materials-and-vulnerability-management/
https://c2a-sec.com/its-time-to-talk-about-ai-ml-bom-artificial-intelligence-bill-of-materials-and-vulnerability-management/


AIBOM Application

• Malicious packages can be distributed through various 
means, including official channels

• i.e. PyPI package manager
• Some packages may have similar names to prominent 

Python packages, making it possible to install them by 
accident

• Once installed, bad actors could potentially steal sensitive 
information, disrupt processes, or gain control of other 
connected systems

• For organizations with complex software systems, code 
bases, and AI/ML applications, AIBOM can provide a 
compliance framework that enumerates and catalogs all 
components used in AI systems

• Automate checking against vulnerability reports (CVE’s)
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Model-Based Systems Engineering (MBSE)

• A systems engineering methodology that focuses 
on creating and exploiting domain models as the 
primary means of information exchange between 
engineers rather than on document-based 
information exchange. 

• More recently, the focus has also started to cover 
aspects related to model execution in computer 
simulation experiments, further overcoming the 
gap between the system model specification and 
the respective simulation software. 

• As a reflection of this evolution, the term 
'modeling and simulation-based systems 
engineering (M&SBSE)' has also come into use 
alongside 'MBSE ', underscoring the expanded 
scope and capabilities of the methodology. 
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What is the Unified Architecture Framework? 

• The Unified Architecture Framework® (UAF®) is a generic and commercially orientated 

architecture framework based on work in the defense domain by the Object 

Management Group (OMG)

• UAF defines ways of representing an enterprise architecture that enables 

stakeholders to focus on specific areas of interest in the enterprise while retaining 

sight of the big picture.

• UAF meets the specific business, operational, and systems-of-systems integration 

needs of commercial and industrial enterprises as well as the U.S. Department of 

Defense (DoD), the UK Ministry of Defense (MOD), the North Atlantic Treaty 

Organization (NATO), and other defense organizations.
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UAF for AIBOM
• Model overall system architecture, including relationships and 

dependencies between software components and other parts of 
the system

• Provides traceability features, allowing organizations to trace 
requirements through the system to components

• Can help understand the impact of vulnerabilities as they are discovered

• Assist in managing changes to system components  to maintain up-
to-date AIBOM



High-level Taxonomy of System

AI/ML Model Development Life Cycle



Example: AI Model Development

• Objective: build an AI model to predict the speed 
of sale on cover photo used on client facing real 
estate websites (i.e. redfin.com) 

• Step1: scrape the website for cover photo and 
days on market value and store in database DATA 
ACQUISITION

• Packages: beautiful soup, requests
• Step2: generate embeddings (numerical 

representation) of the images and create binary 
based on days on market (sold in less than a 
week of posting) DATA PROCESSING

• Packages: pyspark, pandas
• Step3: partition the data and train an xgboost 

model for classification MODELING
• Packages: scikit learn, xgboost



Vulnerability 
Database



Benefits of UAF for AIBOM

• Help systematically define and organize the components of the AIBOM, ensuring 
that all relevant elements are covered and properly documented.

• Emphasizes detailed documentation of architectural elements. For AIBOM, this 
means having a clear and comprehensive record of AI components, 
dependencies, and interactions, which is essential for managing complex AI 
systems.

• Benefit from a common language and set of concepts. This facilitates better 
communication among different teams involved in the development and 
maintenance of the AIBOM

• Helps in identifying potential risks and vulnerabilities using the AIBOM. This can 
aid in proactive risk management and ensure that the AI system is robust and 
resilient.
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Questions
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