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Agenda

• Definition of Certification

• Three Approaches to Using SysML in Certification

– “Native” SysML 

– Use of a Profile to Extend SysML to a Specific Domain

– Use of the SysML Model Itself for Certification

• Conclusions
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Definition of Certification

General Definition:  The provision by an independent body of written assurance (a certificate) that 

the product, service or system in question meets specific requirements. 

-- International Standards Organization; iso.org/certification.html

• Legal requirements (Contractual or non-contractual) identify by which independent 

body/bodies (the certification authority) the certification(s) must be issued

• The certification authority defines the form of the evidence that the seeker of the certification 

(applicant) must provide in order for it to provide the certification

• This definition is frequently in the form of a standard (e.g., MIL-STD-882E, ISO 26262, RTCA 

DO 178C, IEEE-Std-603-1991, etc.) or certification authority publication

• The standard or publication will usually define specific requirements and acceptance criteria 

that the applicant must meet
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“Native” SysML
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Model Based Certification Process

1. Ingest certification requirements as SysML requirements

2. Define the verification methods (certification objectives) for each of the requirements

3. Locate the relevant model elements in Create Block Diagrams (SysML BDDs and IBDs) of 

the system undergoing certification

4. Allocate the requirements to the system components

5. Allocate the verification methods to the requirements

6. Generate Traceability matrices showing certification requirements and verification objectives 

vs. components

7. Generate Certification Plan listing certification requirements and verification methods, and 

evidence by component

8. Obtain Certification Authority Approval of the Certification Plan

9. Execute the Certification plan and produce the evidence

10.Submit the evidence to the certification authority in the format it requires
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Requirements Imported into SysML modeling tool
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Definition of Verification Objectives

Verification Criteria from Section 3 of AFMAN 91-119
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Allocation of  Requirements and Verification Methods

Satisfy Relationship Verify Relationship

Derive Relationship
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Requirements Allocation Matrix

Requirements

System Elements
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Tables showing Requirements and Verification Objectives for Each 

Component
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Generation of the Certification Plan from the Model using a Template
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Discussion

• Advantages

– The Applicant uses tool capabilities to automate production of required documentation in the form expected by the 

Certification Authority (usually Microsoft Office or .pdf file formats)

• Document generation is supported by features in major SysML tools  (Templates or Virtual Documents)

– With automated generation, “design freezes” are not necessary

– The Certification Agency receives the documentation in the conventional form – does not need to be aware that a 

model has been used to produce it

• Disadvantages

– Requirements, verification methods, satisfy relations, and verify relations describe certification activities, but they 

don’t actually perform them

– Documentation generation and templates are not standard within SysML – templates are not portable and specific 

capabilities vary by tool
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Use of a Profile to Extend SysML to a Specific Domain
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What is a Profile?

• Profiles tailor SysML to a specific purpose

– A system unique “dialect” of the modeling language (adding 

concepts and relations to tailor it to a specific domain)

• A profile consists of

– Meta-Model, for profile organization and identification of relations

– Profile elements

• Stereotypes (i.e. labels), for distinguishing types of elements

• Tags (i.e. properties), for describing types of elements

– Manually-specified fields

– “Derived” Properties, using model navigation and scripts

• Relationships, for connecting types of elements

– Include their own properties

• Constraints, for limiting values on tags (if applicable)

– Views into the model

• Pre-configured diagrams and tables, for displaying the new 

information

– Templates for Exported Artifacts

• Templates for external documents and reports, for extracting 

profile information

•



14

What does a Profile Consist Of?

• A profile consists of

– Meta-Model, for profile organization and identification of relations

– Profile elements

• Stereotypes (i.e. labels), for distinguishing types of elements

• Tags (i.e. properties), for describing types of elements

– Manually-specified fields

– “Derived” Properties, using model navigation and scripts

• Relationships, for connecting types of elements

– Include their own properties

• Constraints, for limiting values on tags (if applicable)

– Views into the model

• Pre-configured diagrams and tables, for displaying the new information

– Exported Artifacts

• Templates for external documents and reports, for extracting profile information
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Simple Meta-Model for a Local Area Network (LAN)

• Meta-Models describe the 

relationships between profile 

concepts

• A profile begins with a concept, 

translated into the modeling 

language and refined

– For example, define the 

concepts for a local area 

computer network (LAN)



16

Stereotypes for  the LAN Meta-Model

Using the LAN meta-model, we define a simple profile that 

consists of 3 stereotypes

Animated
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Applying the LAN Stereotypes

When the three stereotypes are 

applied to a standard SysML block, 

the block “becomes” a network node 

inheriting the “tags”
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System Safety Profile Meta-Model

Task 200 analyses 

Hazard element

Hazard tracking and 

mitigation

Animated
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Tables produced from Queries in the Profile

Implemented using generic table capability of Cameo Systems Modeler
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Model Exports:  Risk Matrix

System Safety Risk Matrix (template)

• Risk level summary lists the number of hazards in each risk level

• First number counts hazards in each risk category

• Second number counts the hazards planned for this category after all 
mitigations

Risk Burndown (export with data)

• Shows planned risk reduction based on Risk, Mitigation strategy, 
mitigation measures, and mitigation action profile model elements

• Shows actuals based on dates in mitigation measure and mitigation 
action profile model elements

– Model templates were created within the profile 

– Templates can automatically export data to Microsoft Office (and Open 
Office osd) files 

– Implemented using “Report” and Velocity Template Language (VTL) 
capabilities of Cameo Systems Modeler
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Model Exports: Template for MIL STD 882E System/Subsystem 

Hazard Analysis Report (SSHAR)* Template

www.incose.org/symp202221

• Template combines information from hazards, system 

descriptions, mitigation status, safety and personnel.

• Exported as a Microsoft Word document

Implemented using “Report” and Velocity Template Language (VTL) 

capabilities of Cameo Systems Modeler

*DI-SAFT-80101C
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Discussion 

• Advantages 

– Combines program- and domain-specific information with the system design model

• Allows relevant certification data to be entered directly into the primary architecture model

– Allows allocation and tracking of certification requirements conformance

• Allows data to be retrieved into views and reports

– Enables the system modelers to more easily communicate with domain experts

– Presents up-to-date system information on certification status in common, pre-configured formats

– Generates Certification Authority specific artifacts on demand

– The Certification Agency receives the documentation in the conventional form – does not need to be aware that a 

model has been used to produce it

• Disadvantages

– Profiles describe certification activities, they don’t perform them

– Correct and complete profiles require significant time and resources to create 

– Features such as document generation are not portable among different models
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Use of the Model Itself
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Description

SysML v2 Tool

Plug-in (feature extraction)

Data Interchange Component

OCRA nuXMV SMT

• Modelers insert elements inserted into the SysML model at design time.  Subsequently, the model is 

processed and analyzed by formal methods tools

• Because of its textual representation, SysML v2 is well suited to use of the model itself for certification

• Showing satisfaction of properties agreed upon with the Certification Authority would be the basis for 

certification

Linear 

Temporal Logic

Contract-

based design

Model 

Checking

(FSMs) 

A pipeline such as 

this enables well-

established formal 

methods tools to 

be connected to 

the model and 

used for analysis
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Assumption attribute

defines properties to be satisfied by the 

context (the environment) in which a 

component is used

Guarantee attribute

describes bounds on the behavior of 

the component when the context 

satisfies the assumptions

Example: SysML Block Definition with Assumption-Guarantee Contract

SysML v2 example from model developed by Stefano Tonetta and Luca Cristoforetti, FBK Institute, Italy, 2024

Contained in SysML models

Tools such as OCRA can reason 

about Assumptions and 

Guarantees
SSR (Speed Sensor)

Graphical 

representation) 
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1. Identify Failure Propagation Paths with IBDs 2. Define Internal Component Failure 

Propagation and Transformation

3.  Define Inter-Component Failure Propagation and Transformation

Automated Generation of FMEAs from SysML Models

4.  Generate Output
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Discussion 

• Advantages 

– Certification can be performed on the model

– Allows allocation and tracking of certification requirements conformance

• Allows data to be retrieved into views and reports

– Enables the system modelers to more easily communicate with domain experts

– Presents up-to-date system information on certification status in common, pre-configured formats

– Generates Certification Authority specific artifacts on demand

• Disadvantages

– Model-based certification methods are at the research stage

– SysML v2 has not yet been formally approved and released

– Requires substantial expertise

– Agreement with the Certification Authority must be reached on acceptance criteria for formal methods

– Certification of the model is not the same as certification of the system
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Conclusions
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Conditions for Successful Certification Using SysML

• Applicant capabilities

o Capabilities in MBSE

o Development process based on SysML

o Inclusion of certification requirements, verification methods in the Model Development Plan

o Production of Certification Artifacts in the form expected by the Certification Authority

• Certification authority capabilities

o Development of model acceptance regulatory guidance

o Model analysis capabilities, methods, and tools

o Evaluation process 

• Model Based Certification Plan

o Artifacts and evidence to be provided

o Acceptance criteria

o Evaluation process

o Process for modifying the plan 
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Closing Remark

• Which project will be the first to undergo Model-based Certification?
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