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 Today’s session will be recorded.

 An archive of today’s talk will be available at: www.sercuarc.org/serc-talks/

 Use the Q&A box to queue questions, reserving the chat box for comments, and questions will be 

answered during the last 5-10 minutes of the session.

 If you are connected via the dial-in information only, please email questions or comments to 

SERCtalks@stevens.edu. 

 Any issues? Use the chat feature for any technical difficulties or other comments, or email 

SERCtalks@stevens.edu.

WELCOME

“Can DevOps Practices Be Applied to Cyber-Physical Systems Development?”
June 5, 2019 | 1:00 PM ET
Dr. Steve Mayner, SAFe Fellow and Principal Consultant, Scaled Agile
steve.mayner@scaledagile.com
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The Systems Engineering Research Center (SERC) is a federally funded University Affiliated Research Center managed by Stevens Institute of Technology. 

Any views, opinions, findings and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the 
views of the United States Department of Defense, ASD(R&E), nor the SERC. 

No Warranty. This Stevens Institute of Technology Material is furnished on an “as-is” basis. Stevens Institute of Technology makes no warranties of any kind, 
either expressed or implied, as to any matter including, but not limited to, warranty of fitness for purpose or merchantability, exclusivity, or results obtained 
from use of the material. Stevens Institute of Technology does not make any warranty of any kind with respect to freedom from patent, trademark, or 
copyright infringement. 

This material has been approved for public release and unlimited distribution.
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Can DevOps Practices Be Applied to 
Cyber-Physical Systems Development?

Dr. Steve Mayner
SAFe Fellow and Principal Consultant
Scaled Agile, Inc.
steve.mayner@scaledagile.com

Presenter
Presentation Notes
Thanks Gene, and thanks for inviting me back!I’d like to start with a quick survey…
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SAFe® for Lean Enterprises is a knowledge 
base of proven, integrated principles, practices, 
and competencies for Lean, Agile, and DevOps

The world’s leading framework for enterprise agility.

http://www.scaledagileframework.com/

Presenter
Presentation Notes
Trainer Guidance: The practices of SAFe are freely available of the framework website.These have been proven to work in an integrated fashion in many organizations.

http://www.scaledagileframework.com/
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Agencies are using SAFe for Lean-Agile transformation 

Presenter
Presentation Notes
Trainer Guidance:Key Learning: Notes:Reference:



6© Scaled Agile, Inc.

Can Agile work with major cyber-physical systems?

The question is… how do you 
do “continuous iterative 
development” with physical 
systems in government?
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Process guidance for building systems of systems 
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Ten practices for building big things using Lean and Agile

Business 
Solutions and 
Lean Systems 
Engineering

Visualize and organize around the value stream

Apply multiple horizons of planning

Base decisions on objective evidence of system state and performance

Architect for scale, modularity, and serviceability

Iterate and reduce batch size

Establish cadence and synchronization

Employ “continu-ish integration

Be test driven

Continually address compliance concerns

Manage the supply chain with systems-of-systems thinking

for enabling
Industrial DevOps
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Visualize and organize around the value stream
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Visualize all functions necessary for end-to-end value

Instead of organizing around vertical silos with infinite hand-offs, 
organize in cross-domain teams-of-teams that have all the disciplines 
needed to deliver value

The solution can be a fully deployable capability (portable tactical radio) or 
a component to a larger solution (communications module on an F-22)
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ARTs are long-lived, cross-functional teams of agile teams

Team-of-teams (50-125 people) that create a component or capability

Can independently explore, specify, build, integrate, test, deploy, and 
(possibly) release
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Large programs require multiple ARTs and Suppliers

Autonomous sensors

Consumer solutions

Fleet management

Parcel solutions

Back-end financial

Order mgmt

Customer app
Fleet mgmt

Fulfillment

Finance

Autonomous
Driving`

Sensors/
cameras

Vendor mgmt

Autonomous vehicle platform
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Apply multiple horizons of planning
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Planning occurs at multiple levels

Outer levels less defined, only high level commitments

Inner levels more understood, detailed, commitments more specific

Product vision and 
major capabilities

1-4 week iteration of 
Stories (parts of 
features)

Epic

Epic

Epic

Epic

Epic

Epic

Epic

Epic

Epic

Epic

Epic Epic

Epic

Epic EpicEpic

Q1 Q3Q2 Q4 H1 H2 Y3 Y4

Epic
Epic

Epic

Epic
Epic

Epic

Epic

Feature

Enabler

Committed Features 
and Enablers for the 
current Program 
Increment (PI)

Solution Roadmap

PI Roadmap
Year lookout of high 
level functions 
(features and 
milestones)Current PI

Iteration Plan

Daily 
Team Plans
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Define intent and roadmap to move from as-is to to-be

Evolve the intent and roadmap based on new learning

TO-BE AS-IS

Increment goals
• New Features
• Experiments

New knowledge
• Mission changes
• Technical discoveries
• User/operator feedback

Evolve together

Specifications Roadmap
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Base decisions on objective evidence of system 
state and performance
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Deliver working features every Program Increment

Working features provide 
better evidence of 
progress

Enables fast feedback 
throughout the lifecycle

Faults can be found and 
corrected in small batches 
while the cost of change is 
low
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Apply objective Milestones

Program Increment (PI) System Demos are orchestrated to deliver 
objective progress, product, and process metrics.

Customer 
feedback

Progress

PI 
System 
Demo

Performance

Product Process

Objectives Improvement 
stories
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Presenter
Presentation Notes
Trainer Guidance:We replace them with ‘Programmatic Milestones’ using conversations (the Framework provides us a basis for conversations), and we can work them into a model like this one.We can then make better informed decisions using these milestones based on concrete learning and move forward in this new way of working.Progress Metrics inform the solutions builder of where they are on the way to accomplishing the current mission and vision for the solution. These include measures like PI and Release status, and Feature implementation status.Product Metrics provide the teams with objective knowledge of the current operational capability of the solution performance. These objective measures inform the teams of the current state of the solution – against both functional and non-functional requirements, and provide the enterprise with the objective data needed to evolve the solution to the next, future state. Process Metrics provide a means for the Portfolio, Solution Train, ART, and the teams to measure their performance as their primary mechanism for relentless improvement of their process. These include measures such as ART velocity, PI Predictability Measure, and ART and Team self-assessments, some of which we’ll discuss later.
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Architect for scale, modularity, release-ability, and 
serviceability
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• Architect for rapid 
learning

• Engage in MVP / 
MMF definition

• Support innovation 
accounting

• Champion Design 
Thinking and Lean 
UX behaviors

Architect to facilitate the CD Pipeline

• Architect for ‘continuish’ 
integration

• Automate compliance
• V&V, traceability
• Static analysis & 

scanning
• Automated approvals

• Full pipeline 
automation – CI/CD

• Decoupled deploy and 
release

• Pervasive telemetry 
(about the system)

• Architect for 
recoverability, fault 
tolerance

• Enable continuous 
release

• Feature toggles / 
Canary Releases

• Decoupled releases / 
streamlets

• Designed for 
operations/servicing

• Value-centric telemetry 
(about the usage)
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Decouple components of large solutions

Define independent modules that 
communicate through well-defined 
interfaces

Enable teams and ARTs to independently 
build, test, deploy, and even release

Communications

Decoupling considerations

• What parts will be serviced 
separately?

• How will the parts be 
manufactured, integrated?

• How are manufacturing 
costs impacted?

• What is the 
communication strategy?
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Decoupling enables release-ability for large systems

 Different parts of the solution require different release strategies

 Architect the solution to enable the various strategies and to shift them over 
time based on business demand

 Isolate structural complexity 

Presenter
Presentation Notes
Decouple release elementsWorkshop feedback: would like to see more vertical slicing on right / change labels on right – change to module/components in SAPTrainer Guidance: Continuous delivery doesn’t have to equate to hundreds of deployments per day like Amazon. “Continuous” could be every day, every iteration, every quarter…whatever makes sense from a business perspective. The key is to deliver features to production in a regular, predictable rhythm. Deployment frequency often varies by system too. Streamlets represent parts of bigger solutions that may have different deployment and release cadences. Key Message:Continuous Delivery is context specific. Match the frequency to strategic business objectives. 
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Manage the supply chain with 
system-of-systems thinking
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Lean-Agile supply chain model at scale

Entire program aligned 
on a common cadence

Supports massive 
continuous integration 
and alignment across 
internal and external 
suppliers

Airframe

F-35
Program

Avionics

Comms

Safety

Navigation

Component 
and 

Capability 
value 

streams

Multiple
Solution
Contexts

Propulsion
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Contexts Wrap for System of System/Supply Chains

Solution requires continuous delivery across entire supply chain

Aggregate Solution Intents to support development and compliance

Align everyone on a common cadence

U.S. Air Force

Avionics
ManagementRADAR supplier

RADAR

Avionics

F-35

F-35AvionicsRADAR

Fighter 
Platform
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Iterate and reduce batch size
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Fast feedback and learning on working features

One PDCA cycle

P

DC

A P

DC

A P

DC

A P

DC

A P

DC

A

P

DC

A

Documents More Documents Unverified System Certified SolutionDocuments

Presenter
Presentation Notes
Compliance standards require we have requirements and design specification to demonstrate we meet them.But they do state when we produce them, only that they exist and our solution complies with them.Waterfall produces these specifications up front in sequential fashion – requirement, design, etc.Incremental build creates them in parallel, in small batches, with faster feedback, and continuous review and assessmentThis way we gain insight towards our compliance continuously enabling earlier and continuous V&V
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The importance of small batches

Large batch sizes increase 
variability

High utilization increases variability

Severe project slippage is the most 
likely result

Small batches go through the 
system faster, with lower 
variability

The most important batch is 
the handoff batch

Principles of Product Development Flow, Reinertsen, Don
Implementing Lean Software Development, Poppendieck, Mary

Utilization

Le
ad

 ti
m

e

Presenter
Presentation Notes
Trainer Guidance:ASK: What is the problem?  �You have to address one.  It’s tough to increase utilization, but you can reduce batch size.Batch sizes can influence our behavior!



29© Scaled Agile, Inc.

Establish cadence and synchronization
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Cadence and synchronization

Converts unpredictable events into 
predictable ones and lowers cost 

Makes waiting times for new work predictable 

Supports regular planning and cross-
functional coordination

 Limits batch sizes to a single interval

Controls injection of new work

Provides scheduled integration points

Causes multiple events to happen at the 
same time

 Facilitates cross-functional tradeoffs

Provides routine dependency management

Supports full system and integration and 
assessment

Provides multiple feedback perspectives 

Principles of Product Development Flow, Don Reinertsen
The Lean Machine, Dantar Ootserwall

Note: Delivering on cadence requires 
scope or capacity margin

Note: To work effectively, design 
cycles must be synchronized

Presenter
Presentation Notes
Trainer Guidance: ASK: “What’s an example of an unpredictable event that’s now predictable in SAFe?”�A: Collect answers from the team.If you asked CEO’s, “You can take one pill for productivity or one for predictability.  Which would you take?"  They will always answer “Predictability”.  Delivering on cadence requires reserve capacity.Synchronization causes multiple events to happen at the same time.ASK: “Did you ever have a plan where you didn't have to adjust the plan to actual?”  Cadence provides a rhythmic pattern, the dependable heartbeat of the process. It makes routine that which can be routine, so the intellectual capacity of knowledge workers can be devoted to managing the variables. By transforming unpredictable events into expected events, cadence offers many additional benefits.Synchronization allows multiple perspectives to be understood, resolved, and integrated at the same time. As a result, it: Pulls the different assets of a system together to assess solution viability. Aligns the development teams and business to a common mission.Integrates the customers into the development process.References:Read more at: http://www.scaledagileframework.com/apply-cadence-synchronize-with-cross-domain-planning/
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Synchronize to assure delivery 

Allows alignment, integration, 
and dependency management 
at multiple levels of aggregation

Presenter
Presentation Notes
Trainer Guidance: The system needs to iterate, not just teams.Emphasize that in this picture, the system is sprinting, not just the teams!This is not assumption driven development. You have to integrate with everyone else to know you are there.Components are (typically) not something you are selling. Your customer has no idea the components exists. But if a component enables value, then it needs to sprint at on the same cadence as the system. Synchronization is not enough, we must also plan together as a system
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Apply ‘continuish integration’
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Support frequent integration and testing in large systems

Frequent integration and testing is to provide frequent feedback

Do not let small changes sit idle, find a way to integrate with others

Trade-offs are inevitable in terms of:

– Frequency of integration

– Depth of integration

– Fidelity of feedback
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Use proxies to provide early, end-to-end system integration

Solution integration is realized as a combination of real subsystems and 
proxies of various complexity

Interfaces allows components to mature independently

Bring in manufacturing early; validate with actual production facilities

The cost of integrating an actual 
subsystem can be too high, yet 
substituting a proxy may provide no 
useful information – it’s a trade-off
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Align functional and physical roadmaps

Hardware teams already create 
proxies for their learning –
coordinate them

Strive for early, end-to-end solution 
mockup that matures in fidelity over 
time

Hardware teams responsible for 
supporting incremental 
demonstrations

Avoid front collision

Stay in lane

Follow route

Change lanes

Park Make right turn

Detect side collision

Navigate intersection

Supplier

Systems Team
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Be test driven
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Traditional testing (V-Model) delays feedback

Write Code

Write Story

Write Feature

Test Code

Test Feature

Test Story

Presenter
Presentation Notes
Trainer Guidance: This is the traditional V Model. The tests for code, stories, and features are written after the implementation is complete. Requirements may be interpreted differently by the developer and tester, thus causing defects due to ambiguous requirements.  
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Shift testing left for fast and continuous feedback

CODE TESTS
(TDD)

STORY TESTS
(BDD)

FEATURE TESTS
(BDD)

Write Code

Write Story

Write Feature

Test Code

Test Feature

Test Story

… always testing… 

… always testing… 

Shift Testing Left

… always testing… 

Build hardware proxies early on and mature them over time (ex. 3D printed parts)

Presenter
Presentation Notes
Trainer Guidance:Shifting the testing left means that the tests for features, stories, and code components are written prior to implementation. The tests for features can be translated into tests for stories and the story tests can be translated into tests for code components. The tests at higher level can be run as soon as the lower levels are complete. 
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Continuously address compliance concerns
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Continuous compliance and a Lean QMS

Build in compliance incrementally

Include compliance in the value stream

Build in compliance w/ automation 

Apply continuous verification & validation
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Wrap-up
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Thank you!

linkedin.com/in/stevemayner

@stevemayner
steve.mayner@scaledagile.com

Presenter
Presentation Notes
The learning journey is not complete. We know the value of these leader behaviors… that is well established. What’s next is a repeatable and scaleable model similar to what we built at SRA that other companies can adopt to aid in their own leader training initiatives prior to engaging in significant organizational change.  If you are a decision maker or influencer in your company who could facilitate participation in such an effort, here’s my contact info… I’d love to connect and discuss it further.Thank you!
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UPCOMING TALKS:

“What’s Really Distributed in Distributed Autonomy?”
August 7, 2019 | 1:00 PM ET
Dr. Azad Madni, University of Southern California
REGISTER NOW

Please visit the SERC Talks page to register and for more information and 
updates.

“Distributed Autonomy” Series

CONTACT
Editor-in-Chief: Dr. Barry Boehm, University of Southern California – boehm@usc.edu

Webinar Coordinator: Ms. Mimi Marcus, Stevens Institute of Technology  – mmarcus@stevens.edu

http://www.sercuarc.org/serc-talks/
http://bit.ly/Talks08072019
http://www.sercuarc.org/serc-talks/
mailto:boehm@usc.edu
mailto:boehm@usc.edu
mailto:mmarcus@stevens.edu
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Thank you for joining us! 
Please check back on the SERC website for today’s recording 

and future SERC Talks information!

Subscribe and follow SERC on our social channels: 

http://www.sercuarc.org/serc-talks/
http://www.sercuarc.org/serc-talks/
https://www.linkedin.com/company/systemsengineeringresearchcenter/
https://twitter.com/SERC_UARC
https://www.youtube.com/c/SERCUARC
https://www.facebook.com/SERCUARC/
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