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The Systems Engineering Research Center (SERC), a University-Affiliated Research Center of the US Department of Defense, 
leverages the research and expertise of senior lead researchers from 22 collaborator universities throughout the United States. 
The SERC is unprecedented in the depth and breadth of its reach, leadership, and citizenship in systems engineering through its 
conduct of vitally important research and the education of future systems engineering leaders.

Begun in 2008 and led by Stevens Institute of Technology and principal collaborator, the University of Southern California (USC), 
the SERC is a national resource providing a critical mass of systems engineering researchers—a community of broad experience, 
deep knowledge, and diverse interests. SERC researchers have worked across a wide variety of domains and industries, and 
bring that wide-ranging wealth of experience and expertise to their research. Establishing such a community of focused SE 
researchers, while difficult, delivers impact well beyond what any one university could accomplish.

ABOUT THE SERC

OBJECTIVE OF THIS RESEARCH TRANSITION REPORT

All research within the SERC is conducted with an objective of transitioning that research into practice, as appropriate. This 
aspect of the SERC continues to grow in impact through our collaboration with a number of FFRDCs, National Laboratories, and 
DoD Industry. To support the SERC transition goals, this report highlights research tasks completed in the government fiscal year 
2018 (GFY2018), from 1 October 2017-30 September 2018. 

SERC researchers have published more than 400 technical papers and reports over the past ten years. Research findings have 
transitioned into numerous courses across the SERC universities and beyond. We encourage organizations to review the research 
tasks highlighted in this report, and to contact us if we can assist in the necessary discussion and engagement to support the 
transition of relevant research into practice at info@sercuarc.org. 
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INTRODUCTION AND CONTEXT

The SERC mission is to enhance and enable the DoD’s capability in systems engineering for the successful development, 

integration, testing, and sustainability of complex defense systems, services, and enterprises. This is done through 

research leading to the creation, validation, and transition of innovative SE methods, processes, and tools (MPTs) to 

practice. It responsibly manages impact while evolving and coalescing the number, connectedness, and responsiveness 

of the SE research community in the United States to the needs of the DoD.

In coordination with its sponsors, the SERC has focused its research portfolio into four thematic areas with associated 

Grand Challenges, as shown in Figure 1 and described.

Figure 1.  Research Areas Addressed by SERC Research Tasks

Enterprises and 
Systems of Systems

Trusted SystemsHuman
Capital Development

Systems Engineering and 
Systems Management 

Transformation



ENTERPRISES AND SYSTEMS OF SYSTEMS: 

Providing ways to develop, characterize and evolve very large-scale systems composed of smaller systems, which may be 
technical, socio-technical, or even natural systems. These are complex systems in which the human behavioral aspects are often 
critical, boundaries are often fuzzy, interdependencies are dynamic, and emergent behavior is the norm.  
Research must enable prediction, conception, design, integration, verification, evolution, and management of such complex 
systems.

Grand Challenge: Create the foundational SE principles and develop the associated MPTs that enable the DoD and its 
partners to model (architect, design, analyze), acquire, evolve (operate, maintain, monitor, adapt) and verify complex 
enterprises and systems of systems to generate affordable and overwhelming competitive advantage over its current and 
future adversaries.

HUMAN CAPITAL DEVELOPMENT: 

Providing ways to ensure that the quality and quantity of systems engineers and technical leaders provide a competitive 
advantage for the DoD and defense industrial base. Research must determine the critical knowledge and skills that the DoD and 
IC workforce require as well as determine the best means to continually impart that knowledge and skills. 

Grand Challenge: Discover how to dramatically accelerate the professional development of highly capable systems 
engineers and technical leaders in the DoD and defense industrial base and determine how to sustainably implement 
those discoveries.

SYSTEMS ENGINEERING AND SYSTEMS MANAGEMENT TRANSFORMATION: 

Providing ways to acquire complex systems with rapidly changing requirements and technology, which are being deployed into 
evolving legacy environments. Decision-making capabilities to manage these systems are critical in order to determine how and 
when to apply different strategies and approaches, and how enduring architectures may be used to allow an agile response. 
Research must leverage the capabilities of computation, visualization, and communication so that systems engineering and 
management can respond quickly and agilely to ensure acquisition of the most effective systems.

Grand Challenge: Move the DoD community’s current systems engineering and management MPTs and practices 
away from sequential, document-driven, hardware-centric, point-solution, acquisition-oriented approaches; toward 
concurrent, portfolio and enterprise-oriented, hardware-software-human engineered, model-driven, set-based, full life 
cycle approaches.  These will enable much more rapid, flexible, scalable definition, development and deployment of the 
increasingly complex, cyber-physical-human DoD systems, systems of systems and enterprises.

TRUSTED SYSTEMS:  

Providing ways to conceive, develop, deploy and sustain systems that are safe, secure, dependable, adaptable and survivable.  
Research must enable prediction, conception, design, integration, verification, evolution and management of these emergent 
properties of the system as a whole, recognizing these are not just properties of the individual components and that it is 
essential that the human element be considered. 

Grand Challenge: Achieve much higher levels of system trust and assurance by applying the systems approach to the 
increasingly complex, dynamic, cyber-physical-human net-centric systems and systems of systems.
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ENTERPRISES AND 
SYSTEMS OF SYSTEMS

William B. Rouse

Alexander Crombie Humphreys Chair 
in Economics of Engineering, Stevens 
Institute of Technology

Daniel A. DeLaurentis

Professor, Director, Institute for Global 
Security and Defense Innovation (i-GSDI), 
Purdue University 

RESEARCH COUNCIL MEMBERS 
FOCUSED ON THIS THEMATIC AREA:

Providing ways to develop, characterize and 
evolve very large-scale systems composed of 
smaller systems, which may be technical, 
socio-technical, or even natural systems. These 
are complex systems in which the human 
behavioral aspects are often critical, boundaries 
are often fuzzy, interdependencies are dynamic, 
and emergent behavior is the norm. Research 
must enable prediction, conception, design, 
integration, verification, evolution, and 
management of such complex systems.

ESOS Area Goal: Prototype, demonstrate, and provide 
MPTs, to transform the development and operational 
management of end-to-end mission capability 
(composed of services and platforms with variable 
autonomy) in complex organizational and mission 
environments, so those capabilities have fewer 
unintended negative consequences, quickly recognize 
and exploit unintended positive consequences, 
adapt well under changing circumstance, and exhibit 
greater resilience.

Two research tasks in the ESOS area are highlighted in 
this transition report:

•  Missile Defense Agency (MDA) Research and 
Course Development -- Verification, Validation, 
and Accreditation (VV&A) and Monte Carlo 
Simulation (RT-179)

•  Approaches to Achieve Benefits of Modularity in 
Defense Acquisition  
(RT-185)
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   ENTERPRISES AND 
SYSTEMS OF SYSTEMS

1.  What was the problem being addressed?  Why was it hard and is it important?

Modeling and simulation are becoming increasingly important in systems engineering. Given the complexity of today’s complex weapon 
systems, engineers often work with abstract representations of the these systems in order to conduct tradeoff analyses and make 
decisions regarding system functionality, design, integration and tests. Modeling and simulation offers significant cost savings in two 
cases - (1) in the case where a test of the real system is very expensive, such as a missile intercept, and (2) in the case where a test 
must be repeated often. The use of modeling and simulation to lower testing costs supports the Better Buying Power initiative, since 
the missile intercept tests are very expensive.

The Missile Defense Agency (MDA) uses modeling and simulation (M&S) extensively for many purposes, including concept 
development, engineering design, test planning and support, and operational analysis. MDA would like to provide its personnel who 
are not already knowledgeable regarding M&S with professional training in M&S that is both academically rigorous and well connected 
to MDA applications. The training should allow MDA personnel to identify appropriate uses of models, develop and execute models 
effectively, prepare input data for them correctly, interpret and validate their results accurately, and plan simulation events efficiently.

The University of Alabama in Huntsville (UAH), in support of Missile Defense Agency (MDA) requirements for professional education 
of its technical workforce, developed two two-day professional education short courses, one on Monte Carlo Simulation (MCS) and the 
other on Verification, Validation, and Accreditation (VV&A).

2.  What was new in the approach and why do we think it will be successful?

To develop the MCS and VV&A courses, UAH investigated how models and simulations are used at MDA, with a focus on MCS and 
VV&A. UAH then developed course materials that addressed MDA’s needs for MCS and VV&A instruction. Those course materials 
included both general background content on MCS and VV&A and custom content that should be of particular use to MDA.

UAH taught each of the two courses four times, for a total of eight course offerings. Four of the course offerings (two of each course) 
were taught in Huntsville Alabama and four of the offerings (two of each course) were taught in Colorado Springs CO. A total of 119 
MDA students participated in the eight course offerings. Feedback was collected from student after each course offering and UAH 
made corrections and enhancements to the content after each iteration.

In addition to the MCS and VV&A courses, UAH developed two additional two-day professional education short course on the subjects 
of Fundamentals of Modeling and Simulation (FMS) and Physics-Based Modeling (PBM). These courses have not yet been piloted.

3.  Who should care about this problem? 

Modeling and simulation is becoming increasingly critical to successful system development in the department of defense. The 
technique of Monte Carlo Simulation (MCS) and approaches for Verification, Validation, and Accreditation (VV&A) for modeling and 
simulation can be valuable for the success of modeling and simulation efforts. Any organization that desired to improve its workforce 
capabilities in these approaches would benefit from these course materials. 

MISSILE DEFENSE AGENCY (MDA) RESEARCH AND COURSE DEVELOPMENT - VERIFICATION, VALIDATION, 
AND ACCREDITATION (VV&A) AND MONTE CARLO SIMULATION (RT-179)

Principal Investigator:  Mikel Petty
University:  University of Alabama, Huntsville
Sponsor:  Missile Defense Agency
Research Task:  179
Project Page:   https://sercuarc.org/project/?id=79&project=Missile+Defense+Agency+%28MDA%29+Research+and+Course+ 

Development+%E2%80%93+Verification%2C+Validation%2C+and+Accreditation+%28VV%26A%29+and+ 
Monte+Carlo+Simulation 

s
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ENTERPRISES AND 
SYSTEMS OF SYSTEMS

4.  What are the risks and payoffs?

As the courses have been completed and are available for use, the risks associated with utilizing the coursework are low. In an 
organization that has identified a critical need for workforce training on MCS or VV&A, the payoffs could be substantial.

5.  What difference will this research make?  

The courseware can provide substantial benefits to bridging gaps in workforce capabilities in MCS and VV&A.

Example Slide from Monte Carlo Course (©Mikel Petty)  
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   ENTERPRISES AND 
SYSTEMS OF SYSTEMS

1.  What was the problem being addressed?  Why was it hard and is it important?

To respond to emerging threats in an affordable fashion, the DoD is changing its strategy for the development of increasingly integrated 
and complex defense systems by introducing the Modular Open System Approach (MOSA). MOSA is a defense acquisition initiative to 
encourage the adoption of modular open architectures. However, current MOSA guidelines provide limited insight into the mechanisms 
and enablers that allow reaping of benefits from modularity and openness. Prior to this research effort, SERC RT-163 focused on 
exploring and documenting the conflicting priorities of a diverse set of stakeholders with complex interdependencies that exist between 
the technical and business elements of modular system acquisitions. These issues, among others, inhibit pursuit of the benefits of 
modularity and openness throughout the defense ecosystem. 

2.  What was new in the approach and why do we think it will be successful?

This work continued the investigation of how the DoD can develop systems to exploit modularity to enhance defense acquisitions and 
military capabilities. The work built upon prior insights gained on the Modular Open System Approach (MOSA) ecosystem and sought to 
provide an objective means of feedback to help inform acquisition choices related to seeking the benefits of modularity and openness. 
This feedback-oriented perspective is motivated by the perceived lack in sufficient guidance and knowledge, beyond high-level artifacts, 
that can guide MOSA stakeholders in making well-informed acquisition decisions.

The RT-185 team employed a multi-prong approach to achieve the research objectives. This approach included: 1) detailed literature 
reviews, 2) collaborative exchanges with key subject matter experts from DoD acquisition and development programs, and 3) a 
translation of lessons learned into knowledge artifacts that shaped our development of a prototype computer Decision Support 
Framework (DSF). Our work has also resulted in further development of the Program Manager Guidance Document, an artifact of an 
earlier RT-163 effort, to now include specific considerations and insights for early stage acquisition decisions (particularly from Joint 
Capabilities Integration & Development System (JCIDS) thru to Analysis of Alternatives (AoA) phases of the defense acquisition lifecycle 
process.

3.  Who should care about this problem? 

The MOSA initiative initiated by the Office of the Deputy Assistant Secretary of Defense for Systems Engineering (DASD(SE)) seeks to 
balance the business objectives of MOSA with the technical means to meet the aforementioned challenges in acquiring contemporary 
and future weapon systems. To date, most of this work has been under the auspices of open systems architecture, or OSA. OSA has 
been primarily focused on the business side of the acquisition process, dealing with issues such as data rights and legal matters that 
are necessary, but not sufficient to achieve the objectives. The additional focus on modularity requires that technical trades be brought 
to the forefront to satisfy the overall desire to provide a dominant warfighting capability for the nation’s defense.

The current research supports DASD(SE)’s response to the lack of effective standards and seeks to provide MOSA-related guidelines 
that prevent relevant stakeholders across the defense acquisition lifecycle from effectively seeking the benefits of openness and 
modularity. More specifically, the objectives of this research include the following:

•  Identify and prioritize MOSA-related decision-making scenarios for different stakeholders in the context of relevant processes of 
the defense acquisition lifecycle, including the evolution of technologies, threats and other strategic factors

• Collect and organize knowledge artifacts regarding best practices for the most important MOSA decision scenarios

•  Develop a pragmatic decision-support framework guided by the needs of relevant stakeholders

APPROACHES TO ACHIEVE BENEFITS OF MODULARITY IN DEFENSE ACQUISITION (RT-185)

Principal Investigator:  Dan DeLaurentis
University:  Purdue University
Sponsor:  DASD(SE)
Research Task:  185
Project Page:   https://sercuarc.org/project/?id=56&project=Investigating+Approaches+to+Achieve+Modularity+ 

Benefits+in+the+Acquisition+Ecosystem

s
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ENTERPRISES AND 
SYSTEMS OF SYSTEMS

The team conceptualized a decision support framework to bring to bear a set of inputs that reflect the current state of the program 
under consideration. The DSF framework relies upon Quality Function Deployment (QFD) matrices to help relate user inputs to relevant 
outputs. The research team chose QFD for several reasons. Chief among them is that QFD is a well-established systems engineering 
technique that provides a systematic method to capture and display crucial dependencies between user inputs and desired outputs. 
This allows inputs to the DSF to be used in a manner that helps expose the envisioned user to potential program relevant outputs.

4.  What are the risks and payoffs?

The research direction is still in the nascent stages of developing both the DSF structure and accompanying software. While 
implementation at this early stage may be challenging, there are several insights that were gained throughout the effort:

• The noted impact that early stage acquisition decisions have on seeking the benefits of MOSA solutions.

•  The myriad contextual dependencies that can exist throughout the acquisition lifecycle, depending on the type of acquisition 
effort being pursued (tactical vs strategic, urgent operational need, major acquisition, etc.).

•  The further need for community- driven tacit knowledge on MOSA relevant acquisition processes to be mapped to such a DSF.

5.  What difference will this research make?  

Future work proposed to the SERC community includes the continued, yet targeted collaborative effort on evolving the DSF. This 
requires further partnership and collaboration so that DSF outputs provide direct value to existing acquisition programs (or even 
precursors to formal programs). The proposed partnered approach can provide direct value to the partner program, while distilling 
valuable best practices and lessons learned regarding MOSA enablers and barriers to implementation for future programs.

Decision Support Framework Conceptual Use
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 HUMAN CAPITAL
DEVELOPMENT

RESEARCH COUNCIL MEMBER 
FOCUSED ON THIS THEMATIC AREA:

 Jon Wade

Distinguished Research Professor, 
Stevens Institute of Technology

Providing ways to ensure that the quality and 

quantity of systems engineers and technical 

leaders provide a competitive advantage for 

the DoD and defense industrial base. Research 

must determine the critical knowledge and 

skills that the DoD and IC workforce require as 

well as determine the best means to continually 

impart that knowledge and skills.

HCD Area Goal: Ensure a competitive advantage for 
the DoD and the defense industrial base through 
the availability of highly capable systems engineers 
and technical leaders. Aggressively encourage the 
investigation and use of emerging digital technologies 
as both a central competency of the future SE and an 
evolution of SE education.

Four research tasks in the HCD area are highlighted in 
this transition report:

• Mission Engineering Competencies (RT-171)
• Helix – Workforce Evolution 2018 (RT-173)
•  SE Research Needs and Workforce Development 

Assessment (RT-174)
•  Workforce for Resilient Cyber-Physical Systems 

(RT-175)
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1.  What was the problem being addressed?  Why was it hard and is it important?

Mission engineering is the deliberate planning, analyzing, organizing, and integrating of current and emerging operational and system 
capabilities to achieve desired warfighting mission effects. (DAG 2017). Though systems acquired within the Department of Defense 
(DoD) have had a mission context, they have often been acquired individually and not as part of a larger mission. The focus on 
acquiring systems and systems of systems in a way that supports larger missions is an emerging area.

The DoD has defined ‘mission engineering’, but there is a range of differing views of the definition and scope of mission engineering 
and its relationship to systems engineering among current practitioners. Mission engineering in the US DoD is a relatively new 
endeavor. The key US DoD policy driving the research on mission engineering is the Mission Integration Management (MIM) legislation 
in the National Defense Authorization Act (NDAA) for Fiscal Year 2017 Section 855 (NDAA, 2017). The recommended mission areas 
include:

i. Close air support

ii. Air defense and offensive and defensive counter-air

iii. Interdiction

iv. Intelligence, surveillance, and reconnaissance and

v.  Any other overlapping mission area of significance, as jointly designated by the Deputy Secretary of Defense and the Vice 
Chairman of the Joint Chiefs of Staff for purposes of this subsection.

2.  What was new in the approach and why do we think it will be successful?

Supported by a literature review of mission engineering and related areas such as systems of systems and capability engineering, the 
research team has interviewed 32 individuals who are or have been mission engineers. The views of the mission engineering workforce 
provide a crucial perspective on the emerging area of mission engineering, in particular, the skillsets which characterize mission 
engineering competencies.

The methodology is built on the methodology of the SERC Helix project, which successfully built a proficiency model for systems 
engineering. Utilizing a method with a proven track record lends validity to the approach. 

The current core competencies identified by today’s mission engineers overlap with competencies which are part of the systems 
engineering competency base from the Atlas/Helix research, but with added emphasis on key areas, particularly in terms of the critical 
mission context and operational environment and systems of systems perspectives. (Hutchison et al. 2018) The key competency areas 
are: Discipline & Domain Foundations, Mission Concept, Systems Engineering Skills, Systems Mindset, Interpersonal Skills, and 
Technical Leadership.

3.  Who should care about this problem? 

As the DoD moves further into the space of mission engineering – delivering capabilities through a complex network of systems of 
systems – the competencies required for individuals to enable and deliver mission engineering will become ever more critical. By 
using the Mission Engineering Competency Framework as a baseline, individuals and organizations can begin to build the skillsets and 
workforce required to deliver the DoD’s future mission engineering capabilities.

MISSION ENGINEERING COMPETENCIES (RT-171)

Principal Investigator:  Gregg Vesonder
University:  Stevens Institute of Technology
Sponsor:  DASD(SE)
Research Task:  171
Project Page:  https://sercuarc.org/project/?id=58&project=Mission+Engineering+Competencies

s

 HUMAN CAPITAL
DEVELOPMENT
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4.  What are the risks and payoffs?

The primary risk of implementing the competency framework is that it is possible that future missions may require an evolution of the 
critical knowledge, skills, and abilities for mission engineers and that, applied without this context in mind, the framework may not be 
sufficient. However, the Mission Engineering Competency Framework was designed to include tailoring on specific types of missions 
and so, if implemented appropriately, should provide a valuable foundation on which to base training and career development for future 
mission engineers. Growing the mission engineering workforce will help to fill a critical acquisition need in the DoD.

5.  What difference will this research make?  

This project provides a critical baseline for the training and career development of future mission engineers. Growing the mission 
engineering workforce will help to fill a future acquisition need in the DoD. The Mission Engineering Competency Framework is 
illustrated in Figure below.

Mission Engineering Competency Framework
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HELIX – WORKFORCE EVOLUTION 2018

Principal Investigator:  Nicole Hutchison
University:  Stevens Institute of Technology
Sponsor:  DASD(SE)
Research Task:  173
Project Page:  https://sercuarc.org/project/?id=45&project=Helix+%E2%80%93+Developing+Effective+Systems+Engineers

 HUMAN CAPITAL
DEVELOPMENT

1.  What was the problem being addressed?  Why was it hard and is it important?

The Department of Defense has for years been concerned about the growth and development of its systems engineering workforce. A 
particular concern has been the anticipated retirement of senior systems engineers in the near future and an inadequate number of 
mid-level systems engineers to fulfill these positions. This resulted in the Helix project – which was initially developed to investigate 
what makes systems engineers effective. Previous Helix work included Atlas: The Theory of Effective Systems Engineers, an Atlas 
Implementation Guide, a Career Path Guidebook, and multiple publications.

The current task expands upon the research developed during the execution of earlier taks supporting the Helix project. The main focus 
areas for Helix include

•  Expand the aperture to understand not just what makes individual systems engineers effective but also what constitutes an 
effective systems engineering capability for an organization.

• Investigate what factors beyond the systems engineering workforce influence systems engineering effectiveness.

•  Utilize data mining techniques such as cluster analysis and natural language processing on the existing Helix dataset. The 
dataset – over 6000 pages of transcripts and notes from 363 individuals across 23 organizations – is large and complex. The 
Helix team previously had used qualitative data analysis to extract meaning and patterns from the dataset. While this has 
been largely successful – resulting in Atlas and implementation from a number of organizations – the manual approach is 
now too labor-intensive to maintain. Utilizing these techniques on the existing dataset will provide validation of the existing 
findings and will set the team up to more easily incorporate new data in future.

•  Develop a model using the findings that reflects an organization’s systems engineering effectiveness, and pilot this model with 
multiple organizations.

•  Use the model to develop a simulator than an organization can utilize to “test” changes designed to impact organizational 
systems engineering capability.

2.  What was new in the approach and why do we think it will be successful?

At the conclusion of the Helix in January 2018, Helix project researchers had collected data from 363 people at 23 organizations. In 
January 2018, the Helix project reached a critical milestone. Atlas is mature enough for earlier adopters with limited help from the 
Helix team, and is documented in a way that enables others to understand the motivations, methodology, principles, architecture, and 
details of the theory. Early methods and tools to apply Atlas have been developed and piloted with a small set of early adopters to help 
grow their systems engineers. 

Despite the progress made to date, additional work is required to ensure that Helix and Atlas can fulfill their potential impact within the 
community. The research questions that guide Helix today are:

i. How can organizations improve the effectiveness of their systems engineering workforce?

ii.  How does the effectiveness of the systems engineering workforce impact the overall systems engineering capability of an 
organization?

iii.  What critical factors, in additional to workforce effectiveness, are required to enable systems engineering capability? Five 
key research gaps were identified by SERC. The primary focus of the proposed Helix research will be to close these gaps 
and document them in a way that will enable others to adopt Atlas more readily. Further, Helix needs to be embraced 
and utilized by the overarching systems engineering community. The 2017 effort will include a strong focus on transition 
activities, including working with professional societies such as the International Council on Systems Engineering (INCOSE), 
the National Defense Industrial Association Systems Engineering Division (NDIA SED), and the Institute of Industrial and 
Systems Engineers (IISE) to endorse and recommend use of Atlas.

s
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In 2018, the Helix team launches two surveys – one for systems engineers and one for their peers, managers, and leaders – as well 
as continues in-depth interviews with participating organizations. This survey combines two widely-used tools from the organizational 
management community – the Competing Values Framework on the Quality of Interaction Index – with insights specific to 
organizational approaches to systems engineering identified in Atlas. The combination of these three data sources is expected to create 
a rich and insightful picture of organizational systems engineering capability.

3.  Who should care about this problem? 

Any organizations concerned with growth, development, and effectiveness of their systems engineers or who want to develop products 
of increasing complexity will find useful principles in Atlas. Individual systems engineers will also find guidance that they can use to 
assess and guide their own development.

4.  What are the risks and payoffs?

The primary risk in the research itself is that the dataset may not be varied enough or detailed enough to provide a representative 
sample of the systems engineering community and, therefore, conclusions generated may not be generalizable. The Helix team is 
intentionally increasing organizational variety in its sample to help mitigate this risk.

A payoff, however, has been proven with the customization of Atlas at MITRE. There has been significant positive feedback on the 
guidance and clarity the tools provides on growing the individuals within their organization, and thus growing their workforce. The Helix 
team is aware of six organizations that have utilized Atlas to assess or improve their own workforce development efforts for systems 
engineers.

5.  What difference will this research make?  

Helix has already created tools that help individuals and organizations understand what can make systems engineers effective and 
foster intentional the growth and development of systems engineers. If successful, organizations which deem systems engineering as 
a critical capability for their goals will be able to utilize the Helix tools and findings to objectively assess their current capabilities, 
determine areas for potential improvements, and test these improvements using simulations before investing time and resources into 
them. The variables expected in the model are highlighted below.
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1.  What was the problem being addressed?  Why was it hard and is it important?

The Department of Defense (DoD) determines its research needs for the SERC in a variety of ways. The SERC executes the core-funded 
research outlined in the SERC Technical Plan, which was developed based on inputs from the Government’s Executive Advisory Board 
and the SERC’s Research Council. DoD organizations sponsor their own tasks within the SERC. Finally, the SERC periodically puts out a 
call for incubator tasks, where principal investigators put together a short research proposal which receives a modest amount of funding 
to develop a set of research findings and challenges, which may receive substantial funding on subsequent task orders. Although these 
avenues and this information is helpful in shaping DoD’s SE research priorities, this particular research task was focused on engaging 
with S&T and Engineering leaders across the DoD’s laboratories and engineering centers to understand if it was possible to identify 
discernable patterns across the board with regard to research priorities and opportunities for impact.

2.  What was new in the approach and why do we think it will be successful?

The primary methodology for this task utilized data collection exercises resulting from 24 interviews using site visits (19) and telephone 
discussions (5). Additionally, a supporting survey on this topic was conducted with the International Council on Systems Engineering 
(INCOSE) Fellows worldwide, with approximately 30% of all Fellows responding to the survey.

Python scripts using open source packages for Natural Language Processing (NLP) was the tool chosen for analyzing the data collected. 
A script that identifies the important concepts (words) of each sentence in the minutes resulting from the engagements, which allowed 
the researchers to identify a total of 139 research objectives across the 24 engagements. The data collected from the survey of the 
INCOSE Fellows was analyzed separately using traditional statistical methods.

By pairing NLP of conversations with thought leaders in the systems engineering community and the more quantitative survey of 
the INCOSE Fellows – individuals recognized by INCOSE as having made verifiable contributions to the art and practice of systems 
engineering – the research reaches a wide variety of experts in the field and arrives at critical areas for research through multiple 
methods – reinforcing the validity of the research findings.

3.  Who should care about this problem? 

This research will provide critical direction for the SERC, but also for the broader systems engineering community and highlights key 
areas of need for the DoD. As such, any stakeholders in the area of DoD systems engineering or DoD acquisition will gain insight into 
critical future challenges and approaches to address these challenges.

4.  What are the risks and payoffs?

As with any study that attempts to predict future challenges and needs, the primary risk was that these future challenges are somewhat 
unpredictable. However, by including thoughts leaders as well as the INCOSE Fellows, it is likely that most predictable future 
challenges have been identified and addressed. 

5.  What difference will this research make?  

The research resulted in highlighting seven primary objectives considered critical by technical leaders at the various warfare centers, 
national laboratories, and FFRDCs for consideration by the systems engineering research community. This provides critical direction 
for the systems engineering research community and the broader engineering community in general, highlighting anticipated future 
challenges.

s

SE RESEARCH NEEDS AND WORKFORCE DEVELOPMENT ASSESSMENT

Principal Investigator:  Dinesh Verma
University:  Stevens Institute of Technology
Sponsor:  DASD(SE)
Research Task:  174
Project Page:   https://sercuarc.org/project/?id=59&project=Systems+Engineering+Research+Needs+and+Workforce+Development+ 

Assessment+%28Pathfinder%29
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The seven primary research objectives identified by DoD’s Engineering and S&T leaders are:

1. Modeling System Security, Risk, Reliability, and Resilience

• Particular reference to Distributed Systems (IoT; Cyber-Physical Systems; Mission Threads)

2. Agility at the scale of the Enterprise

3. Mission Engineering - 

• Collaboration and Competition – Computational Policy Framework

4. Knowledge Management

• Legacy and into the future with changing demographics

5. Model Based Engineering – Digital Engineering

6. Analytics and Enhanced Quantification to all aspects of Systems Engineering

7. Systems Engineering Aspects of Autonomy, AI, and ML, especially V&V
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HUMAN CAPITAL DEVELOPMENT - RESILIENT CYBER-PHYSICAL SYSTEMS

Principal Investigator:  Tom McDermott
University:  Georgia Tech
Sponsor:  DASD(SE)
Research Task:  175
Project Page:   https://sercuarc.org/project/?id=63&project=Human+Capital+Development+%E2%80%93+Resilient+ 

Cyber+Physical+Systems

1.  What was the problem being addressed?  Why was it hard and is it important?

The research and education programs in computer and software security and resilience were advanced in the 1980’s and 1990’s 
with many formal approaches to system reliability, security, dependability, and safety – primarily in response to U.S Department of 
Defense needs. Since that time, the scale and complexity of critical computing systems has increased immensely, but without a related 
increased focus on research, knowledge, and education specifically addressing dependable and resilient computing. This significant 
need is critical for the software embedded systems that dominate defense missions, as well as emerging Internet of Things (IoT), 
distributed computing, and other commercial systems. A further area of concern is a lack of university investment in laboratory facilities 
that can simulate large-scale cyber-physical systems (CPS). Most of the recent information security research and education programs 
focus on commercial information technology (IT) systems, and consequently, much of the recent university investment has focused on 
computer science and associated IT applications.

Formal research or studies in related curricula are also difficult to find. However, top universities such as Georgia Tech and the 
University of Virginia are now broadening their information security education programs to recognize specialized knowledge threads 
related to the unique demands of information systems, cyber-physical systems, and related policy concerns. In 2015 the National 
Academies Committee on 21st Century Cyber-Physical Systems Education explored requirements for education and training related 
to applications of the CPS domain. Their report, A 21st Century Cyber-Physical Systems Education, recommended “the creation and 
evolution of undergraduate education courses, programs, and pathways so that engineering and computer science graduates have more 
opportunities to gain the knowledge and skills required to engineer cyber-physical systems” [NAS, 2016]. Although this report focused 
on emerging commercial applications of CPS, the foundational knowledge applies equally to defense related systems.

This project conducted background research to develop a taxonomy that relates core characteristics of CPS, concepts of security 
and availability in CPS, and related core knowledge and skills associated with the development of such systems. A broad survey of 
existing education programs across more than 100 U.S. universities was conducted to characterize the existing undergraduate and 
graduate engineering and computer science education programs as related to emerging needs of CPS. These surveys were augmented 
by deeper dives into the education programs at our universities, including both curricula and laboratory programs, to develop a set of 
recommendations.

2.  What was new in the approach and why do we think it will be successful?

In order to survey the state of CPS education, the research looked into published curricula across U.S. university computer engineering 
and computer science programs to establish a set of themes that are indicators of the appropriate knowledge sets. These themes were 
used to classify survey data and are not intended to represent any official curriculum recommendations, although the themes were 
linked to specific bodies of knowledge in the related ACM guidance. From the curricula, the team developed a set of themes that 
represent needed skills and foundations critical to building a workforce capable of securing the nation’s most critical systems. This 
study of existing programs was paired with analysis of potential high-value laboratory capabilities that could contribute to classroom 
based education.  

3.  Who should care about this problem? 

The DoD has focused investment for some time now on developing and sustaining a cyber-ready workforce. The objective of this 
research is to assess the ability and current state of U.S. university education to produce a workforce that can design, protect, and 
sustain secure and resilient CPS. Unfortunately, because of the disproportionate development speed of the real world versus academia, 
the reality is that few graduates are prepared to engineer CPS solutions. This leaves huge gaps in security in CPS and very few people 
capable of confronting the problems. This is a major security risk, and one of the many reasons that cyber threats are recognized as 
the biggest threat to national security [DNI, 2017]. CPS are emerging as an area of engineering with significant economic and societal 
implications. Major industrial sectors such as transportation, medicine, energy, defense, and information technology increasingly need 
a workforce capable of designing and engineering products and services that intimately combine cyber elements (computing hardware 
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and software) and physical components and manage their interactions and impact on the physical environment. Although it is difficult 
to quantify the demand, a likely implication is that more CPS-capable engineers will be needed [NAS]. Students in Computer Science 
and Electrical and Computer Engineering are not being sufficiently exposed to these concepts of security in CPS enough to fulfill these 
needs.

4.  What are the risks and payoffs?

In order to fulfill the necessary CPS competencies and be ready to employ CPS skills in real time, curricula need to be developed 
that diverge from the average school’s Computer Science path. Further research is needed to define research challenges and related 
body of knowledge for resilient cyber-physical systems as well as proposed reference curriculum related to specialization in the 
systems engineering domain. Broader recommendations for a general curriculum in resilient computing systems are also needed. The 
future CPS workforce needs to include a combination of engineers trained in foundational fields (such as electrical and computing 
engineering, mechanical engineering, systems engineering, and computer science), engineers trained in specific applied engineering 
fields (such as aerospace and civil engineering), and CPS engineers, who focus on the knowledge and skills spanning cyber technology 
and physical systems that operate in the physical world. This means that these top engineering programs can build on their pre-existing 
foundations, considering they will need to be utilized in building capable engineers; however, they have to go on to include CPS themes 
that enable graduates to confront security and dependability challenges.

5.  What difference will this research make?  

The combination of taxonomy development and survey results were used to produce a set of themes published curricula across U.S. 
university computer engineering and computer science programs to establish a set of themes that are indicators of the appropriate 
knowledge sets. These themes allowed us to combine knowledge of what constitutes a CPS with related curricula in computer 
engineering and computer science, and competencies associated with system assurance. This mapping will be useful in the 
development of future curriculum recommendations and competency models.

Very few academic institutions are currently supporting cybersecurity related laboratories that would support educational curriculum 
focused on resilience of cyber physical systems. However, advanced efforts in academia and industry related to cyber-attack resilience 
for physical systems are starting to emerge, including the use of laboratories to provide experimental results. These laboratory designs 
offer design opportunities for new laboratories that are focused on supporting educational needs. Resilience-focused solutions will 
demand future system designers who integrate solutions that are based upon technical and operational areas of knowledge that are not 
traditionally part of the cybersecurity curriculums that are now offered. In particular, techniques related to fault tolerant system design 
and understanding of attack taxonomies that integrate IT system attacks combined with control physical control system attacks are 
typically not part of a cybersecurity-related curriculum. Another outcome of the survey is the conclusion that model-based engineering 
techniques provide a significant opportunity for design and evaluation of potential resilience solutions.

Cyber-Physical 
System Taxonomy
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SYSTEMS ENGINEERING AND 
SYSTEMS MANAGEMENT TRANSFORMATION

Providing ways to acquire complex systems with 
rapidly changing requirements and technology, 
which are being deployed into evolving legacy 
environments. Decision-making capabilities 
to manage these systems are critical in 
order to determine how and when to apply 
different strategies and approaches, and how 
enduring architectures may be used to allow 
an agile response. Research must leverage the 
capabilities of computation, visualization, and 
communication so that systems engineering and 
management can respond quickly and agilely 
to the characteristics of these new systems and 
their acquisitions.

Goal: Prototype, demonstrate, and provide methods to 
continuously advance the transformation of systems 
engineering to dynamic processes that leverage 
rapidly evolving computational technologies enabled 
by computational intelligence. Develop dynamic 
approaches for iterative procurement cycles that 
rapidly and concurrently develop cost-effective, 
flexible, agile systems to respond to evolving threats 
and mission needs.  

Five research tasks in the SEMT area are highlighted in 
this transition report:

•  Verification and Validation (V&V) of System 
Behavior Specifications (RT-176)

•  Interactive Model-Centric Systems Engineering 
(RT-177)

•  System Qualities (SQs) Ontology, Tradespace 
and Affordability (SQOTA), Phase 6: 2017-
2018 (RT-181)

•  ESoS Model for Digital Thread (RT-182)
• PEO-MS, SE Methods (RT-187)
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1.  What was the problem being addressed?  Why was it hard and is it important?

The NAVAIR workforce has a need for Model Centric Systems Engineering (MCSE) methods, processes and tools (MPTs) capable of 
assessing the goodness of system behavior specifications and other requirements earlier in the lifecycle of a system. In particular, the 
NAVAIR Systems Engineering Transformation (SET) initiative aims to leverage and extend existing research in the area of MPTs for 
performing early V&V of requirements and architecture models managed within its organization, and to educate its workforce in the use 
of automated tools for conducting early and continuous V&V across the entire lifecycle. Several Unmanned Aerial Vehicle (UAV) system 
models have been developed for use as a case study to test new and improved MPTs that have been developed as a result of this task. 

A fundamental challenge in systems engineering is predicting the behavior of the operational system. Early identification of emergent 
behaviors—particularly those that are unexpected or unwanted—contributes to reduction of program cost and schedule risk, and 
enables failure analysis to promote mission success. Studying system behaviors in advance of operations typically involves generating 
use cases using a graphical approach (as is done using architecture modeling tools and fault tree analysis, an executable approach (as 
is done using simulation tools), or a combination of the two. Creating executable models of systems increases human understanding of 
behaviors that emerge, as models can be executed over a number of conditions to study various outcomes. However, many of today’s 
system behavior models are over-constrained, suppressing behaviors that should be addressed prior to operation, and failing to expose 
the very behaviors engineers are seeking to prevent from occurring.

2.  What was new in the approach and why do we think it will be successful?

Monterey Phoenix (MP) is a Navy-developed systems engineering approach and tool with a demonstrated ability to automatically 
generate comprehensive sets of use cases containing many more emergent behaviors than other methods currnetly in use. The analysis 
value of these MP-generated use cases is the following: the scenarios not only contain wanted behaviors, but also unwanted behaviors 
including incorrect, hazardous, or otherwise undesirable behaviors in systems designs. The comprehensive sets of MP-generated use 
cases are scope-complete, which means they contain the exhaustive set of possible combinations of behaviors and interactions among 
the modeled systems up to a scope limit. Scope is the number of loop iterations permitted in the behavior models. The scope-complete 
aspect of the automatically generated use cases and provides the ability to test the system model for the presence or absence of 
behaviors of concern up to the specified scope.

3.  Who should care about this problem? 

The challenge of developing the right requirements early in system development has been a long-documented problem in systems 
engineering. The approaches developed for this task are designed to assess the goodness of system behavior specifications and other 
requirements earlier in the lifecycle of a system. This provides opportunities for undesired behaviors to be identified and corrected 
early. Any system developer that desires to manage emergence and minimize disruption in system development and use may benefit 
from these techniques, which are expected to apply to other systems in many domains throughout DOD and other government 
agencies.

4.  What are the risks and payoffs?

The primary risk for this task is that the community may not be sufficiently aware of the MPTs and potential benefits they can provide. 
The research team plans to summarize the results into a workshop format that can be delivered to the NAVAIR workforce. This will 
ensure a good transition of the many interim research products resulting from this effort in a timely manner, and have a positive impact 
on Systems Engineering Transformation.

s

VERIFICATION AND VALIDATION (V&V) OF SYSTEM BEHAVIOR SPECIFICATIONS

Principal Investigator:  Kristin Giamarco
University:  Naval Postgraduate School
Sponsor:  NAVAIR
Research Task:  176
Project Page:   https://sercuarc.org/project/?id=35&project=Verification+and+Validation+%28V%26V%29+of+System+ 

Behavior+Specifications
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5.  What difference will this research make?  

The first year of the task resulted in multiple advancements and contributions to the systems modeling community. The team developed 
16 papers and invited talks as a result of the task, which disseminate the major MCSE MPTs created during the task, and greatly 
contributing to the body of literature around MCSE. In addition, findings from this task have already been incorporated into three 
courses around systems engineering, architecture, and integration at SERC Collaborator universities. The research team has begun 
cataloging reusable architecture model patterns and anti-patterns – patterns to be avoided in architecture modeling. These patterns 
are presented in the language of the Department of Defense Architecture Framework (DODAF) meta model. This provides a critical 
reference for the Defense community.  
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1.  What was the problem being addressed?  Why was it hard and is it important?

The Interactive Model-Centric Systems Engineering (IMCSE) research program arises from the unique opportunity to investigate the 
various aspects of humans interacting with models and model-generated data, in the context of systems engineering practice. IMCSE 
research aims to develop transformative results through enabling intense human-model interaction, to rapidly conceive of systems 
and interact with models in order to make rapid trades to decide on what is most effective given present knowledge and future 
uncertainties, as well as what is practical given available resources and constraints. While model-based engineering initiatives are 
advancing technical aspects of models in the engineering of systems, this research advances knowledge relevant to human interaction 
with models and model-generated information.

2.  What was new in the approach and why do we think it will be successful?

There were three main areas of focus for this research task:

•  Human-Model Interaction. Research on human-model interaction has investigated the literature across various fields including 
cog-nitive science, decision analysis, organizational and human behavior, and systems science. The empirical study on model-
centric decision making, initiated was completed and feedback was obtained in several technical exchanges with the practitioner 
community. The empirical study findings, analogy studies, and other secondary source data were used to develop a set of guiding 
heuristics. Several validation activities were conducted, towards the final goal of developing a validated set of guiding principles 
for effective human-model interaction. State-of-the-practice findings were used as a basis for conducting a technical exchange 
workshop with research stakeholders. The workshop provided research feedback and identified needs for improving the state-of-
the-practice for human-model interactivity.

•  Interactive Epoch-Era Analysis (EEA). Research matured the approach for evaluating systems under dynamic uncertainty. The 
extended framework for interactive capability and scaling to big data was completed, including several interactive prototypes 
for demonstration purposes. Demonstration cases were completed for a space tug multi-mission orbital transfer vehicle and a 
commercial offshore ship. The framework can be applied for both modular and non-modular solutions for comparison within a 
tradespace (which helps to assess the lay-in, opportunity, and carrying costs of modularity), and as a means for determining the 
costs and benefits of having the option to switch between states (e.g. swapping a mission payload or manufacturing line). An 
experiment to investigate the impacts of visualization and interaction in a decoupled manner was completed with several findings. 
A set of knowledge assets was completed including the Interactive EEA framework, demonstration prototypes, case-based impact 
studies, and results of the experiment. 

•  Curation of Model-Centric Environments. Under the premise that model-centric environments of the future will necessitate 
specialized leadership and competencies, a new leadership role for curation was further investigated. Four stages were identified 
for organizations transforming under the digital paradigm. Specific needs were identified for establishing leadership and practices 
for model curation through primary and secondary sources. Investigations suggest seven different types of organizations for 
implementing model curation, based on different needs and organization forms. Research findings were shared with research 
stakeholders as a preliminary validation of needs and emerging practices. The need for an instrument for organizations to assess 
their model leadership capabilities and risks was confirmed in a technical exchange workshop and other meetings with research 
stakeholders.

s

INTERACTIVE MODEL-CENTRIC SYSTEMS ENGINEERING

Principal Investigator:  Donna Rhodes
University:  Massachusetts Institute of Technology
Sponsor:  DASD(SE)
Research Task:  177
Project Page:  https://sercuarc.org/project/?id=25&project=Interactive+Model-Centric+Systems+Engineering+%28IMCSE%29
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3.  Who should care about this problem? 

Models are increasingly used to drive major acquisition and design decisions, yet model developers, analysts, and decision makers 
are faced with many challenges. The systems community has made progress on standards, methods and techniques for model-based 
engineering, yet little focus has been given to complexities of human-model interaction. Interactive Model-Centric Systems Engineering 
(IMCSE) research generates knowledge impacting human effectiveness in model-centric environments of the future. This work will 
benefit any organization or project for which modeling will become an important part of its systems engineering approaches.

4.  What are the risks and payoffs?

Models are becoming increasingly ubiquitous in systems engineering. They are used for decision support, system design, understanding 
system behaviors, and a myriad of other tasks. Understanding how individuals will utilize systems, how systems handle dynamic 
change, and whether an organization’s leaders have the skills required to ensure models of appropriate quality will become critical for 
any organization designing or developing systems.

5.  What difference will this research make?  

This research provides critical insights into the utilization of models and how humans interact with these models. As models become 
more of the way systems engineering is accomplished, these insights will prove critical to the successful development and deployment of 
systems.
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SYSTEM QUALITIES (SQS) ONTOLOGY, TRADESPACE AND AFFORDABILITY (SQUOTA)

Principal Investigator:  Barry Boehm
University:  University of Southern California
Sponsor:  DASD(SE)
Research Task:  181
Project Page:  http://www.sercuarc.org/projects/tradespace-and-affordability/

1.  What was the problem being addressed?  Why was it hard and is it important?

This effort supports the System Qualities Ontology, Tradespace and Affordability (SQOTA) project (originally called ilities Tradespace 
and Affordability Project (iTAP)). Its main objective is to provide DoD-community systems engineers with stronger foundations and 
methods, models, processes, and tools (MMPTs) for dealing with the complex and system-critical interactions among a system’s 
quality attributes (SQs), also called ilities or non-functional requirements (NFRs). The SQs are weakly and inconsistently defined, often 
underemphasized in DoD acquisition reviews and guidance, and often the major source of system acquisition and support shortfalls and 
overruns. 

2.  What was new in the approach and why do we think it will be successful?

The SQOTA effort has been executed in several phases to date. GTRI’s efforts have focused on the development of methods, processes, 
and tools necessary to realize executable evaluation of the SQs and integrating system engineering cost models developed by SQOTA 
collaborators (University of Southern California and Naval Postgraduate School) with model-based systems engineering frameworks such 
as SysML and OpenMBEE. 

The Systems Qualities Ontology, Tradespace, and Affordability (SQOTA) team has made significant progress, not only in research results, 
but also in their application and support of DoD organizations and FFRDCs. Several team members are addressing coordinated control 
of multiple autonomous vehicles: Wayne State with TARDEC for ground vehicles; Penn State with the Navy for sea vehicles; AFIT and 
NPS for Air Force and Navy swarms of airborne drones, also in collaboration with USC’s Azad Madni’s Hidden Markov Model-based 
machine learning capability for dealing with uncertainties in the control of swarms of airborne drones. Georgia Tech continues to extend 
its versatile model-based systems engineering toolset in support of Army, Navy, and Marine Corps systems engineering and tradespace 
analysis efforts, and is extending its capabilities to address security tradespace analysis.

USC’s Systems Qualities Ontology is being used to enable tradespace analysis between other system qualities (SQs) and Maintainability, 
which supports not only Total Ownership Cost (TOC) and Changeability, but also Dependability in terms of reducing Mean Time To Repair. 
USC is also developing, applying, evaluating, and extending a big-data analysis toolset called Systems Qualities Understanding through 
Analysis of Abundant Data (SQUAAD), which has been used to analyze a Navy Safety tradespace analysis application. USC is also 
coordinating its Maintainability ontology with MIT’s Changeability semantic ontology, and with U.Virginia’s big-data analysis capabilities. 
The USC Ontology has also been used to clarify the quagmire of alternative definitions of Resilience, in concert with Aerospace Corp’s 
March 2018 Ground Systems Architecture Workshop, and is preparing to extend its SQUAAD capabilities to address Security and 
Interoperability tradespace analysis.

In the next-generation cost modeling area, this task included a collaboration of NPS and USC with the Naval Center for Cost Analysis 
in addressing early cost analysis of agile systems developments. USC has also completed an initial calibration of the COSYSMO 3.0 
upgrade in a team effort with NPS and several aerospace companies, including effects of systems engineering artifact reuse, and is 
exploring cost estimation of security levels in concert with the Software Engineering Institute.

3.  Who should care about this problem? 

With the ontology, methods, processes, and tools, the research is of interest across the DoD and across the international and standards 
communities.
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4.  What are the risks and payoffs?

As resilience involves both agile flexibility and disciplined assurance, it is an excellent example of the importance of, and tradespace 
challenges involved in, simultaneously achieving multiple system quality factors. If successful, a payoff would be appropriately 
connecting systems engineering technical analyses from the financial community’s cost analyses leading to technical specifications 
with more affordable costs.

A valuable impact would be developing more service-oriented and interoperable versions of current SERC SQ MPTs; developing 
approaches for better integrating MPTs primarily focused on physical, cyber, or human system SQ analysis; efforts to modify and 
compose existing SERC SQ MPTs to better interoperate with each other and with counterpart MPTs in the Engineered Resilient 
Systems (ERS) community and elsewhere; and efforts to apply the MPTs to the -ilities tradespace and affordability analysis of 
increasingly challenging DoD systems.

5.  What difference will this research make?  

The Product Quality framework will continue to populate its synergy and conflict relationships among the SQs; to expand the 
quantification of the synergies and conflicts; and to refine the prototype tools for representing and applying the results. It will also 
develop complementary views for addressing DoD high-priority SQ-related issues dealing with uncertainties such as sources of change, 
early cost-effectiveness analysis, and Total Cost of Ownership analysis. It will also develop and apply scientific theories to validate the 
capabilities and consistency of the frameworks, models, methods, processes, and tools being researched and developed.
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1.  What was the problem being addressed?  Why was it hard and is it important?

In June 2018, the Office of the Secretary of Defense for Systems Engineering (DASD/SE) released the Department of Defense (DoD) 
Digital Engineering Strategy, a comprehensive strategy for the transformation of DoD engineering methods, processes, and tools to the 
digital age. The strategy outlines five strategic goals for the transformation, targeted to “promote the use of digital representations of 
systems and components and the use of digital artifacts as a technical means of communication across a diverse set of stakeholders, 
address a range of disciplines involved in the acquisition and procurement of national defense systems, and encourage innovation in 
the way we build, test, field, and sustain our national defense systems and how we train and shape the workforce to use these practices. 
These goals center on the definition, development, and use of a program “authoritative source of truth” – a government/contractor 
shared set of digital data and models that move away from static and disconnected program artifacts toward a fully integrated digital 
information exchange in order to improve the accuracy and timeliness of program decisions across the system lifecycle.

2.  What was new in the approach and why do we think it will be successful?

This report presents the results of a research project that was conducted in parallel with and independent of the development of that 
strategy to understand how that strategy might evolve and change the way the DoD conducts acquisition of new systems and supports 
existing systems. A multi-disciplinary research team conducted a qualitative analysis of that transformation, using interviews of over 
25 stakeholders currently involved in Digital Engineering (DE) initiatives across multiple DoD agencies, NASA, and the FFRDC/UARC 
community. These interviews were then used to develop conceptual models describing what that future DoD acquisition enterprise might 
look like, given success of DoD DE initiatives. These conceptual models were developed independently from the released strategy, but 
the interview process found strong alignment with the strategy across the stakeholder base, so the models in this report were organized to 
align with the five goals of the DE strategy.  

3.  Who should care about this problem? 

While MBSE is well-developed and broadly adopted in the defense industry and beyond, the full scope of a DE transition is still in 
the early stages of development and adoption. Besides the DoD efforts on digital engineering, several similar efforts are underway in 
industry: digital threads (Air Force), digital twins (by GE or Siemens), digital tapestry (Lockheed Martin), model-centric engineering 
(JPL/NASA), etc. Although digital or model-based approaches towards systems engineering and acquisitions are clearly the path to 
the future, there are still significant hurdles to overcome. In addition, most of the advances so far have focused on better support 
for traditional SE methods in a traditional acquisitions context. In this research task, the aim was to lay the foundation for a digital 
thread enabled acquisitions ecosystem in which the processes (and potentially even organizational structures) are updated to best 
take advantage of the new digital engineering capabilities. The questions of how the acquisitions ecosystem will be affected by digital 
engineering and how best to facilitate the corresponding transformation are the focus of this report.
Any organization that is impacted by the DoD Digital Engineering Strategy will find the results of this study useful.

4.  What are the risks and payoffs?

The results of this task showed several areas where further study is required: 

•  Metrics. In order to measure progress toward an enterprise wide transformation, the appropriate measurement models should 
be identified and developed. 

•  Model Curation and Certitude. A rigorous approach should be developed to verify, validate, and accredit the models that are 
incorporated into the Authoritative Source of Truth. Government and industry personnel who use the Authoritative Source of 
Truth will need to know the quality of each model and the range of data over which each model can be trusted.
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•  AST Metadata. A standards process should be initiated to standardize metadata for the models and data that will be 
incorporated into the Authoritative Source of Truth (AST). Metadata should identify the degree of accreditation and range of 
validity of models in the AST. Metadata should distinguish between data and models that describe requirements (the intended 
design), design status (the performance of the design if it were implemented today), and the expected performance of the 
design when it reaches initial operational capability. 

•  Innovation. The enterprise is evolving incrementally but there is also acknowledgement that significant process and 
technology breakthroughs will be needed to fully achieve the goals of the DE strategy. The DoD should use all tools they have 
to encourage breakthrough innovation in this area. This will be difficult as DE is a support activity and not a technology that 
directly affects the fight. 

•  Human Capital. This will be a significant shift in the workplace. “Data driven acquisition” will be more natural to the “digital 
natives” who are entering the workforce. Still, care must be taken to engage the experienced engineers and acquisition 
professionals. Training programs must evolve with the strategy. 

5.  What difference will this research make?  

The project produced five conceptual models reflecting the future DE-enabled acquisition enterprise, one for each of the goals in the DE 
Strategy. The systemigram conceptual modeling tool, which includes both a narrative of change and accompanying concept diagram, 
was used to capture the combined views of the interviewed stakeholders. The five models are 1) the Authoritative Source of Truth, 2) 
Digital Engineering to inform enterprise and program decision making, 3) the Digital Engineering infrastructure, 4) technical innovations 
to improve engineering practice, and 5) changing workforce and culture. These models were reviewed in a workshop setting with the 
sponsor team and approved for publication is this report. 

In addition, the project conducted a workshop focused on how innovation will drive the DE transformation. This was a brainstorming 
exercise that produced an additional set of narrative “anecdotes” used to inform the conceptual models. The results of this workshop are 
also documented as a standalone result. 

The model results had immediate use in informing the sponsor of potential metrics reflecting the performance or DE change initiatives. 
The systemigram diagram naturally produces insight on change metrics, which are the outcome of the relationships modeled in the 
diagram. In addition, the diagrams are useful in agreement on a lexicon that describes the future system, identification of all involved 
stakeholder groups in the process and their individual value sets, and identification of key enablers and barriers to enterprise change. 
These results are documented in the report.
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1.  What was the problem being addressed?  Why was it hard and is it important?

The Chief Engineer of PEO Missile and Space has expressed a strong desire to implement the model-based engineering (MBE) and 
model-based systems engineering (MBSE). He supported this push with local training on the use and implementation of specific 
modeling tools building on the good experiences of other Project Managers within the PEO. The push was further supported by the 
JAMS PO Deputy Program Manager and Chief Engineer. They established an ad hoc group to further investigate the implementation of 
MBE and the various tools available.

The objective of this effort was primarily mechanical and was designed to look at the downstream engineering and develop methods of 
model and data reuse for the typical evolutionary acquisition strategy that JAMS PO has been following. After identifying the models 
and data that are used in the downstream engineering, a backwards-planning methodology will be applied to ascertain if there are 
logical milestones that the model development and data acquisition could be applied to for future acquisitions. If so, this could be the 
efficient, cost effective path to Future Vertical Lift (FVL) weapons integration.

2.  What was new in the approach and why do we think it will be successful?

The objective was to create a closer connection between downstream engineering and the SE and to provide connectivity with past 
analysis and models. Initial efforts involved reaching out to the primary software vendor used by AMRDEC Platform Integration to 
investigate their ability to connect analysis codes and results files with SysML. Through a series of telephone conversations, this appears 
to be possible and should be further pursued. The goal is to eventually have connectivity for some analytical models to allow the SE to be 
able to change requirements in MagicDraw and have analysis run in the background to find solutions for a very limited number of parts 
and requirements. One case in particular is the springs in the launch rail that control retention force. This is a well bounded problem and 
the parameters could be established sufficiently in SysML to make this calculation. 

The other area of great interest is technical data package (TDP) creation and updating as defined by MIL-STD-31000. The numerous 
non-standard launcher configurations are a natural for CAD system configurations using common parts. The greater challenge is that 
most of the non-standard launchers are not part of a production contract. This poses the problem that they cannot drive changes to 
production hardware, but they can be affected by production changes. A proposed solution is discussed in a later section. 

Another area that gained unexpected attention is that of model based physical configuration audit (PCA). This is another area that could 
benefit from MBE coupled with evolving validation techniques such as structured blue light scanning. An experiment was conducted at 
the rocket pod manufacturer that resulted in acceptance by the manufacturer and demonstrated a potential method of conducting better 
PCAs.

3.  Who should care about this problem? 

As model-based engineering and digital engineering efforts become increasingly common in the DoD, tools that support the appropriate 
utilization of modeling tools – and a common understanding of the strengths and limitations of these tools – will be a benefit to the 
entire systems engineering community.

4.  What are the risks and payoffs?

There is a common thread: model validation. It is absolutely critical to the success of MBE and MBSE. Once a model has been 
validated, a model management challenge arises that is equal in importance and a part of this work.

5.  What difference will this research make?  

Approaches that support the appropriate utilization of modeling tools along with a common understanding of the strengths and 
limitations of these tools will be a benefit to the entire systems engineering community.
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TRUSTED SYSTEMS

Providing ways to conceive, develop, deploy 

and sustain systems that are safe, secure, 

dependable and survivable. Research must 

enable prediction, conception, design, 

integration, verification, evolution and 

management of these emergent properties of 

the system as a whole, recognizing these are 

not just properties of the individual components 

and that it is essential that the human element 

be considered.

TS Area Goal: Develop, evaluate, and catalyze the 
transitioning of integrated concepts, methods, 
processes, and tools for providing cost-effective, 
evidence-based, argument-supported assurance that 
defense systems and projects provide all critical 
properties on which diverse stakeholders may 
legitimately rely for mission success with acceptable 
levels of residual risk.

Five research tasks in the TS area are highlighted in this 
transition report:

•  Next Generation Adaptive Cyber-Physical 
Human Systems (RT-183)

•  Electronic Component Survivability in Harsh 
Environments (RT-184)

•  Reliability of Silver Wire Bonds in Harsh 
Environments (RT-190)

•  Product Assurance for Elections in Harsh 
Environments (RT-186)

•  Security Engineering -- Decision Support Tool 
Trials (RT-191)
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1.  What was the problem being addressed?  Why was it hard and is it important?

Cyber-Physical-Human Systems (CPHS) are complex engineered sociotechnical systems in which computers, sensing and 
communication devices, and humans cooperate to jointly perform missions (and tasks) over time and across space. CPHS can exist at 
multiple scales. A purposeful combination of computational algorithms, physical components, and humans (agents), adaptive CPHS 
are capable of collaborating in joint task performance and adapting as needed to respond to operational contingencies and unexpected 
situations. Their performance depends on shared context and mutual predictability especially in the face of disruptions.

An important challenge in the design of CPHS is assuring shared context in human-CPS decision-making and control. This is a 
challenging problem because of the nonlinear behavior of CPHS in different contexts. Existing system modeling approaches tend to 
employ simplistic human models (e.g., humans modeled as a disturbance to the system, human modeled as a simple transfer function) 
that do not take human cognitive limitations into account.

2.  What was new in the approach and why do we think it will be successful?

There are multiple challenges in architecting and engineering adaptive CPHS: 

•  Inferring Human Intent. Understanding intent is an ongoing challenge in adaptive CPHS. Electro-physiological sensors (EPS) are a 
key source for identifying intent but tend to be noisy. In fact, noise is inherent in any sensor-based control system. Noise filtering 
and sensor fusion only partially reduce uncertainty in inferring intent. Therefore, it is important to exploit contextual knowledge to 
increase confidence in intent determination. 

•  Shared Contextual Knowledge. It is important to ensure human and CP elements have a common understanding of concepts and 
relationships in problem domain (i.e., shared domain ontology such as METT-TC). Human and CP elements need to have a shared 
understanding of goals, plans and system state. Under a defined set of conditions, CPHS are required to behave in a manner 
that complies with boundary constraints and threshold limits. Unexpected behaviors (for any reason) need to be recognized and 
appropriate actions taken that either result in continued safe operation, or cause CPHS to transition to safe operation. A key 
hypothesis is that with proper consideration of operational modes and states, CPHS can be made robust, and can withstand errors 
induced by environmental uncertainty or misinterpretation of human intent. 

•  Strong Time Semantics. Need for strong time semantics is required to ensure proper synchronization and sequencing of CPHS 
operation. A CPHS has to synchronize sensing, decision making and responses so that the right actions are taken at the right time 
to accomplish desired behaviors. An action taken to soon or too late can potentially prevent achievement of desired outcomes, and 
possibly cause an unsafe condition. 

3.  Who should care about this problem? 

Next generation adaptive CPHS are a type of socio-technical systems in which computation, communication, and control are tightly 
integrated (Schirner et al., 2013). They comprise cyber, physical, and human elements and are capable of learning and adaptation 
based on operational context. Operational context is defined by the state of the environment, state of the human, and state of the 
cyber and physical components. State of the environment is described by attributes such as observability, threat level, and terrain and 
weather characteristics. The state of the human is described by cognitive load, fatigue level, vigilance level, and familiarity level with 
the task at hand. The state of the cyber-physical elements in the adaptive CPHS is described by computation and communication load, 
and level of knowledge of the task, environment, and the human counterpart. Next generation adaptive CPHS are safety-critical systems 
that can range from a small device to large-scale system-of-systems (SoS). The fact that humans can play a variety of roles in adaptive 
CPHS leads to increases in system complexity and vulnerability to cyber-attacks. Examples of adaptive CPHS are self-driving vehicles, 
adaptive energy grids, and healthcare enterprises.
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4.  What are the risks and payoffs?

Adaptive CPHS in the military need to operate safely in uncertain, dynamic environments with potentially hostile and deceptive agents. 
Adaptive CPHS face three key technical challenges: how to infer human intent; how to maintain shared context, and how to incorporate 
strong time semantics. Existing design tools are inadequate for modeling, analyzing and integrating adaptive CPHS for three main 
reasons. First, they address cyber, physical and human elements in isolation. Second, they tend to have overly simple human behavior 
models that do not reflect reality. Third, they do not address interactions between cyber, physical and human elements and their timing 
and synchronization constraints. A key challenge of adaptive CPHS is maintaining shared context in the face of disruptions. Flexible 
knowledge representation and machine learning are key to adaptive CPHS. Offline machine learning in the form of supervised learning 
can help the cyber-physical elements learn the preferences and priorities of humans across a range of contexts.

5.  What difference will this research make?  

The accomplishments of this task include: a precise definition of adaptive CPHS; specification of a real world adaptive CPHS scenario 
of interest to DoD; development of a testbed to prototype adaptive CPHS; and use of the testbed to create a preliminary prototype of an 
adaptive CPHS. The prototype showcases the capabilities of an adaptive CPHS for maintaining perimeter security of a parked C-130 
aircraft. The adaptive CPHS in this case comprises unattended ground sensors, fixed and mobile sensors, surveillance and adaptive 
planning and execution dashboard, mission commander who commands and controls distributed assets using the capabilities of the 
dashboard, and human sentries who change patrol patterns based on the mission commander’s directives. The prototype demonstrates 
the dynamic coverage of the aircraft perimeter based on optimizing coverage using a fitness algorithm.
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1.  What was the problem being addressed?  Why was it hard and is it important?

USAF and other Defense systems rely on commercial electronics technologies to achieve a balance of performance and cost.  These 
commercial technologies are not inherently designed for military applications.  These technologies have a high rate of material and 
process changes to support the consumer market.  In addition, these technologies developed for commercial applications have not been 
validated for survivability and reliability needs in harsh military shock environments. Previous component shock isolation techniques 
such as micro-coil springs mounted between an IC and the circuit board have considered but not thoroughly investigated for use in 
harsh military shock environments.

To successfully use commercial electronics technologies in military systems requires sufficient knowledge to determine suitable 
qualification requirements and quality control measures to assure reliability in military applications, particularly those with critical 
consequence of failure.  These approaches need to be developed to be included in military and industry standards and specifications to 
support efficient systems engineering of solutions to meet DoD’s needs.

This research task was intended to identify, develop, and characterize methods for increasing the shock survivability design margin for 
large electronic components under shock within a standard FR-4 reflow process (or at least for a vapor phase process).  The researchers 
investigated novel interconnects or new component mounting techniques to create robust packaging that isolates a component from 
mechanical inputs but maintains electrical connectivity through a wide range of shock, thermal, and combined loadings. 

2.  What was new in the approach and why do we think it will be successful?

Models were developed to predict the impacts of environmental stress on commercial electronics. A computerized tomography (CT) scan 
was used to examine the condition of electronics after undergoing environmental stresses. These results were compared with the results 
of the models; there was a strong correlation between results. 

3.  Who should care about this problem? 

The DoD Services will continue to operate in harsh environments for the foreseeable future and much of the equipment in these 
environments will be stored for periods of time – either in garrison prior to deployment or for specialized equipment, stored during 
deployment. Proper maintenance of equipment is critical to the mission readiness of all US military units.

4.  What are the risks and payoffs?

The models provide mechanisms for predicting the stress and failures of critical system components – in this case field extracted fuze 
– over time. The model results were compared with those found on real-world components and were found to have a strong correlation. 
The models can be used to help ensure proper maintenance and readiness of relevant system components over time. However, as with 
all models, there are sometimes factors which may not be taken into account in a model; in other words, it is possible that a model 
could fail to predict a problem in a component.

5.  What difference will this research make?  

The models and methods produced in this task address the need for better cost effective techniques to reassess the shelf life of missile 
using non-destructive methods that can actively track damage progression in terms of deformations and strains over the entire domain. 
This study fills a crucial gap in the literature in this area.

s

ELECTRONIC COMPONENT SURVIVABILITY IN HARSH ENVIRONMENTS

Principal Investigator:  Pradeep Lall
University:  Auburn University
Sponsor:  US Air Force
Research Task:  184
Project Page:  https://sercuarc.org/project/?id=76&project=Electronic+Component+Survivability+in+Harsh+Environments



36

TRUSTED SYSTEMS

1.  What was the problem being addressed?  Why was it hard and is it important?

Commercial electronics are increasingly being used for the design, sustainment, and life-extension of military systems. In most cases, 
the materials and interfaces in the commercial electronics are evolving more quickly than the availability of tools for life-prediction and 
risk mitigation for operation in harsh environments. The tools and techniques developed for the reliability assessment in the commercial 
space are targeted for an operating lifetime of 1-2 years; this is much shorter than the expected lifetime in most military systems. It is 
not uncommon for systems to be stored for longer periods of time but high reliability is expected to ensure mission readiness. 

One of the technologies which is impacting the use of commercial electronics in military systems is the transition in the electronics 
to the use of silver wire bonding. Silver wire bonds are being targeted as a cost-effective replacement for gold-wire bonds used for 
chip-level interconnects.  The industry standards are targeted at the use of gold and aluminum wire. The acceleration factors, quality 
assurance methods and the qualification test protocols for assurance of reliability of silver wire bonds in harsh environments need to be 
developed. These methods need to be incorporated into existing standards to mitigate the risks of using silver wire bonding.

2.  What was new in the approach and why do we think it will be successful?

This task was created to investigate the reliability of different wirebond material candidates subjected to high temperature storage life 
(HTSL). The task investigated modes of failure, reasons for failures, and time to failure for each wirebond pair subjected to prolonged 
exposure at high temperatures. Prior studies on the reliability of copper, gold, and palladium-coated copper (PCC) wirebonds have not 
sufficiently investigated. Research focused on the study of the physics of failure mechanisms in the silver-aluminum ball wire bonds 
and silver stitch bonds in plastic encapsulated devices, and the development of acceleration factors to allow for assurance of long-term 
storage reliability in harsh environments.

3.  Who should care about this problem? 

The DoD Services will continue to operate in harsh environments for the foreseeable future and much of the equipment in these 
environments will be stored for periods of time – either in garrison prior to deployment or for specialized equipment, stored during 
deployment. Proper maintenance of equipment is critical to the mission readiness of all US military units.

4.  What are the risks and payoffs?

The testing conducted during this task compared a variety of standard wirebonds with the proprosed silver-aluminum wirebond against 
a set of standard metrics.

5.  What difference will this research make?  

In an effort to reduce costs, the DoD would like to transition some electronics to utilize silver-aluminum wire in their chips, but standards 
do not currently address this approach. This research has provided empirical data and an appropriate methodology for investigating this 
issue further, enabling the DoD to make more informed decisions about this transition.
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1.  What was the problem being addressed?  Why was it hard and is it important?

US Army and other Defense systems primarily use commercial electronics technologies to achieve a balance of performance and cost.  
These commercial technologies are not inherently designed for military applications and exhibit a high rate of material and process 
changes to support the consumer market.  In addition, these technologies developed for commercial applications often have not been 
validated for military environments and reliability needs.

To successfully use commercial electronics technologies in military systems requires sufficient knowledge to determine suitable 
qualification requirements and quality control measures to assure reliability in military applications, particularly those with critical 
consequence of failure.  These approaches need to be developed for inclusion in military and industry standards and specifications to 
support efficient systems engineering of solutions to meet military application needs.

For instance, due to various global legislative actions, the assembly of commercial electronics uses Pb-free solders in place of 
traditional SnPb solder that military systems have relied on for over 50 years.  The Pb-free solder materials have different structural 
properties that, in many cases, have not been characterized for military application life cycles.  Similarly, to address cost concerns, the 
commercial electronics industry has migrated from Au wire bonds in microcircuit packaging to Cu and Ag wires.  These new materials 
behave very differently than Au and require performance characterization for military environments.

2.  What was new in the approach and why do we think it will be successful?

Research will focus on the study of the physics of failure mechanisms in Copper-Aluminum wirebonds and solder joints for the 
development of acceleration factors to allow for assurance of long-term storage reliability in harsh environments.  

•  Correlation of the high-temperature and high-humidity with the operational reliability of copper-aluminum wirebonds will be 
established.  Damage proxies for the initiation and progression of damage in wirebonds will be developed to allow for identification 
of pathways for ascertaining the accrued damage in components and assemblies that have been stored for long periods of 
time.  The polarization curves and Tafel parameters will be measured for the copper-aluminum wirebond system for a number 
of commonly encountered pH values, and contamination concentrations and storage times.  The measurements will be used for 
development of a multiphysics model for life prediction and assessment of remaining useful life.  

•  High strain rate properties of solder will be measured for characterization of the stress-strain behavior, development of constitutive 
models and incorporation in finite element models for prediction of survivability of electronics.  Focus will be on leadfree alloys 
after exposure to thermal aging similar to that experienced in storage of electronics

3.  Who should care about this problem? 

The DoD Services will continue to operate in harsh environments for the foreseeable future and much of the equipment in these 
environments will be stored for periods of time – either in garrison prior to deployment or for specialized equipment, stored during 
deployment. Proper maintenance of equipment is critical to the mission readiness of all US military units.

4.  What are the risks and payoffs?

The models developed in this task provide a mechanism to study the impacts of harsh environments on system elements without 
destroying the item(s) in question that correlate will with real world data. Having these non-destructive approaches for understanding 
the impact of high temperatures and other harsh environments on commercial equipment is a critical aspect of lowering DoD 
acquisition costs while ensuring mission readiness.
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5.  What difference will this research make?  

In an effort to reduce costs, the DoD would like to better utilize commercial equipment. This research has provided empirical data and 
an appropriate methodology for investigating the specific issue of the types of solder utilized in electronics, enabling the DoD to make 
more informed decisions about this transition.

Approach: from CT images to Model
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1.  What was the problem being addressed?  Why was it hard and is it important?

Historically, both the cyber security and system engineering (SE) communities have pointed to the desirability for addressing cyber 
security requirements early in the overall design process for new systems. Prior University of Virginia (UVA) research efforts, referred 
to as System Aware Cyber Security, have addressed cyber attack resilience requirements as a subject associated with the design of 
cyber physical systems. Correspondingly, one would expect to address cyber attack resiliency early on in an organization’s processes for 
system design. 

2.  What was new in the approach and why do we think it will be successful?

As part of preparing for an initial trial of the cyber security requirements (CSRM), an initial weapon system (to be referred to as 
Silverfish) use case was developed to serve as an initial application. Silverfish is a hypothetical system, but was deemed by the ARDEC 
team as sufficient for the purposes of CSRM development. In addition to supporting the development of the CSRM, the Silverfish use 
case is also intended to support research related to both decision support tool development and rapid prototyping/simulation efforts to 
help identify potential system resilience solutions. Section 3.1 provides a functional description of Silverfish and Section 3.2 provides a 
corresponding SysML-based description.

3.  Who should care about this problem? 

This task is concerned with cyber attack resilience: the capacity of a system to maintain state awareness (implies a monitoring process 
of physical and software-related states) as a means for detecting cyber attacks, and to proactively maintain a safe level of operational 
normalcy through rapid system reconfigurations in response to detected cyber attacks that would impact system performance. 
Maintaining operational normalcy includes containing the immediate consequences of the detected attack and post-attack forensic 
support based upon the data collected for detecting attacks. As cybersecurity becomes increasingly entwined in systems, the need to 
address cyber attack resilience early in the lifecycle will increase.

4.  What are the risks and payoffs?

The six-step CSRM methodology for cyber physical systems introduced in this research activity is risk-based. Risk is determined by the 
consequences that would occur should a particular cyber attack scenario occur and the likelihood of that scenario actually occurring. 
Consequences can range, for example, from human injury or loss of life, to loss of control, to corruption or delays of situation awareness 
information, to denial of a system operation. The CSRM recognizes that the owners, operators and users of a system are the appropriate 
community of people to consider and prioritize the potential consequences that need to be avoided. The CSRM also recognizes that 
the cyber attackers (adversaries) are the community of people that prioritize and ultimately determine the likelihood of specific cyber 
attacks occurring. Cyber security solutions are intended to influence the likelihood of attacks and, in particular, cyber attack resiliency 
solutions are intended to address the consequences of detected attacks. The six-step CSRM is divided in a manner that addresses this 
division of risk and the three teams that execute the CSRM provide the knowledge required to address the six steps.

This effort was co-funded by the Army Armament Research, Development, and Engineering Center (ARDEC). This collaboration with the 
Army ARDEC is intended to enable transition of research findings to weapon systems.

5.  What difference will this research make?  

This activity illuminated the point that system resilience is a system design topic, and requirements for resilience depend upon related 
cyber defense and software engineering requirements. As a result, all three of these inter-related areas of cyber security should be 
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approached concurrently, and since resilience should be addressed at the earliest phase of system design, defense and cyber security 
related software engineering should also be addressed at that time. Finally, the quality and scalability of CSRM to larger system 
applications would require tools that can more comprehensively support cyber security related system risk analysis. These tools need 
to address the increasing complexity of systems, the integration of systems to support military missions (System-of-Systems), the role 
of humans in managing resilience in the context of the battlefield, and the desirability of rapidly importing newly available technology 
support arising from commercial applications.
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Research  
Area No. Title PI

SEMT 168 Transforming Systems Engineering thorugh Model-Centric Engineering (ARDEC) Mark Blackburn

HCD 171 Mission Engineering Competencies Gregg Vesonder

HCD 173 Helix – Workforce Evolution 2017 Nicole Hutchison

HCD 174 SE Research Needs and Workforce Development Assessment Dinesh Verma

HCD 175 Resilient Cyber-Physical Systems Tom McDermott

SEMT 176 Verification and Validation (V&V) of System Behavior Specifications Kristin Giamarco

SEMT 177 Interactive Model-Centric Systems Engineering Donna Rhodes

ESOS 179  Missile Defense Agency (MDA) Research and Course Development  
-- Verification, Validation, and Accreditation (VV&A) and Monte Carlo Simulation  Mikel Petty

SEMT 181  System Qualities (SQs) Ontology, Tradespace and Affordability (SQOTA),  
Phase 6: 2017-2018  Barry Boehm

SEMT 182 ESoS Model for Digital Thread Chris Paredis

TS 183 Next Generation Adaptive Cyber-Physical Human Systems Azad Madni

TS 184 Electronic Component Survivability in Harsh Environments Pradeep Lall

ESOS 185 Approaches to Achieve Benefits of Modularity in Defense Acquisition Dan DeLaurentis

TS 186 Product Assurance for Electronics in Harsh Environments Pradeep Lall

SEMT 187 PEO-MS, SE Methods Brock Birdsong

TS 190 Reliability of Silver Wire Bonds in Harsh Environments Pradeep Lall

TS 191 Security Engineering -- Decision Support Tool Trials Barry Horowitz
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