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Outline

• Motivation

• Foundation
―How to identify changes?
―How to evaluate change in software quality?
―How to scale and replicate?
―How to explore the data?

• Empirical Study
―Research questions
―Data collection
―Results

• Translating Research Into Practice
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Motivation

• Better understanding of
―Software quality evolution.
―Conflicts and synergies among software quality attributes.

• To help
―Organizations determine which divisions and project types have better or 
worse quality; which quality attributes are being achieved poorly or well; and 
how do these correlate with customer satisfaction and total cost of 
ownership.

―Managers better understand which types of projects or personnel contribute 
most to quality problems or excellence, and which types of project events 
correlate with which types of quality increase or decrease.

―Developers continuously monitor software quality and improve software 
maintainability.
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Motivation (cont.)

• The challenges involved in studying evolution
―Long development history

o Multiple developers and many changes

―Heterogeneous evolution
o Change in technology and structure

• Analyzing change among official releases!
― The important details between releases?

o Impact of a single change
o Impact of a developer over a period of time.
o Impact of a series of tasks

―The data points where problems are introduced/solved?
o Uncompilable revisions
o Failed tests/validations
o Security problems are introductions
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Motivation (cont.)

The Bottom Line:
Analyzing Software Quality Before and After Each Change!



SDSF 2017 November 7, 2017 6

Foundation

• How to identify changes?
―Version control system
―Commit‐impact analysis
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Version Control System

• Tracking change.

• Git
―Repository

o Full development history.

―Commit
o Details of every stage.

―Why.

―When.

―Who.

―What. The details of a commit in Apache Commons Bcel
(https://github.com/apache/commons-
bcel/commit/25d3c6f1c061bb81bc384ac8cc05e72b57849cf4)
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Commit‐Impact Analysis

• Analyzing software quality before and after each change.

• Two key elements
―Main module

o The module containing most of the code.
o Why limiting the scope to only one module?

― Not all changes impact quality!

―Impactful commit
o Creates a new revision of the main module.

―Must change at least one source file.

― Can change other files and other modules.



SDSF 2017 November 7, 2017 9

Commit‐Impact Analysis (cont.)

A Software System’s Commit History.
• Impactful commits are denoted in gray.
• A higher number/letter means later in time.
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Foundation (cont.)

• How to identify meaningful changes?
―Version control system
―Commit‐impact analysis

• How to evaluate change in software quality?
―Programming analysis techniques
―Distance metrics
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Programming Analysis Techniques

• Extracting quality attributes.

• Static
―PMD, FindBugs, SonarQube, CheckStyle, UCC
―Architecture recovery techniques (ARC, ACDC, PKG)

• Dynamic
―Rendering HTML files.
―Executing tests.
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Distance Metrics

• Quantifying change.

• Different types of artifacts
―XML/Json/Excel Reports→ Model Parsers

o Parsing the reports and storing the values in relational schemas
o Subtracting two numbers/vectors (SQL queries)

―Graphs and Sets → Model Comparators
o More advanced mathematical metrics

― E.g., Architecture‐to‐architecture comparison metric
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Foundation (cont.)

• How to identify meaningful changes?
―Version control system
―Commit‐impact analysis

• How to evaluate change in software quality?
―Programming analysis techniques
―Distance metrics

• How to scale and replicate?
―Automated cloud‐based infrastructure
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Automated Cloud‐Based Infrastructure

1. Retrieve a subject system’s meta‐data (e.g., number of
contributors) as well as its commit history from GitHub.

2. Distribute hundreds of revisions (i.e. official releases and/or
revisions created by commits) on multiple cloud instances.

3. Compile each revision and run static/dynamic programming
analysis techniques on it.

4. Collect and parse the artifacts generated by programming
analysis techniques to extract quality attributes.

5. Run various statistical analysis on software quality evolution.
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Architecture
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Foundation (cont.)

• How to identify meaningful changes?
―Version control system
―Commit‐impact analysis

• How to evaluate change in software quality?
―Programming analysis techniques
―Distance metrics

• How to scale?
―Automated cloud‐based infrastructure

• How to explore the data?
―Interactive desktop and web interface
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Interactive Desktop and Web Interfaces

• Evolution trend of a metric.

• Impact of each developer.

• Coevolution of multiple metrics.

• Evolution graph of a metric around a data point.
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Evolution Trend of A Metric

• How a single quality 
attribute evolves.

• Example:
―Two metric

o Size (top)
o Code Smells (bottom)

―One project
―A period of 9 years.

• Absolute value at any 
time.
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Impact of Each Developer

• How developers 
impact software 
quality.

• Example:
―Two metrics

o Size (top)
o Code Smells (bottom)

―One project
―A period of 9 years

• Impact of a commit.
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Interactive Web Interface (Evolution Trend)
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Coevolution of Multiple Metrics

• How multiple quality 
attributes coevolve.

• Example:
―Two metrics

o Duplicate Code Blocks
o Security Vulnerabilities

―Normalized values
―One project
―A period of 3 years
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Evolution Graph of a Metric

0 0 1 -1 0 -4 0 0 0 6

0

• Evolution graph of a 
metric around a data 
point.

• Example:
―One metric

o Security Vulnerabilities

―One project
―A period of 1 week

• Legend
― Node represents commits

― Edges represent parent‐child relationships between commits

― Values on Edges represent the impact of each commit

― Red commits are the ones that introduce new issues.
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Empirical Study

• RQ1: To what extent do developers commit impactful changes?

• RQ2: To what extent and how do impactful commits break the 
compilability of the project?

• RQ3: To what extent do impactful commits affect software quality 
attributes?

• RQ4: Should developers rely on a single software quality metric as 
a change indicator?
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Data Collection

• Collected the metadata of all Apache projects via GitHub API.
―Name, # of commits, programming language, and last update date

• Selection criteria
―Java
―At least one update in 2017.
―The main module exists.
―No nontrivial prerequisite for compilation.
―At least 100 compilable different revisions.
―Less than 3K commits.
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Data Collection (cont.)

• Process
―Impactful commits

o Identified.

―Revisions 
o Downloaded, compiled, and analyzed.

―Models
o parsed and metrics extracted.

• Scale
―38 systems.
―19580 impactful commits and revisions.
―643 impactful developers.
―586 MSLOC.
―15 years timespan.
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Research Question 1

• To What Extent Do Developers Commit Impactful Changes?

• Data
―All commits
―All impactful commits
―All developers
―All impactful developers (at least one impactful commit)

• Ratio
―Impactful commits to all commits
―Impactful developers to all developer.
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Centrality of the Main Module!

• Impactful
―48% of commits.
―69% of developers.

• What may significantly affect the ratios?
―Architecture of the system.
―The level of integration with other systems.
―Distribution of tasks during the development.
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Research Question 2

• To What Extent and How Do Impactful Commits Break the 
Compilability of the System?

• Data
―Collected all possible compile commands.
―Targeted only the main module and its dependencies.
―Turned off running tests and validations.
―Fixed all missing dependencies over the history.

• Ratio
―Compilable impactful commits to all impactful commits.
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How to Prevent Breaking Compilability?

• 2% of commits are not even compilable! How to 
prevent?

• Don’t commit too early and too often!

• Compile the project in a new environment!
―Contributing alone.
―Changing build files.
―Adding new files.
―Doing maintenance and large refactoring.

• Avoid using snapshot versions of dependencies!
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Research Question 3

• To What Extent Do Impactful Commits Affect Software Quality 
Attributes?

• Data
―all(s)

o All impactful commits in system s.

―change(s,m)
o All impactful commits in s that change metric m.

• Ratio
―change(s,m)  to  all(s)
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Software Metrics

• 3 Categories

• 9 Metrics
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Impact on Basic

• Physical Lines (LC):
―70%
―Exceptionally low LC values belong to libraries.

• Functions (FN):
―36%
―Exceptionally low FN/LC values belong to libraries.

• Classes (CS):
―17%
―Exceptionally low CS/FN values belong to libraries.
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Impact on Code Quality

• Complexity (CX):
―53%
―Run tests.

• Code Smells (SM): 
―46%
―Take maintenance into account.

• PMD code quality (PD): 
―60%
―Use integrated tools.
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Impact on Security

• SonarQube (VL):
―5.7%
―No change in two cases.

• PMD (SG):
―1.9%
―No change in one case.

• FindBugs (FG):
―2.4%
―No change in two cases.
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Research Question 4

• Should Developers Rely on a Single Software Quality Metric as a 
Change Indicator?

• Data
―const(x)

o Impactful commits that do not change metric x.

―const(x) ⋂ change(y)
o Impactful commits in which metric x is constant while metric y changes.

• Ratio
―const(x) ⋂ change(y)  to  const(x)
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No Single Quality Metric Alone Suffices!

• Constant Physical 
Line
―All other attributes can 
change.

• Constant Functions 
and Classes
―There is a jump in VL 
and SG.

• Constant Code 
Quality Metrics
―Multiple metrics needs 
to be used.

―Security metrics don’t 
change much.

• Constant Security
―Each metric shows a different aspect.
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Translating Research Into Practice

• We recently delivered advanced tool assessments tutorials to 
front line acquisition engineers of a major governmental entity.

• This led to an in‐depth analysis of the quality aspects of an open 
source software complex for decisions regarding quality, safety, 
and security "sniffs" and "taints" to assess an acquisition program 
of an unmanned system. 

dev_1 dev_2 dev_3 dev_4

16.10.15 13.12.15 08.02.16 06.04.16 03.06.16 31.07.16 27.09.16 24.11.16 21.01.17 20.03.17 16.05.17

Commit Date

-100

-80

-60

-40

-20

0

20

40

60

80

100

120

140

160

180

200

220

Im
p

ac
t 

o
n

 C
o

d
e 

S
m

el
ls

NASA-SYSTEM2

dev_1 dev_2 dev_3

23.08.16 15.09.16 09.10.16 01.11.16 24.11.16 17.12.16 09.01.17 01.02.17 24.02.17 20.03.17

Commit Date

0

500

1,000

1,500

2,000

2,500

3,000

3,500

4,000

4,500

5,000

Im
p

ac
t 

o
n

 C
o

d
e 

S
m

el
ls

NASA-SYSTEM1



SDSF 2017 November 7, 2017 38

Conclusion

• Studying software quality before and after each commit (commit‐
impact analysis) can reveal a wealth of information about how the 
software evolves and how each change impacts its quality.

• Software developers who contribute to an open source software 
system have a high level of engagement in developing its the core 
module.

• An unexpectedly high ratio of commits are not even compliable in 
open source software systems.

• Different quality attribute can change even if the size does not 
change.

• Using one programming analysis technique does not suffice to 
evaluate change in software quality.
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Future Work

• Difference between developers.
―Recently published a paper at IEEE STC.

• Increase and decrease in quality attributes.

• Dynamic analysis and regression tests.

• Effect and intent of the changes.

• Defect prediction models.


