RT-175: Human Capital Development —
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Research Task / Overview Goals & Objectives

The DoD has undertaken a number of initiatives to better
understand the vulnerability of their systems to a cyber-equipped
adversary, and to address engineering processes that would help
ensure DoD systems can complete their missions in the presence
of such adversaries. There has been an intensive focus on
securing computer networks and IT systems, and a great deal of
investment in perimeter oriented defenses. Although this remains
important, there is an increasing focus on the vulnerabilities of
DoD weapon systems, and the general category of cyber-physical
systems (CPS).

The DoD has focused investment for some time now on
developing and sustaining a cyber-ready workforce. The objective
of this research is to assess the ability and current state of U.S.
university education to produce a workforce that can design,
protect, and sustain secure and resilient CPS. This research is
intended as an initial characterization of the educational
landscape in order to plan further initiatives in workforce
development.

* Characterize the existing undergraduate and graduate
engineering and computer science education programs in the
U.S. as related to emerging needs of large scale cyber-physical
systems

* Develop a taxonomy of related attributes for dependable and
secure computing, and

* Conduct a survey of related undergraduate and graduate
education programs and lab facilities in the fields of
information  security, computer science, computer
engineering, and electrical engineering

* Identify the challenges for:

* Developing a body of knowledge for resilient cyber-
physical systems,

* Developing a reference curriculum for SE of resilient cyber-
physical systems and resilient computing systems, and

* Needs and opportunities for developing potential lab
facilities.

system-of-systems CPS are “engineered systems
that are built from, and depend
upon, the seamless integration
of computational algorithms
and physical components”

(National Science Foundation)

system

CPS are “computers and
networks which control physical
processes, using feedback loops

that affect computations and
vice versa” (UC Berkeley web)

NIST CPS Conceptual Model [1]
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CPS Security Education Themes

e Computer Architecture

e Operating Systems

e Discrete Structures

¢ Data structures

e Algorithms & Programming
¢ Security & Privacy Concepts
e Computer Security

e Network Security

Foundations

Taxonomy

&
Surveyed Principles e Networks & Protocols
C & Concepts e Cryptography
o e Distributed Computing
Themes

e Cyberphysical Systems

e System, HW & SW Security

e Information Security & Assurance
e Cybersecurity & Society

e Exploitation & Attack Tools

e Cyber Defense

e Systems Engineering

¢ The future CPS workforce needs to include a combination of:

* engineers trained in foundational fields (such as electrical
and computing engineering, mechanical engineering,
systems engineering, and computer science),

* engineers trained in specific applied engineering fields
(such as aerospace and civil engineering),

* and CPS engineers, who focus on the knowledge and skills
spanning cyber technology and physical systems that
operate in the physical world

* Consider establishing one or two new cyber physical system
resilience education efforts that build upon the study
outcomes

* Model-based engineering techniques combined with physical
labs would provide students with a greater understanding of
the engineering efforts required to both derive and evaluate
possible CPS security solutions

* Additional funding and attention must be delegated to
research and projects in CPS

* New educational-focused laboratories need to be developed

A Sharable CPS Security Lab

* Inspired by GT/NSF Robotarium model, sharing addresses cost
of CPS equipment

* CPS platforms remotely interfaced and accessible via web
browsers or a cloud-based environment

* A software simulator to run first operations in a virtual
environment and then transition to hardware experiments

* A framework to overwrite any unsafe situation and reset the
system needs to be in place
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ROBOTARIUM

A Robotics Lab Accessible to All
robotari um .gatech.edu
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