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Research Task / Overview Goals & Objectives

+ Understanding software quality evolution, and conflicts and synergies among * Helping organizations determine which divisions and project types have better or
software quality attributes by analyzing impactful changes. worse quality; which quality attributes are being achieved poorly or well; and how
* Utilizing multiple programming analysis techniques to conduct multi-perspective do these correlate with customer satisfaction and total cost of ownership.
analysis of software quality. * Helping project managers better understand which types of projects or personnel
+ Capitalizing on cloud services to analyze revision histories of large families of open- contribute most to quality problems or excellence, and which types of project
source software systems. events correlate with which types of quality increase or decrease.
* Conducting large-scale replicable empirical studies. * Helping developers continuously monitor software quality and improve software
* Providing interactive desktop and web interfaces to illustrate software quality maintainability.
evolution. * Helping acquisition programs evaluate system quality.

Methodology

How to Identify Impactful Changes? Figure 1. A Software System’s Evolution. (Impactful commits are denoted in gray.) Research Questions
Version Control System (i.e., Git) ! . RQ1: To what extent do developers commit impactful changes?

+ Tracks changes and contains fine- . RQ2: To what extent and how do impactful commits break the compilability?
grained information, such as when . RQ3: To what extent do impactful commits affect software quality attributes?
change occurs, how, and by who! . RQ4: Should developers rely on a single quality metric as a change indicator?

Commit-Impact Analysis

* Analyzing software quality before and
after commits that change the source
code of the main module of software.

Data & Analysis

Data Collection

Collected the metadata of all Apache projects via GitHub API

* Name, # of commits, programming language, and last update date
Subject system selection criteria:

How to Evaluate Change in Quality? Table 1. Software Quality Metrcs * Java, updated in 2017, the main module exists, no nontrivial prerequisite for
Static Analysis Techniques Group | Abbr. | Tool Description compilation, at least 100 compilable different revisions, and less than 3K commits.
) . . LC SonarQube | Physical Lines excl. Whitespaces/Comments .
* Analyze software without running it. Basic | FN SonarQube | Functions Scale of the analysis
cs FindBugs | Classes . . . . .
Report Parsers X SonarQube | Complexity (Number of Paths) * 3 programming analySIS tEChmques' 9 metrics, 38 systems, 19580 ImpathUI
*  Retrieve quality metrics from reports e [ oh | Bty Qe | Cote St omming. Braces, Tmport Statements, commits and revisions, 643 impactful developers, 586 MSLOC, 15 years timespan.
Coupling, Unused Code, Unnecessary, Design,
and store them in a unified relational ()plvrv)m:\lmn String and sm..gnulr:, Code Size Table 3. Empirical Study Setup and the Result of the Analysis for RQ1, RQ3, and RQ3
VL SonarQube | Vulnerabilities
schema. Security | SG PMD Security (;‘v‘u(l(‘l' s Empirical Study Setup | RQL | RQ2 RQ3
FG FindBugs | Malicious Code, Security System Domain Rev. | Timespan | Size | Commit Developer | Commit Basic | Code Quality Security
All Impactful | All | Impactful Compiled LC FN (€S| €X SM PD VL SG FG
How to Explore the Data? Figure 2. Simple Analysis Workflow # MM/YY | MSLOC ‘ # % # % %| % % %| % % %| % % %
. e, 3 Avro Data Serialization 188 | 07/11-01/17 243 757 188 25 39 19 49 188 100 | 80 70 47 73 53 27 21
Interactive Desktop and Web Interfaces. ‘< cecote | Brute ¢ Source Code + /\ Calcite Data Management | 650 | 07/14-02/17 | 7546 | 1201 673 56 | 121 95 79| 650 97 | 89 75 58 83| 41 09 09
Software ource Code 5 orce [~ BinaryFiles  * C-BCEL Bytecode Eng 576 | 06/06-12/16 165 | 900 589 65| 13 8 62| 576 98| 54 31 45 53| 46 30 4.1
* Evolution trend of a metric. i szwler ; e i | Dynamic/ Reflcton Wrapper | 139 07,//07-11;10 171| 392 139 35| 9 7 78| 139 100 | 47 27 28 40| 00 07 00
: ’ As'al\;m lec Encoder/Decoder 368 09/11-09/16 2.32 706 368 52 6 i 83 368 100 12 23 26 36 0.8 05 00
HECED C-Collect Collections Ext. 565 | 03/12-10/16 13.87 890 570 64 | 16 10 63 565 99 | 51 30 29 38| 09 16 16
* Impact of each deVE|Oper' < v‘ oo ; A"" RI ._/ ('—Cnmp[ Compress Lib. 1229 07’/08—02?17 1684 | 2037 1240 61| 30 22 73| 1220 99| 64 49 39 54| 35 23 18
H H ion: [ alue Vectors E arser le—c nalysis Result C-Config Conf. Interface 333 04/14-01/17 8.83 637 340 53 4 4 100 333 98 65 37 28 43 0.0 09 09
* EVOIUt'On graph Of a mEtrIC' : - " : evonsst c-C 'L Ccsv Llh‘rary 598 11,//11-02;17 0.68 1032 606 59 11 7 64 598 99 | 39 25 20 32 07 1.2 07
. . . Seereanienee® e C-DBCP DB Conn. Pooling 188 2.06 393 188 48 8 5 63 188 100 56 35 40 46 27 16 21
* Co-evolution of multlple metrics. g8 10 Functionality 914 5.99 | 1941 943 49 76| 914 97| 55 38 35 45| 14 18 19
N N . Java Caching 136 3.66 401 139 35 57 136 98 | 79 57 48 66 3 3.0 38
Figure 3. Evolution Trend of a Metric Ina Subject System, Table 2. Analysis Data Stored in Unified Relational Schemas Expression Lang 205 2.22 675 817 47 50 | 295 93| 64 ,:/‘ 46 59 (: 2 17 17
“Application Commit LC FN | CS X Clientside Protocol 877 14.96 1588 902 57 64 877 97 | 59 39 39 51 45 14 03
— Object Pooling 278 1.27 546 278 51 73 278 100 14 27 27 36 36 07 07
% pache-phoenix | 92623a0fadd2132c21c20906 87c637 | 59096 | 5405 | 1048 | 15814 State Chart XML 335 | 03/06-08/16 253 | 811 348 43 50 | 335 96| T4 52 49 63| 42 00 06
. N pache-phoenix | be8c2fb500b017£4b8300{Bafd2152 70905 | 59091 | 5404 | 1048 ) 15814 - Data Verification 279 | 07/07-02/17 163 639 287 45 63| 279 97| 56 26 36 43| 04 07 07
§ e : pache-phoenix | 0a39c5Hd1b 1346290185918 iflaaTlT8d24348 ) 59096 | 5104 | 1048 | 15820 aY Virtual File System | 611 | 11/06-01/17 1332 | 1242 614 49 62| 611 99| 51 29 31 44| 20 02 10
F pachepl y cecen e e e CXF-Fediz | Web Security 171 | 04/1203/17 | 080 | 1211 190 16 50 | 171 90| 78 62 50 68| 93 12 31
4\:»“\,.»7;,1.«"».“% 173 552200b17¢61011 11cebdef2d3238 59122 | 5401 | 1018 | 15827 Drill SQL Query Engine 616 | 04/15-02/17 58 995 636 64 77616 97 88 74 98 80 83 15 32
1 ~ apache-phoenix | fc96ecb91050ebedc1315a6b6e1c6367bdcdded9 | 59111 | 5404 | 1048 | 15819 Fhume D2 Calllcistans 342 | 08/11-11/16 214 (B -] 58 342 99 88 66 89 72| 74 12 18
H . oo < Tamnory 83160920 | 59120 | 5405 | 1048 | 15821 Giraph Graph Processing. 387 | 11/12-01/17 1512 | 585 392 67 79| 387 99| 85 69 49 TA| 7T 26 16
L) oot - - Hama BSP Computing 77 U(i/'()S—Ori/lb 7T 1582 732 46 70 77 98 kel 60 60 71189 63 7.7
LA Helix Cluster MNGMT 762 | 01/12-06/16 27.36 1521 800 53 68 762 95 | 87 70 67 T 90 14 29
- Figure 5. Evolution Graph of a Metric in a Subject System H-Client Client-side HTTP 925 03/09-01/17 16.54 1916 934 49 69 925 99 73 54 40 56 29 20 16
" 8 pl )¢ 3%
r) ’ H-Core HTTP Transport 565 03/09-02/17 7.38 1354 566 42 7 6 86 565 99 69 50 41 54 04 18 12
’ P . 1 Mina Socket Library 263 11/09-04/15 2.1 628 276 44 13 9 69 95 | 79 58 54 67 9.6
% - ’ U M-SSHD SSH Protocols 818 Ul/'09—02/17 24.66 1092 843 7 22 21 95 97 85 75 58 7| 17.0
0 0 -1 N Web Crawler 893 | 03/05-01/17 17.85 2221 926 42 40 28 70 96 | 81 62 59 74 | 10.1
O O O O O O A NLP Toolkit 424 ¥ 1885 | 665 438 66| 14 14 100 97 | 68 54 56 61| 6.8
Storage Format 345 3-0 5.2 1647 349 21 [ 119 41 34 99 76 63 52 66 1.9
OLTP Analyt 1261 131.13 1908 200 68 78 62 79 98 4 72 58 77| 10.2
Figure 4. Impact of Developers on Software Quality Figure 6. Coevolution of Two Metrics in a Subject System ¢ |i5‘lJ SY.}Z 921 14,‘51 a7 /’» ‘.( 60 431 100 ;'x 60 43 60 : 8
409 19.97 1412 415 29 47 25 53 409 99 | 88 74 63 81 [ 17.3
Santuario v 480 16.38 743 496 67 3 3 100 480 97 | 77 66 54 73 6.7
_— Shiro Java Security 285 03/09-11/16 3.26 700 289 41 22 13 59 285 99 70 52 42 56 28
" - Tiles ‘Web Templatin, 318 | 07/06-07/16 1.7 1345 327 24 1 7 T 318 97 82 67 56 68 7.1
'-_J—"__— Zookeeper Dlsui\nm{:l (t}m;gxp. 610 06/88—02;” 14.98 1339 618 46 .i(l) 25 éﬁil’ 610 99 :3 71 52 69 8.0 18 1.0
J__--H AVG 48 69 98 | 70 53 46 60 57 1.9 24
. —_—— ALL 19580 01/02-03/17 586.73 | DEV 14 15 1 15 17 12 15 47 14 18
e
’ - -~ Results’ Highlight
- * On average, 48% of all commits impact the main module, and 69% of all developers
contribute to the source code in that main module.
i " * Onaverage, 2% of the impactful commits are not compilable.
* Different quality attributes may change even if the code count does not change.
How to Scale? *  Only 5.7% impactful commits change VL, 1.9% change SG, and 2.4% change FG.
Automated Cloud-Based Infrastructure. * Although security metrics change less frequently, it is crucial to utilize them as they
1. Retrieve a subject system’s meta-data (e.g., number of contributors) as well as its can reveal the introduction of different kinds of security problems.
commit history from GitHub. . d ducine Comil Table . Perctag o ors() \ ChangeY ) Cns(). Cons) s e ofmpoct
2. Distribute hundreds of revisions (i.e. official releases and/or revisions created by Tips to Avoid Introducing Compile Error - commis tatdoe v chane aulty metic and changt s e e of mpact
commits) on multiple cloud instances. When Contributing to Open Source ‘ Change
3.  Run static/dynamic programming analysis techniques on each revision. Projects | Basic | CodeQuality | Security
4. Collect and parse the artifacts generated by programming analysis techniques to Avoid using snapshot of dependencies! | LC_FN CS | CX SM PD|VL SG FG
; ; Compile in a new environment: LC | - 12 04| 55 133 170|07 02 06
extract gua“ty aFtr}bUtes' ) . . . Contributin alone FN 55.1 - 2.0 29.6 31.0 432120 03 0.7
5. Runvarious statistical analysis on software quality evolution. buting alone. €S | 651 245 - | 457 384 540|381 09 12
The entire analysis workflow is automated. *  Changing build files. CX 401 18 16 | - 228 302[12 03 07
H H SM 52.6 17.1 3.9 33.5 - 388 | 1.3 05 0.6
Figure 7. Workflow Architecture of Commit-Impact Analysis i Addlng n.eW flles. . PD 379 65 L7 17.7 162 - 10 03 05
* Conducting large refactoring. VL | 69.1 328 138 | 515 437 588 | - 16 14
’ H | SG 70.2 345 155 | 53.1 456 60.2 | 5.7 - 1.4
: DOn t commit too early and too Often' FG 70.1 344 152 53.0 45.3 60.0 | 49 0.7 -
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