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Research Task / Overview Goals & Objectives

Software Failure and Reliability Assessment Tool (SFRAT)

* An open source application

* Designed for practitioner and research community

 Programmed in R and provides functionality through a Shiny graphical user
interface

 Reduces the need for knowledge of the underlying statistical techniques
* Can help contractors quantitatively assess software as part of their data

collection and reporting process

Department of Defense (DoD) increasingly depends on software intensive systems
 Mission and life critical
 Must preserve high reliability and availability
Urgency to deploy new technologies and military capabilities may result in
* |nadequate reliability testing
* Severe economic damage and loss of life
 Recent National Academies report on Enhancing Defense System Reliability

recommend§ . , , o Allows users to answer following questions about a software system during test
* Use of reliability growth models to direct contractor design and test activities . . . L
_ T o 1. Is the software ready to release (has it achieved a specified reliability goal)?
Tools such as CASRE (Computer-Aided Software Reliability Estimation Tool) . . . . "
2. How much more time and test effort will be required to achieve a specified

* Caution: Users strongly advised to study underlying mathematics goal?

3. What will be the consequences to system’s operational reliability if not enough
testing resources are available?

Contribution: Development of open source tool to address these issues

Methodology

Data & Analysis

SFRAT - Tab view Software reliability growth models included: Input file format: Excel or CSV
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Does data show reliability growth?

Data Formats:
. . . . th .
* Inter-failure times - time between (i — 1)%* and i failure, defined as t; =
(T; — Ti—1)
* Failure times — vector of failure times, T =< tq,t5, ..., t,;, >

Laplace Test

% Save Display

Cumulative Failures|

Subset the failure data by category or data range

%] a

C— 2 * Failure count data - length of the interval and number failures observed within it,
o R P * <T,K>=<(ty,ky),(t2,k2), ..., (tn, k) >

—_— _ After data upload

" ' s SFRAT Output/Deliverables

* Trend tests
* Model rankings
* Visualization
* Cumulative failure plot
* Time between failure plot
* Failure intensity plot
* Reliability growth plot
* Predictions
* Time to achieve reliability
* Expected number of faults for next t time units

Tabl: Laplace Trend Test and Running arithmetic average

Laplace trend test of SYS1 Running Average trend test of S¥YS1
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Tab 2: options and Cumulative failure data view

e e R Conclusions and Future Research
S * Open source application to promote collaboration among
S— : i  Members of software reliability research community

R ; * Users from industry and government organizations

= ) * Application architecture enables integration of models from research literature
e ; * Future research will expand architecture to enable models for other stages of

Tab 3: options and Predictions AC NOWIE ement
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