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 Today’s session will be recorded.

 An archive of today’s talk will be available at: www.sercuarc.org/serc-talks/

 Use the Q&A box to queue questions, reserving the chat box for comments, and 

questions will be answered during the last 5-10 minutes of the session.

 If you are connected via the dial-in information only, please email questions or 

comments to serctalks@stevens.edu. 

 Any issues? Use the chat feature for any technical difficulties or other comments, or 

email serctalks@stevens.edu.

WELCOME

How do Agile Methods Reduce Risk Exposure and Improve Security on Highly-Critical 

Systems?

Robin Yeman, Lockheed Martin Fellow, Lockheed Martin (LM) Information Systems and 

Global Solution, Agile/DevOpSec SME

April 4 | 1:00 PM ET

http://www.sercuarc.org/serc-talks/
mailto:serctalks@stevens.edu
mailto:serctalks@stevens.edu
http://www.sercuarc.org/serc-talks/
http://www.sercuarc.org/serc-talks/
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The Systems Engineering Research Center (SERC) is a federally funded 

University Affiliated Research Center managed by Stevens Institute of 

Technology. 

Any views, opinions, findings and conclusions or recommendations expressed in 

this material are those of the author(s) and do not necessarily reflect the views of 

the United States Department of Defense, ASD(R&E), nor the SERC. 

No Warranty. This Stevens Institute of Technology Material is furnished on an 

“as-is” basis. Stevens Institute of Technology makes no warranties of any kind, 

either expressed or implied, as to any matter including, but not limited to, 

warranty of fitness for purpose or merchantability, exclusivity, or results obtained 

from use of the material. Stevens Institute of Technology does not make any 

warranty of any kind with respect to freedom from patent, trademark, or copyright 

infringement. 

This material has been approved for public release and unlimited distribution.
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Securing the delivery pipeline

Robin Yeman
Lockheed Martin Fellow
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Agenda

1.1 What is Agile

1.2 Why Agile

1.3 Agile Improves Security

1.4 The Future
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Goals

• Defend

• Detect

• Deter



6© 2017 LOCKHEED MARTIN CORPORATION. ALL RIGHTS RESERVED

Product 

Backlog

Automated

Security tests

Run daily

Definition

Of

Done

(sprint)

Security

checks

Definition

Of

Done

(Release)

Security

checks

Shippable

Product

Continuous

Monitoring

Security

Stories

Business

Drivers

Enablers

Daily

standup

Plan

Design

Build

Test

Secure Agile Pipeline

Fuzzing

Pen

Test
Static

Analysis

Dynamic

Analysis

Threat

Modeling Defensive

CodingSecure

Design

Principles

Self

Service

Security

scanning

With security integrated



7© 2017 LOCKHEED MARTIN CORPORATION. ALL RIGHTS RESERVED

Waterfall vs Agile Lifecycle

Activities as opposed to phases that have smaller batch sizes and 

Are repeated.

Requirements /

Analysis
Design Development Test Deploy OperatePhases

Activities
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Secure Solutions through Agile
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Requirements / Analysis

People Process Tools

Beginning our requirements with security in mind enables us to 

build trust early and prevent downstream friction.

• Cross functional team

• Embedded security 

SME or security skills

• Include security in 

product backlog

• Security Test driven 

development

• Security RMF (NIST)

• Personas

• Mis-user stories

• Security user stories
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Secure Requirements/Analysis
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Secure Solutions through Agile
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Design

People Process Tools

Security by design moves team focus to vulnerability prevention 

from vulnerability detection

• Cross functional team

• Embedded security 

SME or security skills

• Threat Modeling

• Security Design 

Principles

• Open Design

• Security traceability 

matrix

• Security Service 

Catalogue
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Secure Design
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Secure Solutions through Agile
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Development

People Process Tools

Moving from control gates to guardrails with automation and 

workflows

• Cross functional team

• Embedded security 

SME or security skills

• Hacking Skills

• Build on secure libraries

• Infrastructure as code

• Compliance as code

• Defensive 

programming

• Compartmentalization

• Feature Toggles

• Peer reviews

• Self-service security 

scanning

• Security Spikes

• Security service 

catalog

• Secure Infrastructure

• Continuous Integration

• Static Analysis

• Audit defense toolkit

• Vulnerability metrics
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Secure Development Pipeline
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Secure Solutions through Agile
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Testing

People Process Tools

Layered Security test levels reduces flaws in the systems we 

deliver 

• Cross functional team

• Embedded security 

SME or security skills

• Hacking Skills

• Automated test SME 

or skills

• Fuzz Testing

• Chaos Engineering

• Security Test Cases

• Risk based test

• Penetration Testing

• Automated Test

• Quality / Security 

reports
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Secure Solutions through Agile

Requirements

/ Analysis
Design

Development

Deploy
Test

Operate /
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Deploy

People Process Tools

Secure deployments take the stress out of delivery and allows 

use to deploy more often with smaller batches

• Cross functional team

• Embedded security 

SME or security skills

• Hacking Skills

• Automated test SME 

or skills

• Operation (representatives)

• Secure the 

Infrastructure

• Dark Roll-outs

• Canary Releases

• Immutable 

Infrastructure

• Containers
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Secure Solutions through Agile
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Operate and Monitor

People Process Tools

Embracing a culture of continuous improvement results in secure 

systems

• Cross functional team

• Embedded security 

SME or security skills

• Hacking Skills

• Automated test SME or 

skills

• Operation (representatives)

• Attack-Driven-Defense

• Game days

• Red Team / Blue Team

• Chaos Engineering

• Blameless post-

mortems

• Chaos Monkey / 

Gorilla

• Logging / Monitoring

• Runtime defense 

• Bug Bounty
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Secure Operations
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• MTTR
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Chaos Engineering Red/Blue Team
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Secure Solutions through Agile

Requirements

/ Analysis
Design

Development

Deploy
Test

Operate /

Monitor

Secure

Agile

Solutions

Activities not Phases



27© 2017 LOCKHEED MARTIN CORPORATION. ALL RIGHTS RESERVED

Future

Feed Back highway 

Security

Team

Security

Community

Intelligence highway 

Security Testing & Data Platform

DevOpsSec: Seamlessly integrate security into the implementation pipeline; ensuring

everyone takes responsibility while continuing to shorten feedback loops
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Automated Security Pipeline
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Lockheed Martin Cyber Kill Chain®

Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Actions on Objectives

Effectiveness
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Analysis ROI Prioritize

Measurement Resiliency Escalation

Investment Dialogue Culture

Threat Focused Operations Through

Intelligence Driven Defence® are Critical

© 2017 Lockheed Martin Corporation
OWG201701004
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RMF (NIST Risk Mgt Framework)
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Upcoming Events
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16th Annual Conference on Systems 

Engineering Research

Theme: “Systems in Context”

Key Dates:

Final Paper Submission Due: April 13, 2018

Conference Registration Opens: February 1, 2018

Direct link to registration web page: http://edas.info/r24260

POCs:

Peter A. Beling: pb3a@virginia.edu

William T. Scherer: wts@virginia.edu

Cody H. Fleming: fleming@virginia.edu

Venue: University of Virginia Inn at Darden at the University of 

Virginia

Reserve rooms (referencing CSER) or online at this link.

For more information visit: https://cser2018.com/. 

Hosted by: UNIVERSITY OF VIRGINIA, School of 

Engineering and Applied Science Department of 

Systems and Information Engineering

May 8 & 9, 2018

http://edas.info/r24260
mailto:pb3a@virginia.edu
mailto:wts@virginia.edu
mailto:fleming@virginia.edu
https://www.innatdarden.com/
https://engineering.virginia.edu/
https://goo.gl/myWUhb
https://cser2018.com/
http://www.sercuarc.org/wp-content/uploads/2017/12/cser-flyer-11-22-2017-rev5.pdf
http://www.sercuarc.org/wp-content/uploads/2017/12/cser-flyer-11-22-2017-rev5.pdf
http://www.sercuarc.org/wp-content/uploads/2017/12/cser-flyer-11-22-2017-rev5.pdf
http://www.sercuarc.org/wp-content/uploads/2017/12/cser-flyer-11-22-2017-rev5.pdf
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UPCOMING TALKS:

How Do You Use Agile Methods on Highly-Critical 

Systems that Require Earned Value Management?

Phyllis Marbach, INCOSE LA Chapter President; Senior Software 

Engineer at Boeing – Retired

June 6 | 1:00 PM ET | REGISTER NOW

“Successfully Applying Agile Methods 

for High-Criticality Systems” Series

CONTACT

Editor-in-Chief: Dr. Barry Boehm, University of Southern California – boehm@usc.edu

Ms. Maia Canlas, Stevens Institute of Technology  – mcanlas@stevens.edu

Thank you for joining us! 

Please check back on the SERC website for today’s recording and future SERC Talks information!

https://stevensinstitute-events.webex.com/mw3100/mywebex/default.do?nomenu=true&siteurl=stevensinstitute-events&service=6&rnd=0.5525946034517247&main_url=https://stevensinstitute-events.webex.com/ec3100/eventcenter/event/eventAction.do?theAction=detail&&&EMK=4832534b00000004b5428ed48a6953d74dbc354ef8f2a0eeaf99693b6cf66e3b49f68cabd6ad9c26&siteurl=stevensinstitute-events&confViewID=81971558672792682&encryptTicket=SDJTSwAAAASaXo2PMKs-Lp5hMRiiC0hBfbdMEPTFgrlD3DscGl0d_w2&
mailto:boehm@usc.edu
mailto:boehm@usc.edu
mailto:mcanlas@stevens.edu
http://www.sercuarc.org/serc-talks/
http://www.sercuarc.org/serc-talks/
http://www.sercuarc.org/serc-talks/


SERC Talks April 4, 2018 35

UPCOMING TALKS:

Barry Boehm, Chief Scientist, SERC; TRW Professor of Software Engineering and Director, 

Center for Software Engineering, University of Southern California

August 1 | 1:00 PM ET

“Systems and Software Qualities Tradespace

Analysis” Series

Please visit the SERC Talks page for more information and updates.

Xavier Franch, Full Professor, Polytechnic University of Catalonia (BarcelonaTech)

December 11 | 1:00 PM ET

Bill Curtis, Senior VP & Chief Scientist, CAST Software; Head of CAST Research Labs, 

Executive Director, Consortium for IT Software Quality (CISQ)

October 3 | 1:00 PM ET

http://www.sercuarc.org/serc-talks/
http://www.sercuarc.org/serc-talks/
http://www.sercuarc.org/serc-talks/

